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1 Introduction
At last RAN3#114 meeting, how the anchor NG-RAN node could generate the security key during UE context retrieval procedure in case of the NPN-only cell was discussed, but no agreement was achieved. 
The discussion is summarized in R3-215943 [1] as follows: 
The issue is acknowledged: How could the anchor NG-RAN node acquires the PCI and ARFCN information based on the first PLMN Cell ID to calculate the target key in case of the NPN-only cell?

To further discuss potential solutions, e.g., signaling based, implementation based, updating semantics descriptions or asking RAN2 to update. Note that other solutions are not excluded. 

To be continued for the next meeting…
In this paper, we further discuss the potential solutions to this issue.
2 Discussions
2.1 Problem Descriptions
The detailed problem has been specified in [1], where the original issue is about the security key generation during context retrieval procedure. But during the discussion, people may want to think more about the integrity protection verification. Hence the following provides analysis for these two issues. 
Integrity protection verification

As described in section 6.8.2.1.3 of TS 33.501 below, the target cell ID is used as input for VarResumeMAC-Input. And target cell ID has been included in the RETRIEVE UE CONTEXT REQUEST message. Hence there is no any issue even in case of NPN-only cell. 
	<Excerpt from TS 33.501>
The ResumeMAC-I/shortResumeMAC-I is a 16-bit message authentication token, the UE shall calculate it using the integrity algorithm (NIA or EIA) in the stored AS security context, which was negotiated between the UE and the source gNB/ng-eNB and the  current KRRCint with the following inputs: 

- 
KEY


: it shall be set to current KRRCint;

-
BEARER

: all its bits shall be set to 1.

-
DIRECTION
: its bit shall be set to 1;

-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to VarResumeMAC-Input/VarShortInactiveMAC-Input as defined in TS 38.331 [22] for gNB and in TS 36.331 [69] for ng-eNB with following inputs:

                                source PCI, target Cell-ID, source C-RNTI.
<Skip the irrevalant>
The target gNB/ng-eNB contacts the source gNB/ng-eNB based on the information in the I-RNTI by sending an Xn-AP Retrieve UE Context Request message with the following included: I-RNTI, the ResumeMAC-I/shortResumeMAC-I and target Cell-ID, in order to allow the source gNB/ng-eNB to validate the UE request and to retrieve the UE context including the UE 5G AS security context.


<Excerpt from section of 9.1.1.8
RETRIEVE UE CONTEXT REQUEST in TS 38.423>
	New Cell Identifier
	M
	
	NG-RAN Cell Identity

9.2.2.9
	RRC Resume:

Corresponds to the targetCellIdentity within the VarResumeMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortINACTIVE-MAC-Input as specified in TS 36.331 [14].

RRC Reestablishment:

Corresponds to the targetCellIdentity within the VarShortMAC-Input as specified in TS 38.331 [10] or the cellIdentity within the VarShortMAC-Input as specified in TS 36.331 [14]. 

RRC Resume for UP CIoT Optimization:

Corresponds to the cellIdentity within the VarShortResumeMAC-Input or VarShortResumeMAC-Input-NB as specified in TS 36.331 [14].
	YES
	reject


Security key generation
As described in [1], the anchor NG-RAN node needs to calculate KNG-RAN* based on the PCI and ARFCN of the target physical cell. This is also clearly described in section 6.8.2.1.3 of TS 33.501, where the source NG-RAN node to acquire the target PCI and target AFRCN based on the database of the target cell ID. 
	<Excerpt from TS 33.501>
The source gNB/ng-eNB can obtain the target PCI and target ARFCN-DL/EARFCN-DL from a cell configuration database by means of the target Cell-ID which was received from the target gNB/ng-eNB. Then the source gNB/ng-eNB shall respond with an Xn-AP Retrieve UE Context Response message to the target gNB/ng-eNB including the UE context that contains the UE 5G AS security context. The UE 5G AS security context sent to the target gNB/ng-eNB shall include the newly derived KNG-RAN*, the NCC associated to the KNG-RAN*, the UE 5G security capabilities, UP security policy, the UP security activation status with the corresponding PDU session ID(s), and the ciphering and integrity algorithms used by the UE with the source cell.


Here, the target cell ID corresponds to the first PLMN Identity broadcasted in SIB1 as indicated in TS 38.331 follows. 
	–
VarResumeMAC-Input
The UE variable VarResumeMAC-Input specifies the input used to generate the resumeMAC-I during RRC Connection Resume procedure.

VarResumeMAC-Input variable

-- ASN1START

-- TAG-VARRESUMEMAC-INPUT-START

VarResumeMAC-Input  ::=     SEQUENCE {

    sourcePhysCellId                        PhysCellId,

    targetCellIdentity                      CellIdentity,

    source-c-RNTI                           RNTI-Value

}

-- TAG-VARRESUMEMAC-INPUT-STOP

-- ASN1STOP

VarResumeMAC-Input field descriptions
targetCellIdentity

An input variable used to calculate the resumeMAC-I. Set to the cellIdentity of the first PLMN-Identity included in the PLMN-IdentityInfoList broadcasted in SIB1 of the target cell i.e. the cell the UE is trying to resume.

source-c-RNTI

Set to C-RNTI that the UE had in the PCell it was connected to prior to suspension of the RRC connection.

sourcePhysCellId

Set to the physical cell identity of the PCell the UE was connected to prior to suspension of the RRC connection.




However, in case of an NPN-only cell, the information of the cell corresponding to the first PLMN Identity may not be signalled over Xn. As a result, the anchor NG-RAN node cannot identify the target physical cell and calculate KNG-RAN* accordingly. So the problem is how the anchor NG-RAN node acquires the PCI and ARFCN value for calculating KNG-RAN* in case of the NPN-only cell.
Below provides one example: 
Consider a NPN(CAG)-only cell which is shared by {PLMN A + CAG 1} and {PLMN B + CAG 2}. The SIB1 broadcast by this cell is shown below. 
	SIB1

	PCI 
	1

	cellReservedForOtherUse
	TRUE

	plmn-IdentityInfoList
	· PLMN A, Cell 101

	npn-IdentityInfoList
	· PLMN A + CAG 1, Cell 102
· PLMN B + CAG 2, Cell 103


In this example, it is reasonable that only two logical Xn interface (for NPN cell 102 and NPN cell 103 respectively) are setup while the PLMN cell (for cell 101) is not exchanged, as described above. 

Then, since the PLMN cell (for cell 101) is not exchanged over Xn interface, the problem above may occur, i.e., the anchor node cannot acquire the PCI/ARFCN from this PLMN Cell (cell 101). 
2.2 Candidate solutions
The following potential solutions were proposed at last meeting [1]:
1) Include the PCI/AFRCN-DL in the Retrieve UE Context Request message;
2) Set the dummy value to be the same as the first entry in the NPN list;
3) Update the procedure/semantics descriptions;
4) Request RAN2 to use the cell corresponding to the first NPN Identity in SIB1 as the target physical cell.

The first solution is straightforward and has a good specification readability. But it seems not acknowledged by companies. 
The second solution could work. But this relies on the implementation (not defined in any specs), but not a standard one. Also it could work to set the dummy value (PLMN ID) to be any one of Cell IDs in the NPN list. This cannot be always ensured by the inter-operation case. Hence a standardized solution is necessary.
The third solutions to update the semantic descriptions. But as given below, overall twelve PLMN/NIDs could be broadcasted. In case of an NPN-only cell, the first PLMN Identity is not considered as within the twelve PLMN/NIDs in the Broadcast PLMN Identity Info List NR IE. 
	Broadcast PLMN Identity Info List NR
	
	0..<maxnoofBPLMNs>
	
	This IE corresponds to the PLMN-IdentityInfoList IE and the NPN-IdentityInfoList IE (if available) in SIB1 as specified in TS 38.331 [8]. All PLMN Identities and associated information contained in the PLMN-IdentityInfoList IE and NPN identities and associated information contained in the NPN-IdentityInfoList IE (if available) are included and provided in the same order as broadcast in SIB1.

NOTE: In case of NPN-only cell, the PLMN Identities and associated information contained in the PLMN-IdentityInfoList IE are not included.
	YES
	ignore


The forth solution may have backward compatibility issue, since the legacy UE does not use the cell corresponding to the first NPN Identity as the target physical cell.

Hence, to move forward, another candidate solution is to indicate the cellIdentity corresponding to the first PLMN Identity during the Xn setup/update procedures in case of NPN-only cell. By doing so, the old NG-RAN node can know which physical cell is associated with the cellIdentity corresponding to the first PLMN Identity in case of NPN-only cell. This solution is simple and has no impact on legacy UEs. 
Proposal 1 Introduce the cellIdentity corresponding to the first PLMN Identity broadcasted in SIB1 during Xn setup/update procedures in case of NPN-only cell. 
3 Conclusion

In this paper, the potential solutions to the issue of retrieving UE context issue for NPN-only cell are discussed, and the following proposal is made.
Proposal 1 Introduce the cellIdentity corresponding to the first PLMN Identity broadcasted in SIB1 during Xn setup/update procedures in case of NPN-only cell. 
The corresponding CR for TS 38.423 is provided in [2]. 
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