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1. Introduction
The RAN plenary #94-e meeting agreed the new WID on user plane integrity protection for EPC connected architectures in [1], where it is highlighted that only EN-DC capable devices are applicable. 
	The set of objectives includes:
· Specify RAN basic functions for optional support and use of UPIP (at the full data rate supported by the UE) for the EPC connected architectures using NR PDCP (RAN2, RAN3)
For this release, it is intended that this feature only applies to EN-DC capable devices.

Note: For security related reasons, the UE’s support/non-support for EPS-UPIP is not sent in the UE Radio Access Capabilities, and instead, it is sent from the UE to the MME in NAS messages and then sent by the MME to the RAN in S1-AP signalling.

          EN-DC capable devices need to support NR-PDCP, and the support of EN-DC is signalled to the eNB within existing R15 UE Radio Access Capabilities. Hence no changes to TS 36.306 are anticipated to be needed.




This contribution provides the RAN3 impact analysis, with the corresponding CRs. 
2. Discussion
The agreed CRs for TS 33.401, 33.501 and the LS from SA2 are given in [2-4] respectively. The annex provides the detailed contents for reference. 
The potential impacts based on the different UE procedures are given as follows. 
UE initial access
The basic procedure is given as follows. 
· The UE supporting EPS User Plane Integrity Protection (UPIP) shall indicate its capability in EIA7 in the UE Network Capability IE to the MME. 
· The MME may copy this capability into the S1-AP signalling, which has been supported by the endorsed CRs at previous CRs in [5-8]. And the MME supporting UPIP shall provide the UP integrity protection security policy for each E-RAB to the eNB. 

· The eNB shall be locally configured with a UPIP policy, which can be used if the UEs supports the UPIP when no explicit UPIP policy is received from the MME. 
The potential specification impact is given in the following proposal. 
Proposal 1: Over S1, 
· add the UP integrity protection policy (“Required”, “preferred”, “not needed”) in the E-RAB SETUP REQUEST, and INITIAL CONTEXT SETUP REQUEST message. 
· update the UE Security Capabilities IE to include the UE capability to support the UPIP (i.e. EIA7). 
· specify the eNB’s behaviour in case the UPIP policy is not received for UEs supporting UPIP. 
· add new cause value UP integrity protection not possible in case the E-RAB cannot be accepted according to the required user plane integrity protection policy.
X2 based handover

The basic procedure is given as follows. 
· The source eNB sends the UPIP security policy, the UE EPS security capability (including EIA7) to the target eNB. 
· If the target eNB does not receive the UPIP security policy but with the EIA7 indicating UPIP capability, the eNB will use its locally configured UPIP policy. 
· In the path switch request message, the target eNB supporting UPIP shall send the UPIP policy to the MME for verification. If any mismatch, the MME sends back the UPIP policy to the target eNB in the path switch request acknowledge message. 
The potential specification impact is given in the following proposals.
Proposal 2: Over X2, 
· add the UP integrity protection policy in the Handover Request message, 
· update the UE Security Capabilities IE to include the UE capability to support the UPIP (i.e. EIA7), 
· Specify the target eNB’s behaviour in case the UPIP policy is not received for UEs supporting UPIP
Proposal 3: Over S1, add the UP integrity protection policy in the path switch request and path switch request acknowledge message. 
S1 based handover

The basic procedure is given as follows. 
· In the handover request message, the MME supporting UPIP sends the UPIP security policy and the UE EPS security capability (including EIA7) to the target eNB. 

· In the source eNB to target eNB handover transparent container, the source eNB also sends the UPIP policy (if received before) to the target eNB. 
· Then for the UE supporting UPIP capability, the target eNB shall
· use the UPIP policy from the MME if any, 
· If not, use the UPIP policy from the source eNB if any, 
· If not, use the locally configured UPIP policy. 
· During the TAU procedure following the S1 based handover, the MME may send the UE EPS security capabilities in the S1 UE context modification request message if there is any mismatch between the one from the source MME and the UE. This has been already supported by the TS 36.413. 
The potential specification impact is given in the following proposal.
Proposal 4: Over S1, 
· add the UP integrity protection policy in the Handover Request message
· add the UP integrity protection policy in the Source eNB to Target eNB Transparent Container. 
· Specify the eNB’s behaviour for handling UPIP policy in different 3 cases.
EN-DC procedures

The basic procedure is given as follows as described in [2]. 

· In the SgNB addition request and modify request message, the MeNB includes the UPIP policy (either the one received from other network nodes, or the locally configured), and the indication that UE supports UPIP to the SgNB. 
· The SgNB shall activate the UPIP per DRB for UE supporting UPIP capability. 
About the indication of UE supporting UPIP, currently the UE EPS security capability is not sent from MeNB to the SgNB. And even if the mapping from E-UTRA security algorithms to NR security algorithm is supported, in section E.3.20.2 of TS 33.401, only a few bits (not all) are mapped. Hence a new indication shall be added in the X2 interface. This indication should be included in both the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message. 

The potential specification impact is given in the following proposal.
Proposal 5: Over X2, 

· add the UP integrity protection policy in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message. 
· add a new indication that UE supports UPIP in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message.
UPIP results report for UPIP policy
As specified in [2], when the UPIP policy is set to “required”, the eNB shall activate the UP integrity protection. If the eNB can not, the E-RAB should be rejected with a reject cause value to the MME. While for “not needed” UPIP policy, the eNB shall not activate UP integrity protection.
In addition, it seems beneficial for the eNB to report the UPIP result to the MME. Note that for 5G specifications, the security result can be reported back too. 
The potential specification impact is given in the following proposal.
Proposal 6: Over S1/X2, 
· add a new cause value “UP IP protection not possible” to indicate the failure for UPIP policy “required”; 
· add the security (UPIP) results in the E-RAB related and HO related response messages.  
Impacts on eNB CP/UP split architecture
The TS 38.463 (or TS 37.473)  has been evolved to supporting the interconnecting an eNB-CP and eNB-UP, with the BLCR in [9]. To support the UPIP over E1, the specification update includes the following aspects. 
· First, the security indication designed between the gNB-CP-CP and gNB-CP-UP can be updated to support the interconnecting an eNB-CP and eNB-UP. But it should be specified that the Confidentiality Protection Indication and the Maximum Integrity Protected Data Rate are not applicable in this case. 
· Second, the security result can also be updated to support UPIP for EPC. And it should be noted that the Confidentiality Protection Result is not applicable. 
· In the bearer context setup and modification messages, the security indication IE and security result IE can be added for the DRB list for E-URTAN. 
· For the User Plane Security Keys, the semantics descriptions should be updated to support the UPIP for E-UTRAN. 
And about the EIA capability indication, we don’t see the need to indicate the UE UPIP capability since the eNB-UP can behave based on the security indication policy, as just a user plan functionality.  
Proposal 7: Over E1 for interconnecting between an eNB-CP and eNB-UP, 

· update the semantics descriptions of Security Indication and Security Result to support the UPIP for E-UTRAN;
· add the security indication IE and security indication IE can be added for the DRB list for E-URTAN in the the bearer context setup and modification messages; 

· update the semantics descriptions of User Plane Security Keys to support the UPIP for E-UTRAN.
3. Conclusion
Based on the discussion in this paper, we propose the following:
Proposal 1: Over S1, 

· add the UP integrity protection policy (“Required”, “preferred”, “not needed”) in the E-RAB SETUP REQUEST, and INITIAL CONTEXT SETUP REQUEST message. 

· update the UE Security Capabilities IE to include the UE capability to support the UPIP (i.e. EIA7). 

· specify the eNB’s behaviour in case the UPIP policy is not received for UEs supporting UPIP. 
· add new cause value UP integrity protection not possible in case the E-RAB cannot be accepted according to the required user plane integrity protection policy.
Proposal 2: Over X2, 

· add the UP integrity protection policy in the Handover Request message, 

· update the UE Security Capabilities IE to include the UE capability to support the UPIP (i.e. EIA7), 
· Specify the target eNB’s behaviour in case the UPIP policy is not received for UEs supporting UPIP
Proposal 3: Over S1, add the UP integrity protection policy in the path switch request and path switch request acknowledge message. 
Proposal 4: Over S1, 

· add the UP integrity protection policy in the Handover Request message
· add the UP integrity protection policy in the Source eNB to Target eNB Transparent Container. 
· Specify the eNB’s behaviour for handling UPIP policy in different 3 cases.
Proposal 5: Over X2, 

· add the UP integrity protection policy in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message. 

· add a new indication that UE supports UPIP in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST message.

Proposal 6: Over S1/X2, 

· add a new cause value “UP IP protection not possible” to indicate the failure for UPIP policy “required”; 

· add the security (UPIP) results in the E-RAB related and HO related response messages.  

Proposal 7: Over E1 for interconnecting between an eNB-CP and eNB-UP, 

· update the semantics descriptions of Security Indication and Security Result to support the UPIP for E-UTRAN;
· add the security indication IE and security indication IE can be added for the DRB list for E-URTAN in the the bearer context setup and modification messages; 

· update the semantics descriptions of User Plane Security Keys to support the UPIP for E-UTRAN.
The corresponding TPs are provided in [5-8].
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6. Annex
<Excerpt from S3-214454>
7.3.X
UP integrity protection policy 

If the UE indicates that it supports user plane integrity protection with EPS in EIA7 in the EPS security capability, the MME shall provide UP integrity protection policy for each E-RAB to the eNB during the Attach/Dedicated bearer activation/Dedicated bearer modification procedure as specified in TS 23.401 [2]. The MME receives UP integrity protection policy from SMF+PGW-C via SGW.

Editor’s Note: How to address the issue that some existing MMEs may not copy all EEA/EIA bits from NAS signalling into S1AP or some existing eNB may not copy all the EEA/EIA bits from S1-AP signalling into X2AP signalling raised by RAN3 LS S3-212436 are ffs.

NOTE 1:
The SMF+PGW-C can be locally configured with UP integrity protection and confidentiality policy. However, the SMF+PGW-C only sends UP integrity protection policy to the upgraded SGW. The SMF+PGW-C, SGW and MME can use GTP-C signalling compatibility concepts to jugde whether to send UP integrity protection policy to the peer.

The UP integrity protection policy shall indicate whether UP integrity protection shall be activated or not for all DRBs belonging to that E-RAB.

The eNB shall be locally configured with UP integrity protection policy. If the eNB receives UP integrity protection policy from the MME, the eNB shall use the received UP integrity protection policy, otherwise, the eNB shall use the locally configured UP integrity protection policy if EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC.

The locally configured UP integrity protection policy on eNB should be set as "preferred".

The eNB shall activate UP integrity protection per each DRB, according to the UP integrity protection policy, using RRC signalling as defined in clause 7.3.Y. If the UP integrity protection policy indicates "Required", the eNB shall activate UP integrity protection. If the eNB cannot activate UP integrity protection, and when the UP integrity protection policy is "Required", the eNB shall reject establishment of UP resources for the E-RAB and indicate reject-cause to the MME. If the UP integrity protection policy is " Not needed ", the eNB shall not activate UP integrity protection.

At an X2-handover from the source eNB to the target eNB, the source eNB shall include in the HANDOVER REQUEST message, the UP integrity protection policy, the UE EPS security capability and the corresponding E-RAB ID, if the UP integrity protection policy is received from other entities. If the target eNB does not receive the UP integrity protection policy, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC, the target eNB shall use its locally configured UP integrity protection policy to activate or deactivate the UP integrity protection for all DRBs belonging to the E-RAB.

If the received UP integrity protection policy is ‘Required’, the target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the MME. For the accepted E-RABs, the target eNB shall activate UP integrity protection per DRB according to the UP integrity protection policy and shall indicate that to the UE in the HANDOVER COMMAND by the source eNB. 

If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection for an E-RAB is enabled at the target eNB, the UE shall generate or update the UP integrity protection key and shall activate UP integrity protection for the respective E-RAB. 

NOTE 3:
If the UP integrity protection policy is ‘Preferred’, it is possible to have a change in activation or deactivation of UP integrity after the handover.

Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. If the MME receives UP integrity protection policy, the MME shall verify that the UP integrity protection policy received from the target eNB is the same as the UP integrity protection policy that the MME has locally stored. If there is a mismatch, the MME shall send its locally stored UE's UP integrity protection policy of the corresponding E-RABs to the target eNB. This UP integrity protection policy, if included by the MME, is delivered to the target eNB in the Path-Switch Acknowledge message. The MME may support logging capabilities for this event and may take additional measures, such as raising an alarm.

NOTE 4:
An upgraded target eNB may not receive UE’s UP integrity protection policy from a legacy source eNB, thus, mismatch of UP integrity protection policy may not be regarded as an abnormal case. The upgraded target eNB can get UE’s UP integrity protection policy from the MME.

If the target eNB receives UE's UP integrity protection policy from the MME in the Path-Switch Acknowledge message, the target eNB shall update the UE's UP integrity protection policy with the received UE's UP integrity protection policy. If UE's current UP integrity protection activation is different from the determination of received UE's UP integrity protection policy, then the target eNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity as per the received policy from MME.

At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE’s UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container. If the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the source eNB. If both policies from MME and source eNB are absent, but EIA7 in the EPS security capability indicates that the UE supports use of user plane protection with EPC, the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source MME via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy. If the target MME detects in a TAU procedure following S1-handover, and becomes aware of that there is a mismatch between the UE EPS security capabilities received from the source MME and the one received from the UE, and that the target eNB may not have the UE capability indicating UP IP support in UE EPS security capabilities, then the MME shall send an S1 CONTEXT MODIFICATION REQUEST message to inform the eNB about the correct UE EPS security capabilities and the target eNB shall take the new UE EPS security capabilities into account.

At interworking-handover from 5GS to EPS, the SMF+PGW-C provides the UE's UP integrity protection policy to the target eNB via the target MME. The target eNB shall determine from the UP integrity protection policy received from the SMF+PGW-C via the MME together with indication that the UE supports use of user plane protection with EPC whether to activate user plane integrity protection with the UE or not. If the target eNB does not receive the UP integrity protection policy from the SMF+PGW-C via the MME, but the UE indicates support of UP integrity protection with EPS , the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source AMF via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy.
<Skip the irrelevant>
E.3.3
Activation of encryption/decryption/integrity protection of DRBs and encryption/decryption/integrity protection of SRB
The dual connectivity procedure with activation of encryption/decryption and integrity protection of Split and/or Non-Split SgNB terminated DRB(s) (i.e. a DRB for which PDCP is located in the SgNB)  and/or activation of encryption/decryption and integrity protection of an SgNB terminated SRB (i.e. a SRB for which PDCP is located in the SgNB)  follows the steps outlined on the Figure E.3.3-1.
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Figure E.3.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
Before the MeNB decides to use dual connectivity for some DRB(s) and/or an SRB with the SgNB, the MeNB shall check whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SgNB. . The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. The SgNB Addition Request message shall additionally include UP integrity protection policy (either the one received from other network entities or the locally configured one if no UP integrity protection policy is received from other network entities) and an indication which indicates whether the UE can support UP integrity protection or not.
NOTE 1: Void.

NOTE 2: Void.

3.
The SgNB allocates the necessary resources and chooses the ciphering algorithm and integrity algorithms for the DRB(s) and SRB , if an SRB is to be established, which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int (if needed) and KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. If  the UE supports user plane integrity protection based on the received indication, then the SgNB shall use the UP IP policy received from the MeNB to determine whether to activate UP integrity protection. The SgNB shall activate UP integrity protection per DRB according to the UP integrity protection policy if it is received and shall indicate that to the UE. If the SgNB does not receive the UP IP policy and the indication, then the SgNB shall not activate UP IP.
<Excerpt from S2-2106975>
5.3.10.4
User Data and Signalling Confidentiality

5.3.10.4.0
General

There are two different levels of the security associations between the UE and the network.

i)
RRC and UP security association is between the UE and E‑UTRAN. The RRC security associations protect the RRC signalling between the UE and E‑UTRAN (integrity protection and ciphering). The UP security association is between the UE and E‑UTRAN and can provide user plane encryption  and integrity protection.

ii)
NAS security association is between the UE and the MME. It provides integrity protection and encryption of NAS signalling and, when the Control Plane CIoT EPS Optimisation is used, user data.

Some earlier releases of the EPS specifications do not support User Plane Integrity Protection in EPS (EPS-UPIP). Hence UEs that support EPS-UPIP indicate this capability in the security algorithm octets of the UE Network Capability IE as defined in TS 24.301 [46] and use it as described in TS 33.401 [41]; and the MME copies this capability into S1-AP signalling sent to the E-UTRAN. The E-UTRAN can be locally configured with a policy (to be used when no explicit EPS UPIP policy is received from the MME), e.g. that the use of EPS-UPIP is “Preferred” for UE(s) that support User Plane Integrity Protection in EPS.

For EPC networks with no 5GC interworking, E-UTRAN can have a preconfigured policy for “preferred” User Plane Integrity Protection that can be used if MME does not provide a security policy for the bearers of an UE and if the E-UTRAN has received an indication that the UE supports User Plane Integrity Protection. This preconfigured policy applies to any bearer of any UE unless the MME provides a User Plane Integrity Protection security policy to the E-UTRAN, in which case the MME policy overwrites the preconfigured E-UTRAN policy.
Differentiated User plane integrity protection beyond preconfigured policy is only supported for PDN connections served by a SMF+PGW-C: to support PDN connections that “Require” the use of EPS-UPIP, the MME shall select a SMF+PGW-C.
NOTE 1: 
See TS 23.502 [84] for additional features for EPS-UPIP in case of interworking with 5GC.

Editor’s Note:
In this release of the specifications, EPS UPIP can only be supported by UEs that support NR-PDCP.

Editor’s Note: Changes related to EPS UPIP are FFS, depending on the discussion of SA3.
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