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	Reason for change:
	
In the LS S3-213272, it is described that: 
· SA3 asks RAN3 to modify their specifications to ensure that MME, eNB, AMF and ng-RAN node all pass on the complete UE security capabilities as discussed above.
It also mentioned that the following stage text  (from clause 7.2.4.2.1 of TS 33.401) indicated that the full UE security capabilities were available at the RAN nodes. 
· When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB.


	
	

	Summary of change:
	
Add descriptions so that the MME/AMF/eNB/NG-RAN nodes pass on the complete UE security capabilities. 




	
	

	Consequences if not approved:
	It seems not aligned with SA3 descripitons on the UE security capability. 
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The following principles apply to NR connected to 5GC security, see TS 33.501 [5]:
-	For user data (DRBs), ciphering provides user data confidentiality and integrity protection provides user data integrity;
-	For RRC signalling (SRBs), ciphering provides signalling data confidentiality and integrity protection signalling data integrity;
NOTE:	Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Ciphering and integrity protection can be configured per DRB but all DRBs belonging to a PDU session for which the User Plane Security Enforcement information indicates that UP integrity protection is required (see TS 23.502 [22]), are configured with integrity protection.
-	For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;
 -	The gNB (AS) keys are cryptographically separated from the 5GC (NAS) keys;
-	Separate AS and NAS level Security Mode Command (SMC) procedures are used;
-	A sequence number (COUNT) is used as input to the ciphering and integrity protection and a given sequence number must only be used once for a given key (except for identical re-transmission) on the same radio bearer in the same direction.
<Unchanged Text Omitted>
With such key derivation, a gNB with knowledge of a KgNB, shared with a UE, is unable to compute any previous KgNB that has been used between the same UE and a previous gNB, therefore providing backward security. Similarly, a gNB with knowledge of a KgNB, shared with a UE, is unable to predict any future KgNB that will be used between the same UE and another gNB after n or more handovers (since NH parameters are only computable by the UE and the AMF).
The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. When AS security context is to be established in the gNB, the AMF passes on sends the complete UE 5G security capabilities including all information received from the UE to the gNB, as specified in TS 33.501 [5], and the gNB passes on the complete UE security capabilities at subsequent handover procedures. The gNB chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The gNB also chooses the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithms are indicated to the UE in the AS SMC and this message is integrity protected. RRC downlink ciphering (encryption) at the gNB starts after sending the AS SMC message. RRC uplink deciphering (decryption) at the gNB starts after receiving and successful verification of the integrity protected AS security mode complete message from the UE. The UE verifies the validity of the AS SMC message from the gNB by verifying the integrity of the received message. RRC uplink ciphering (encryption) at the UE starts after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS SMC message. The RRC Connection Reconfiguration procedure used to add DRBs shall be performed only after RRC security has been activated as part of the AS SMC procedure.
A UE connected to 5GC, shall support integrity protected DRBs at any data rate, up to and including the highest data rate supported by the UE for both UL and DL. In case of failed integrity check (i.e. faulty or missing MAC-I), the concerned PDU shall be discarded by the receiving PDCP entity.
Key refresh is possible for KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int and can be initiated by the gNB when a PDCP COUNTs are about to be re-used with the same Radio Bearer identity and with the same KgNB. Key re-keying is also possible for the KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int and can be initiated by the AMF when a 5G AS security context different from the currently active one shall be activated.
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