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1 Introduction

CT4 has liaised RAN3 concerning their conclusions on the study for port allocation solutions for new 3GPP interfaces [1]

 REF _Ref397001135 \r \h 
[2]. RAN3 feedback on such work (based on [3]) could be found in a previous LS [4]
.
We will discuss the CT4 conclusions and propose a way forward in order to reply to CT4 with the feedback they requested.
2 Discussion
2.1 History

This issue originates from the recent line of conduct from IANA. Years ago, whenever a new network interface was needed in 3GPP, a request would be filed toward IANA who would grant a specific port number for use with that specific interface. IANA is now unwilling to do this anymore, encouraging 3GPP to look into dynamic port allocation methods to avoid static port allocation. CT4 has worked on the corresponding study, with feedback from RAN3 among others.
RAN3’s position on the solutions studied by CT4 was documented in [4]:

· “Both Solutions 1 and 2 [3GPP deciding port numbers, and port number allocation via OAM, respectively] are feasible.

· “RAN3 also noticed that Solution 11 [Forming a work group with representatives from 3GPP and IETF to look at port number requirements from 3GPP] is a once-and-for-all solution that can be considered, though its adoption is not entirely under 3GPP control. It requires IETF endorsement.

· “The rest of the solutions are not desirable.”
2.2 Latest Status in CT4
In their latest LS [1], CT4 states the following:
· Using the IANA-assigned port numbers remains the simplest and most efficient solution to identify a particular protocol, interface or service, and they strongly recommend applying to IANA for service name and port number. Failing that, possible alternative solutions in [2] might be considered by each 3GPP WG.
· One such solution is #6: 3GPP allocates a port number in the dynamic/private port range [49152-65535], and the corresponding repository will be maintained in future versions of [2].

2.3 Observations on Technical Solutions in TR 29.941
TR 29.941 [2] describes a total of 8 solutions:

· Solutions #1-4 are DNS-based

· Solution #5 is based on an SCTP multiplexer

· Solution #6 is to statically allocate ports within 3GPP – CT4 is to be in charge of such an activity, allocating the ports following requests by LSs from other WGs and maintaining the corresponding database in Annex D of [2]. CT4 is currently working on defining the acceptance criteria for port allocation requests.
· Solution #7 is to allocate ports via OAM

· Solution #8 is port registration and retrieval via NRF.

These are the same solutions as previously described in [3], with some renumbering. We had previously commented on some of these [6] as follows:
· Solutions #1-4, 8 – These solutions are various flavors of “smart” discovery mechanisms, based on network functions or application layer protocols (e.g. DNS, (D)TLS). They all have impacts on implementations and/or deployments (e.g. DNS-based solutions rely on a DNS infrastructure); their feasibility may vary accordingly. It may be difficult to go into more details without discussing individual deployments, but in general anything that impacts the implementation and/or the deployment is not considered very desirable. Furthermore, it is to be noted that there may be security implications due to the possible risk of “hijacking” the DNS procedure (at least in the past some operators had expressed concerns in this respect). In addition, Solution #3 may require configuring transport nodes to support multicast for the control plane, which seems quite a significant requirement and might not be supported by existing transport equipment (transport network upgrades might not happen concurrently with RAN upgrades).

· Solution #5 – This solution impacts the transport layer (similarly to Solution #3), but in this case involving multiplexing and SCTP. Similar aspects were discussed in RAN3 several releases ago (SCTP concentrator for HeNBs): impacting the SCTP layer was not considered desirable at the time, and the related solution was not pursued. Given that SCTP is still today the basis for all RAN3-defined interfaces, including those for NG-RAN, the same conclusion still seems to hold, especially in case the SCTP stack is provided by a 3rd party and is thus out of direct control from the network vendor.
· Solution #6 – This solution has the benefit of keeping the port allocation process within 3GPP, giving “gatekeeper” responsibility to CT4. With respect to the previous process involving IANA, this should be faster and more straightforward. The only potential drawback with this solution is that, given that it considers the full dynamic/private port range [49152-65535], it may potentially clash with a current implementation (within 3GPP deployments) that already uses ports in that same range for e.g. dynamic setup of multiple SCTP connections. If this happens, an implementation “will need to find a way to free up the port in usage by the legacy application client, which will enable new 3GPP Rel-17 application to start”, as also highlighted in Sec. 4.4.3 of [2].
Observation 1: Solutions #1-4, 8 all have varying impacts on implementations and/or deployments, and have dependencies on the operator's infrastructure, where such infrastructure may be provided by transport network operators and out of control of 3GPP operators; therefore, their feasibility may vary accordingly. It does not seem possible to go into more details without discussing individual deployments/interface, but in general, due to their impact, they are not desirable.

Observation 2: Solutions #3, 5 which affect the transport layer, seem undesirable (also looking at similar past discussions in RAN3).
Observation 3: Solution #6 might, in some cases, clash with an existing implementation which assumes ports in the [49152-65535] range to be available (e.g. for dynamic setup of multiple SCTP associations over the same pair of nodes). If this happens, the implementation will have to free up the port in usage by the legacy process in order for the new application to start.
2.4 Way Forward
We notice that the latest status in CT4 seems consistent with the earlier RAN3 feedback: Solution #6 in [2] corresponds to Solution #1 in [3], which RAN3 reported as feasible. Furthermore, Solution #7 in [2] (port number allocation by OAM) corresponds to Solution #2 in [3], which RAN3 also reported as feasible.
Observation 4: The latest status in CT4 is consistent with the earlier feedback from RAN3, as the solutions RAN3 previously reported as feasible are available to be used.

It is worth noting that CT4 believes the “status quo” (static, IANA-assigned port numbers following a request by the corresponding WG) to be the “simplest and most efficient solution”. We believe this is a common understanding also in RAN3 and in other 3GPP WGs, but unfortunately IANA has repeatedly stated that they will not accept such requests anymore. Therefore, it seems unlikely that IANA will reconsider their position.
Observation 5: CT4’s conclusion that using IANA-assigned port numbers is simplest and most efficient seems like common understanding also for RAN3, however this seems not to be possible anymore according to IANA’s recent conduct, and it seems unlikely that they might reconsider their position.

This leaves us with Static port number allocation by 3GPP (Solution #6 in [2]) and OAM-allocated port number (Solution #7 in [2]) as the only workable solutions.
Proposal 1: RAN3 to confirm that static port number allocation by 3GPP, and port number allocation via OAM, are the only workable solutions from now on.

Depending on possible consensus in RAN3, it may be possible to further down-select between the two solutions. Allocation by OAM may not always be consistent: in case the two network nodes involved do not pick the same port number, interface setup may not converge without additional functionality (which would likely require standardization). For this reason, it seems better to favor Static port number allocation by 3GPP from now on, with the understanding that allocation via OAM is not precluded.
Proposal 2: To simplify deployment and avoid complexity also for the future, it seems better to favor Static port number allocation by 3GPP from now on, with the understanding that allocation via OAM is not precluded.

Proposal 3: Capture the above in the reply LS to CT4 [5].
3 Conclusions and Proposals
Our observations and proposals are summarized below.
Observation 1: Solutions #1-4, 8 all have varying impacts on implementations and/or deployments, and have dependencies on the operator's infrastructure, where such infrastructure may be provided by transport network operators and out of control of 3GPP operators; therefore, their feasibility may vary accordingly. It does not seem possible to go into more details without discussing individual deployments/interface, but in general, due to their impact, they are not desirable.

Observation 2: Solutions #3, 5 which affect the transport layer, seem undesirable (also looking at similar past discussions in RAN3).
Observation 3: Solution #6 might, in some cases, clash with an existing implementation which assumes ports in the [49152-65535] range to be available (e.g. for dynamic setup of multiple SCTP associations over the same pair of nodes). If this happens, the implementation will have to free up the port in usage by the legacy process in order for the new application to start.
Observation 4: The latest status in CT4 is consistent with the earlier feedback from RAN3, as the solutions RAN3 previously reported as feasible are available to be used.

Observation 5: CT4’s conclusion that using IANA-assigned port numbers is simplest and most efficient seems like common understanding also for RAN3, however this seems not to be possible anymore according to IANA’s recent conduct, and it seems unlikely that they might reconsider their position.

Proposal 1: RAN3 to confirm that static port number allocation by 3GPP, and port number allocation via OAM, are the only workable solutions from now on.

Proposal 2: To simplify deployment and avoid complexity also for the future, it seems better to favor Static port number allocation by 3GPP from now on, with the understanding that allocation via OAM is not precluded.

Proposal 3: Capture the above in the reply LS to CT4 [5].
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