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Introduction

As agreed in RAN3#110e meeting, inter-donor-DU local re-routing in Rel-17 IAB should be supported and details are FFS. So far, the discussion has been focused on UL inter-donor-DU re-routing only, and the following agreements were achieved in RAN3#112-e meeting. 

Further evaluate following solutions to address the source IP filtering issue during inter-Donor-DU re-routing:

 Opt1: The target IAB-donor-DU is provided with the source IP address of re-routed packets.  

 Opt4: a tunnel between source Donor-DU and target Donor-DU. The tunnel may be dynamic or static, pending further discussion. 
During RAN3#112-e meeting, the DL inter-donor-DU re-routing was considered for inter-donor migration and some potential schemes were discussed. In this contribution, we analyze inter-donor-DU re-routing for both UL and DL, and give our proposals. 

Discussion

In last RAN3 meeting, during the inter-donor migration discussion (Figure 1 shows an example of inter-donor migration), some companies raised that RAN 3 should take the principle of not affecting descendant node(s) as the guideline when designing the common inter-donor topology transport mechanism. In other words, the descendant node would not be configured with the new IP addresses that are routable via the 2nd IAB-donor-DU. As a result, the DL packet, which carries the IP address that is routable via the 1st IAB-donor-DU, would be transferred via the 2nd donor-DU. This requires the 2nd donor-DU to forward data not in its own subnet, which is not always available for the transport network. Therefore, the DL inter-donor-DU re-routing needs to be considered. 
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Figure 1 An example of inter-donor migration
So far, the inter-donor-DU re-routing discussion has been focused on UL inter-donor-DU re-routing only. If there is a need for DL inter-donor-DU re-routing, the mechanism to enable donor-DU to transfer data not in its IP domain, should be studied. 

Observation: The inter-donor DU re-routing of DL packet requires donor-DU to forward data not in its subnet.

Proposal 1: If there is a need for DL inter-donor-DU re-routing, RAN3 should discuss the mechanism to support it.
During last RAN3 meeting, there are two e-mail discussions considered the inter-donor-DU re-routing, but there are some misalignment of these two e-mail discussions. One only discussed UL inter-donor-DU re-routing and the following agreements were achieved. 

Further evaluate following solutions to address the source IP filtering issue during inter-Donor-DU re-routing:

 Opt1: The target IAB-donor-DU is provided with the source IP address of re-routed packets.  

 Opt4: a tunnel between source Donor-DU and target Donor-DU. The tunnel may be dynamic or static, pending further discussion. 
Another one considered inter-donor-DU re-routing for both UL and DL and the following options were considered.

Option 1: Inter-donor-DU local rerouting (only for UL).

Option 2: IP-based tunneling between source CU and boundary node.

Option 3: IP address rewriting at source CU and boundary node.

Option 4: IP-based tunneling between source and target donor DU.

Option 5: Same as option 3 but applied by target donor DU rather than boundary node.

Option 6: IP-based tunneling between source CU and target donor DU.

What’s more, the fist option and the fourth option are overlap with the Opt 1 and Opt 4 in the above agreement, respectively. So, the following discussion is based on the above 6 options.

Option 1: Inter-donor-DU local rerouting  
This option requires that the 2nd IAB-donor-DU is provided with the source IP address of re-routed packets. In this option, a list of IP address(es) of re-routed packets needs to be provided to the 2nd IAB-donor-DU from the 1st IAB-donor-CU via the 2nd IAB-donor-CU. And then the 2nd IAB-donor-DU allows the transmission of the packets with such IP addresses even though the IP addresses are not in the subnet of the 2nd IAB-donor-DU. We think the option is actually useless since IP filtering works in transport network nodes other than IAB-donor-DU. Moreover, option 1 is not applicable to DL inter-donor-DU re-routing. As a result, we cannot have a unified mechanism to solve both UL and DL inter-donor-DU rerouting. 
Option 2: IP-based tunneling between source CU and boundary node

As shown in Figure 2, in DL, an additional IP header is added by the 1st IAB-donor CU-UP, and is removed by the boundary node. In UL, the boundary node adds an additional IP header to the packet received from its child-node, and the 1st IAB-donor CU-UP removes the IP header. The IP address added in the additional IP header is routable via the 2nd IAB-donor-DU. We diagram option 2 in Figure 2. 
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Figure 2  Option 2
In this option, the boundary node, as an intermediate IAB node, needs to support IP header addition/removing, which is not aligned with Rel-16 protocol stack. Moreover, not all the DL/UL packet requires to be added/removed the additional IP header, so the IAB-donor CU-CP needs to inform the IAB-donor CU-UP which of the packets requires additional IP header adding or removal. Besides, the 1st IAB-donor may need to configure the boundary node the IP address added to the additional IP header of the UL packet.
Option 3: IP address rewriting at boundary node

In DL, the 1st IAB-donor CU-UP encapsulates the packet with the destination IP address belonging to the 2nd IAB-donor-DU domain, and the boundary IAB node will rewrite this IP address to another IP address in the 1st IAB-donor-DU domain. For the UL IP packet generated by the descendant node, the destination IP address belongs to the 1st IAB-donor-DU domain, and the boundary IAB node will rewrite this IP address to another IP address in the 2nd IAB-donor-DU domain.

The boundary node, as an intermediate IAB node, needs to support IP header rewriting, which is not aligned with Rel-16 protocol stack. This may also impose security risk because the outer IP address is tampered by the boundary node. In this option, IP address re-written table needs to be configured by the 1st donor-CU for the boundary node. 
Option 4: IP-based tunneling between source and target donor DU. 
In this option, for UL, the descendant node still use the previous IP address, which is in the 1st IAB-donor-DU domain, to encapsulate the UL packet. After receiving such packet, the 2nd IAB-donor-DU(or the transport network) can recognize that the source IP address is not in its own IP subnet but in the 1st IAB-donor-DU domain. Then the packet will be delivered to the 1st IAB-donor-DU via IP tunneling.

For DL, the 1st IAB-donor CU sends the migrated packet to the 1st IAB-donor-DU firstly, and then the 1st IAB-donor-DU forwards it to the 2nd IAB-donor-DU via IP tunneling. Here, the destination IP address of the packet is in the 1st IAB-donor-DU domain. According R16 IAB design, the 1st IAB-donor-DU shall perform DL mapping based on the IP header of the packet, and then deliver the packet to the corresponding child-node. However, the migrated DL packet is delivered to the 2nd IAB-donor-DU rather than the child-node, so additional configuration on the 1st IAB-donor-DU is needed in order for it to distinguish the next-hop of the received DL packet, e.g. a child-node or a neighbouring donor-DU.  

Option 5: Same as option 3 but applied by target donor DU rather than boundary node.

The 1st IAB-donor-CU uses the IP addresses anchoring to the 2nd IAB-donor-DU for packet transmission. When the 2nd IAB-donor-DU receives those packets, it replaces those IP addresses by the ones used by descendant nodes which are anchored at the 1st IAB-donor-DU. This option requires the donor-DU to support IP header replacing, which is not aligned with Rel-16 protocol stack. Moreover, donor-DU needs to acquire the IP address mapping configuration before forwarding the migrated packets. Besides, the security risk may exist because the outer IP address is tampered by the 2nd IAB-donor-DU. 

Option 6: IP-based tunneling between source CU and target donor DU

An IP-in-IP tunnel is established between the 2nd IAB-donor-DU and the neighbor donor CUs. For UL, this tunnel is used to overcome IP source address filtering on the wireline IP network. For DL, the 1st IAB-donor-CU firstly uses descendant node’s IP address as the destination IP address, which anchors to the 1st IAB-donor-DU, to encapsulate the IP packet, and then selects the IP-in-IP tunnel to send the packet to the 2nd IAB-donor-DU. Not all the DL packets are transmitted via the IP-in-IP tunnel, so the IAB-donor CU-CP needs to tell the IAB-donor CU-UP the packet transferring via the IP-in-IP tunnel. 

Based on above analysis, option 1 looks easy, but is actually useless since IP filtering also works in transport network nodes other than IAB-donor-DU. Option 2 requires the boundary node to support IP header addition/removing, which is not aligned with Rel-16 protocol stack. Option 3 and option 5 require the boundary node or donor-DU to support IP header replacing, which is not aligned with Rel-16 protocol stack, either. Moreover, these 3 options have much more specification impact, e.g. IP address re-written table needs to be configured to the boundary node or the 2nd donor-DU.. Besides, the security issue of option 3 and option 5 needs further study, which may require SA3’s work. Option 4 requests data transfer between DUs and new interface may be needed to enable data transfer between donor-DUs, which is not supported in NR. In our view, option 6 has less specification impact and does not require new interface since CU-UP directly communicates with DU via IP transfer is already supported in NR. In sum, considering spec impact, signaling overhead, and additional work on RAN 3 and maybe other groups, it is suggested that option 6 is adopted to resolve the inter-donor-DU re-routing.
Proposal 2: Option 6 is adopted to resolve the inter-donor-DU re-routing issue, i.e. inter-donor-DU re-routing is enabled via the IP-based tunneling between 1st donor-CU and 2nd donor-DU.
Conclusion

In this contribution, we discuss the inter-donor-DU re-routing, and have the following observation and proposals:

Observation: The inter-donor DU re-routing of DL packet requires donor-DU to forward data not in its subnet.

Proposal 1: If there is a need for DL inter-donor-DU re-routing, RAN3 should discuss the mechanism to support it.
Proposal 2: Option 6 is adopted to resolve the inter-donor-DU re-routing issue, i.e. inter-donor-DU re-routing is enabled via the IP-based tunneling between 1st donor-CU and 2nd donor-DU.
Reference

3GPP


