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1 Introduction

CB: # 1003_PRN_Onboarding

-  Topics to discuss:

  - external entity providing subscription or credential for SNPNs

  - NG Setup and Configuration Update messages impact

  - Initial UE Message impact

  - whether the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN

  - UE selected Group ID(s) when UE connect to NG-RAN

  - terms "Credentials Holder (CH)" and "Group IDs for Network Selection (GINs)"

  - cause values

  - Xn impact, if any

  - may also discuss other issues based on contributions submitted

 - Start with a summary of offline

  - Attempt to progress at least stage-2 and if possible, stage-3

(Nok - moderator)

Summary of offline disc R3-212685 
2 For the Chairman’s Notes

Propose the following:

Cell Access using credentials from Credentials Holder

Agree to use the terms Credentials Holder and GIN in RAN3 wherever needed in the future.

WA: an NG-RAN node does not need to be informed among AMF(s) supporting an S-NPN which one supports authentication by Credendials Holders

Continue the discussion on whether both NG-RAN on one side and CN on the other side should be configured with the 3 parameters (whether SNPN supports the feature, whether access for UEs not configured is allowed, and optionally list of GINs) or, only one side and then the other side is automatically updated with NG Setup procedure.

Cell Access for Onboarding
Agree that AMF signals via NGAP Setup Response/ AMF Configuration Update whether it supports onboarding. 

WA: NGAP Initial UE Message includes an onboarding indicator when received over RRC.
Baseline CRs and LS out
Agree baseline CR for 38.300 in R3-212818 (rev of R3-211653).
Agree baseline CR for 38.410 in R3-212856 (rev of R3-211703)

Agree baseline CR for 38.413 in R3-212839 (rev of R3-211900)

Agree LS to SA2 in R3-212850
3 Discussion

3.1 Cell Access for external credentials
This section deals with access for authentication via external credentials, also called key issue#1 by SA2.

Q1: Terminology: Tdoc 1651 and 1899 propose to align with SA2 on the terminology. Can we agree from now onwards to: 
· Use “Credential Holder” instead of “separate external entity”  

· Use “GIN” instead of “GID” (standing for Group ID for Network Selection)
	Company
	Comment

	Nokia
	Yes. Alignment is good.

	Qualcomm
	Yes, sounds good.

	Huawei
	Yes. Whether to introduce these definitions in our spec depends on the impact analysis below. 

	CATT
	Yes

	Ericsson
	Yes, but “Credential Holder” is missing the “s” and should be replaced with “Credentials Holder” in accordance with TS 23.501.

	LGE
	Yes

	China Telecom
	Yes

	ZTE
	Yes


Moderator’s summary:

There seems to be consensus.
Agree to use the terms Credentials Holder and GIN in RAN3 wherever needed in the future.

Q2: Do you think that the NG-RAN node should be informed whether a particular AMF supports the feature of access to SNPN with credentials held by credential holder:

	Company
	Comment

	Nokia
	No. SA2 has clarified that support of the feature was homogeneous in the SNPN. Therefore, all AMFs of the V-SNPN support the feature or not. There is no need of AMF selection.

	Qualcomm
	No, agree with Nokia.

	Huawei
	No. 

The homogeneous support of this feature is well specified in SA2 TS. 

	CATT
	Yes. We understand the conclusion of SA2, but we consider the scenario of AMF sharing.  If one AMF shared by different SNPNs and part of SNPNs are not support credentials held by credential holder, the NG-RAN should know which logical AMF support it

	Ericsson
	No. 

Agree with above “no” replies and arguments

	LGE
	No, agree with Nokia

	China Telecom
	Yes.

Forcing all AMFs to have same capability on supporting authentication by all separated credential holders increases the complexity of SNPN deployment. Exchanging capability of supporting credential holders between gNB and AMF is an easy way to resolve this issue with low signaling cost. 

	ZTE
	The credentials holder supporting information of AMF can be configured by OAM per SNPN.


Moderator’s summary:

6 companies think that an NG-RAN node does not need to discriminate among AMF(s) supporting an S-NPN which one supports authentication by Credendials Holders. 2 think it needs. We propose to take a working assumption which allows the two companies to check SA2 specifications and come back if needed.

WA: an NG-RAN node does not need to be informed among AMF(s) supporting an S-NPN which one supports authentication by Credendials Holders

Q3: In case the V-SNPN broadcast some GINs, do you think that the NG-RAN node should be informed of which GINs are supported by a particular AMF (e.g. refer 1710):

	Company
	Comment

	Nokia
	This point is a bit uncertain depending on how to read SA2 LS. One can wonder if any AMF could really support all GINs (partners) of the V-SNPN. We prefer to ask SA2 for confirmation.

	Qualcomm
	No, it would be a bit strange if support in AMFs was homogenous, but GIN specific etc, Anyway this can be pursued by interested companies in SA2

	Huawei
	Seems not, unless SA2 has made further progress. 

	CATT
	Yes, if UE supports GID 0 and accesses a NG-RAN node which broadcasts GID 0 and GID 1. Then NG-RAN should perform AMF selection when one AMF supports GID 0 (SNPN1) and the other one support GID 1(SNPN2).

Maybe we can ask SA2 about whether this scenario is supported.

	Ericsson
	No.

Agree with Qualcomm.

	LGE
	Maybe we can ask SA2 about this issue

	China Telecom
	Yes.

We should not require all AMFs support all same GINs.

Exchanging capability of supporting credential holders between gNB and AMF is an easy way to make the SNPN deployment flexible with low signaling cost. 

	ZTE
	No, in the reply LS to RAN2, SA2 clarified that the GIN was set and broadcast uniformly per SNPN.


Moderator’s summary:

4 companies think that the LS from SA2 about homogeneous support in V-SNPN means that all AMFs support the feature but not necessarily that any AMF support all the GINs. Some other companies think differently. Given that there is some support and it doesn’t harm to ask the moderator would like to propose to ask SA2 in order to start the work on confirmed assumption. 

Ask SA2 whether any AMF of an S-NPN supporting the authentication via Credentials Holder necessarily supports all the GINs supported by this S-NPN.
Q4: In this feature, 3 parameters are broadcast by gNBs per SNPN (whether SNPN supports the feature, whether access for UEs not configured is allowed, and optionally list of GINs). Operators would therefore have to configure both CN and NG-RAN nodes about this support on a per SNPN basis. 2446, 1651 and partially 1804 suggest that to ease the task of the operator only the CN nodes are configured and NG-RAN nodes are then automatically updated using the NG Setup Response/AMF configuration update. This is for example the case today for Tracking Areas which are configured in RAN nodes only and then uploaded to CN nodes via the NG Setup Request. We have therefore 3 options:
· Option 1: configure the 3 parameters in RAN nodes by RAN O&M.
· Option 2: no need to configure the 3 parameters in RAN nodes by RAN O&M because automatically received in the NG Setup Response/AMF Configuration update (after configuration in CN).
· Option 3: any mix of option 1/option2 i.e. in this case please indicate which parameters by RAN O&M and which parameters by NG Setup Response/AMF Configuration update.

	Company
	Comment

	Nokia
	Option 2. These 3 parameters are per SNPN. It would ease the task of the operators if they are only configured in CN and then automatically sent to RAN nodes in NG Setup Response.

	Qualcomm
	Option 1. The parameters have to be configured somewhere, and may as well be where they are broadcast. The Tracking Area case is actually similar (the TAs are configured where they are broadcast). Sending these parameters from the AMF could in fact cause error cases e.g. due to inconsistency from different AMFs.

	Huawei
	Both option 1 and option 2 are fine with us. 



	CATT
	Slightly prefer Option 2

Both option 1 and option 2 are OK. We slightly prefer option2. Since it may quicker than OAM and more convenient for operator.

	Ericsson
	Option 1

but “similarity with TAC” is probably the wrong example, rather consider an analogy with access control parameters.

	LGE
	Option 2, we think it can reduce the configuration burden of the operator.

	China Telecom
	Option 2，Option 2 is an efficient way for operators because anyway these parameters need to be configured in CN, maintaining a set of parameters in one place is always convenient.  

	ZTE
	Option 1. These parameters can be configured by O&M per SNPN.


Moderator’s summary:

4 companies replied option 2. 3 companies replied option 1. 1 company replied option 1 or 2. However, Qualcomm reply could be interpreted in a way that they are not against using the NG Setup procedure but in the other direction. Therefore, this could make 5 companies for using NG Setup procedure and 2 for not using. But to be certain and fair we propose to continue this item at next meeting
Continue the discussion on whether both NG-RAN on one side and CN on the other side should be configured with the 3 parameters (whether SNPN supports the feature, whether access for UEs not configured is allowed, and optionally list of GINs) or only one side with NG Setup procedure used to automatically update the other side.

Q5: Do we need to add an Indication in NGAP Initial UE Message that access is related to this feature of access with credentials of credential holder? (e.g. refer 2080, 2502)
	Company
	Comment

	Nokia
	No. Given that there is no need of AMF selection at access, there is no such indicator over RRC, and therefore no need of such indicator over NGAP Initial UE Message.

	Qualcomm
	No - agree with Nokia.

	Huawei
	No need, considering the homogenous support of this feature. 

	CATT
	We should identify whether AMF selection is needed first

	Ericsson
	No

	LGE
	No

	China Telecom
	Agree with CATT

	ZTE
	No strong view. We can send a LS to ask this issue.


Moderator’s summary:

Indicator over NGAP Initial UE Message to signal access using Credentials Holder is not agreed. 
Q6: When UE registers using this feature, and happens to be rejected, do we need a new NGAP specific cause value or can we reuse existing cause value such as “NPN access denied”? (e.g. refer 1899)
	Company
	Comment

	Nokia
	No need of specific cause value for NG-RAN (even if SA2 mentions new cause value towards the UE).

	Qualcomm
	Cannot see that AS needs to know this if it is otherwise not aware.

	Huawei
	Possibly, existing "NPN access denied" cause value seems not explicitly indicate the root of the failure. Of course we can define a new generic cause value. 

	CATT 
	NR-RAN does not need to know specific cause value.

	Ericsson
	No, agree with Nokia and Qualcomm

	LGE
	No, agree with Nokia and Qualcomm

	China Telecom
	No, RAN does not need the new cause value.

	ZTE
	No strong view. Seems the existing “NPN access denied” is fine.


Moderator’s summary:

New specific cause value not agreed. 
3.2 Cell Access for onboarding
Q7: It has been agreed that NG-RAN nodes should be informed whether a particular AMF supports “onboarding” function. There are two main options:
· Option 1: configured by RAN O&M

· Option 2: received via NG Setup Response/AMF Configuration Update

Which option do you prefer?
	Company
	Comment

	Nokia
	Option2. Received via NGAP NG Setup Response will ease the task of operators.

	Qualcomm
	Option 2; here it makes more sense as otherwise each AMF has to be configured with support/not support in gNB configuration. Option 1 is possible but effort required seems easy to avoid. 

	Huawei
	Option 2-agree with Nok/QC. 

	CATT
	Option 2, it is not easy to configure by OAM.

	Ericsson
	Option 1 and Option 2 are ok.

Depends on operator requirements.

	LGE
	Option 2

	China Telecom
	Option 2

	ZTE
	Option 1. Even enable/disable onboarding is configured per cell which related to the cell load or local policy, the AMF support of onboarding is always configured for a registration area or for per network, it is more convenient to configure by OAM.


Moderator’s summary:

Very large majority support option 2 to help operators. 
Agree that AMF signals via NGAP Setup Response/ AMF Configuration Update whether it supports onboarding. 

Q8: It has now been agreed that onboarding (O-NPNs) may also support GINs. Should NG-RAN nodes be informed which GINs a particular AMF support e.g. in case not all AMFs access to all DCS? (e.g. refer 1804 and 2080) 
	Company
	Comment

	Nokia
	This point is a bit uncertain and would deserve confirmation from SA2 if we send an LS.

	Qualcomm
	In principle no - we would expect this to be uniform / configurable i.e. not on a per-supporting AMF basis.

	Huawei
	So far no. In our understanding, the broadcast of GINs for UE onboarding is not supported in SA2 TS. 

	CATT
	A LS to SA2 may be needed to confirm it.

	Ericsson.
	No. 
Agree with Qualcomm’s comment.

	LGE
	Maybe we can ask SA2 about this issue

	China Telecom
	Agree with NOKIA

	ZTE
	No, we think this is configured for a registration area for per network.


Moderator’s summary:

Opinion seems half-half again. Since it doesn’t harm to ask SA2 let us include this question in the LS. 

Ask SA2 whether NG-RAN nodes should be informed which GINs a particular AMF support e.g. in case not all AMFs can access all DCS.

Q9: do we need an “onboarding indicator” in the NGAP Initial UE Message? (e.g. refer 2192, 1899, 2080, 2502, 1804)
	Company
	Comment

	Nokia
	Yes. Even though NAS includes a new “onboarding registration type”, RRC will also include a new onboarding access indicator. It would be good to enable AMF to check (or match) the RRC received indicator.

	Qualcomm
	Maybe – we proposed this last time and ok to keep it open. The objective is basically a kind of check at the AMF. However still useful to check how necessary this is.

	Huawei
	Yes – I remember that when we introduced the cell supported CAG list in Rel-16, we made this decision alone. So the same logic applies here. 

	CATT
	Maybe not, because onboarding indication from the 5GS Registration Type which will be set to the value "SNPN Onboarding" in NAS Registration Request message. Whether AMF check is necessary is not clear.

Due to the cell supported CAG list would be updated sometimes so we introduce the AMF check in R16. However, onboarding registration type would not be changed.

	Ericsson
	Yes.

Agree with Nokia’s and Qualcomm’s reasoning. We think it is useful to allow the AMF to verify the received “onboarding registration type” with the RRC onboarding indication.

	China Telecom
	Yes, Agree with NOKIA and HW

	ZTE
	Yes. Form our point of view, NG-RAN obtains onboarding indication in RRCSetupComplete message for AMF selection, but if the AMF wants to check the onboarding purpose in AS for consistency, it is better to include the onboarding indication in NGAP initial UE message.


Moderator’s summary:

5 companies say “yes”. 2 companies hesitant (one “maybe not” and one “maybe”). There seems large support and only check needed.

WA: NGAP Initial UE Message includes an onboarding indicator when received over RRC.
Q10: When UE registers using onboarding and gets rejected, SA2 says that UE may try another ON-SNPN, do we need a new NGAP specific cause value or can we reuse existing cause value such as “NPN access denied”? (e.g. refer 1899)
	Company
	Comment

	Nokia
	No need of specific cause value for NG-RAN (even if SA2 mentions new cause value towards the UE). 


	Qualcomm
	No need.

	Huawei
	Possibly. Existing "NPN access denied" cause value seems not explicitly indicate the root of the failure. Of course we can define a new generic cause value.

	CATT
	No need.

	Ericsson
	No need. 

	LGE
	No need

	China Telecom
	No need.

	ZTE
	No strong view. Seems the existing “NPN access denied” is fine.


Moderator’s summary:

New specific cause value not agreed. 
Q11: Onboarding uses a specific “restricted PDU session” for UP remote provisioning. 

Do you think that NG-RAN node shall be informed of this special PDU session at PDU Session Setup Request? (e.g. refer 1804)

	Company
	Comment

	Nokia
	We don’t see any reason why at this time.



	Qualcomm
	Also see no reason.

	Huawei
	So far no (see our analysis in 1899)

	CATT
	Also see no reason.

	Ericsson
	No.

	LGE
	No

	ZTE
	Yes. The PDU session type is useful, for example, during the handover, if target cell know the PDU session type is on boarding, the target cell can accept the incoming handover request even overloaded.


Moderator’s summary:

Proposal not agreed. 
Q12: 1899 explains that if an handover target cell does not support the onboarding indicator, it is likely overloaded with increased probability of rejection of the onboarding PDU session (case of UP onboarding). 1889 proposes to exchange “onboarding indicator” over Xn to improve target cell selection. Are you ok to exchange “onboarding indicator” over Xn?
	Company
	Comment

	Nokia
	No. So far not convinced but ok to continue the discussion.


	Qualcomm
	Not really. This is way too much complexity for what should be a simple procedure, and likely a corner case.

	Huawei
	Yes, worthy to further study (as an overload indication of UE onboarding across neighboring NG-RAN nodes). 
This is already discussed in CB: # 1004

	CATT
	No. If target cell is overloaded, it may be not suitable to select it. This basic function may be implemented by other feature, for example MLB, rather than eNPN.

	Ericsson
	No.

Agree with Qualcomm.

	LGE
	No

	China Telecom
	Yes, agree with HW

	ZTE
	No. A cell may not support onboarding simply because of local policy, and always handover to a cell that supports on boarding does not necessarily improve the success rate.


Moderator’s summary:

Proposal not agreed. 
3.3 Baseline CRs
Rapporteurs have proposed a baseline CR for TS 38.300 in tdoc 1653. Can we take this as baseline to start stage 2 and merge proposals in the second round. If yes, please indicate comments on 1653. 

	Company
	Comment

	Nokia
	OK as starting point.


	Qualcomm
	Could be ok but note following comments:

All the text in 16.6.x outside of Editors notes seems like RAN2 text. Maybe this section should be left out

Same comment for the first paragraph of 16.6.y. Seems like coordination is needed, to work what RAN3 does etc

	Huawei
	OK. We can minimum CR at this early stage, and also cooperation with RAN2 (about the section allocation etc) is needed. 

	CATT
	OK

	Ericsson
	Prefer to coordinate with RAN2 first. We see that there is some overlap.

	LGE
	OK, we need to further check the details

	China Telecom
	OK

	ZTE
	The details needs further check.


Moderator’s summary:

There seems to be some room for starting something on stage 2 at this meeting after polishing RAN2 stuff. Also the usual way of proceeding is that RAN3 makes its stage 2 baseline on RAN3 items, and overlaps are checked at the end (avoids constant checking).
Nokia/CT to circulate an update of R3-211653 in R3-212818 for further polishing.

tdoc 1703 proposes change related to onboarding for TS 38.410. Are you ok with the change and can we take 1703 as starting point for baseline TS 38.410 ? 

	Company
	Comment

	Nokia
	OK as starting point.


	Qualcomm
	Ok though may need FFS depending on the relevant discussion

	Huawei
	OK

	CATT
	OK

	Ericsson
	OK, based on the SA2 that there should be such onboarding request indication from the UE to NG-RAN.

	LGE
	OK, we need to further check the details

	China Telecom
	OK

	ZTE
	OK


Moderator’s summary:

There seems to be some room for starting something on stage 2 at this meeting after some polishing. Let us give it a try.

Qualcomm to circulate an update of R3-211703 for further polishing.

tdoc 1900 proposes change related to onboarding for TS 38.413. Are you ok with the change and can we take 1900 as starting point for baseline TS 38.413 ? 

	Company
	Comment

	Nokia
	OK as starting point.


	Qualcomm
	Please check differences from 1704 not sure this is technically correct i.e.
· The IE in 9.3.3.44 can (I think) also be used from RAN to AMF, hence this implementation creates confusion

· Also the indicator should preferably have two levels to allow overwrite 

	Huawei
	OK. We can add FFS if any need. 
1704 – The Onboarding Support IE is supported at AMF level. We think this should be per SNPN level. If no consensus, a FFS can be added in 1900. 
To respond QC comments: 

· In the semantic descriptions for the Onboarding Support, 1900 adds “Indication of support for UE onboarding and remote provisioning at the AMF” to indicate this IE is only signaled form the AMF to the NG-RAN (can be revisited in the CR review phase). 


	CATT
	OK, keep the per SNPN level or per AMF level FFS

	Ericsson
	We see no need.

	LGE
	OK, we need to further check the details

	China Telecom
	OK

	ZTE
	No. As the Question 7, the onboarding support information of AMF obtained by NG-RAN via O&M and NGAP is still under discussion.


There seems to be some room for starting something on stage 3 at this meeting after some polishing. Let us give it a try.

Huawei to circulate an update of R3-212839 for further polishing.

3.4 Possible LS to SA2
Which question would you like to ask to SA2 for access using eternal credentials (SA2 key issue#1)?

	Company
	Comment

	Nokia
	Q1: can RAN3 assume that any AMF can access all credential holders or should an AMF indicate a list of supported GINs to NG-RAN nodes for authentication with external credentials (key issue#1)?



	Qualcomm
	At this point in time we see no very pressing questions on external credentials.

	Huawei
	Seems no need

	CATT
	Q1: agree with Nokia
Q2: whether AMF sharing is supported and will it impact AMF selection.

	Ericsson
	We see no need.

	LGE
	For Q1, agree with Nokia

	China Telecom
	Agree with NOKIA and CATT

	ZTE
	Agree with Nokia and CATT.


Moderator’s summary:

As said above, there seems some support for this LS and there is no harm to get clarification. Let us ask.

Which question would you like to ask to SA2 for onboarding (SA2 key issue#4)?

	Company
	Comment

	Nokia
	Q1: can RAN3 assume that any AMF can access all DCS or should an AMF indicate a list of supported GINs to NG-RAN nodes for onboarding (key issue#4) 

	Qualcomm
	We think the answer is that there is no such need for reasons discussed above. Companies can raise this in SA2.

	Huawei
	Seems no need. 


	CATT
	Agree with Nokia. Similar as KI#1

	Ericsson
	We see no need.

	LGE
	Agree with Nokia

	China Telecom
	Agree with NOKIA

	ZTE
	Q1: Whether the onboarding support information of AMF is obtained by NG-RAN via O&M or over NGAP?

Q2: Whether the NG-RAN node will be informed of restrict PDU session type for onboarding at PDU Session Setup Request?(RAN can use such information for RRM)


Moderator’s summary:

As said above, there seems some support for this LS (a majority of 5 companies against 3) and there is no harm to get clarification. Let us ask.

4 Conclusion

The following is proposed:

Proposal 1: TP...
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