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1. Introduction
The DTLS (Datagram Transport Layer Security) is defined by Internet Engineering Task Force (IETF) to provide communications privacy over Stream Control Transmission Protocol (SCTP) in RFC6083 [1]. As required in 3GPP TS 33.501 [2], the DTLS over SCTP shall be supported for N2, Xn, F1 and E1interfaces. For example, the following is depicted for Xn interface in TS 33.501 [2]. 
In addition to IPsec, for the Xn-C interface, DTLS shall be supported as specified in RFC 6083 [58] to provide integrity protection, replay protection and confidentiality protection. Security profiles for DTLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [3].


In this paper, we will discuss the impacts of the size DTLS limitation on network interfaces and the potential solutions. 
2. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Discussion
2.1. Problem Description
The DTLS is a necessary security feature required in 3GPP TS 33.501. The following message size limitation is described in RFC6083 [1] as follows. 
	‘DTLS limits the DTLS user message size to the current Path MTU minus the header sizes. For the purposes of running over SCTP, the DTLS path MTU MUST be considered to be 2^14.’ 



[bookmark: _Ref53568441]Observation 1: DTLS over SCTP limits the maximum size of the messages to be 2^14 bit (about 16K).
However, in Release 16, the following inter-node RRC messages e.g. HandoverPreparationInformation, CG-ConfigInfo, UERadioAccessCapabilityInformation etc signaled over the network interfaces may exceed the 16K size. Typically, 
· UECapabilityInformation can be up to 9k * 16 Bytes;
· RRCReconfiguration can be up to 9k * 5 bytes. 
In RAN2, the RRC segmentation mechanism is introduced over Uu interface considering the maximum PDCP SDU size in NR is 9k. The UL segmentation is applicable to UECapabilityInformation, and the DL segmentation is only applicable to RRCReconfiguration and RRCResume messages. In RAN3, this means that the full size of inter-node RRC cannot be signalled over the network NG, Xn, F1 and E1 interfaces. 
For example, during the handover procedure, 
· If the full size of UE radio capability information is not signalled, the target node has to fetch the UE radio capability from the UE, which results in the handover latency and bad UE experience. 
· If the HandoverPreparationInformation containing the RRCReconfiguration is not fully signalled, 
· the target node has to perform full configuration, which results in large signalling overhead;
· the lossless handover during handover can not be performed. 
[bookmark: _Ref53568455]Observation 2. In case of DTLS over SCTP, the full size of inter-node RRC messages may not be signalled over network interfaces.
2.2. Potential Solutions 
The following potential options are provided as follows. 
2.2.1. Option 1: Indication of incomplete inter-node transfer 
This option is to deliver a reduced-size inter-node RRC message from the source node to the target node but with an incomplete indication. Typically, when the full set of inter-node message cannot be delivered, the source node can indicate to the target node that the inter-node message delivered is not incomplete. The reason is that, the behaviour is not clear for the target node in case of incomplete inter-node RRC transfer since the target can not identify whether this is due to the size limitation or the source node real configuration. For example, 
· If partial optional information is signalled, the target node may wrongly think this is current real UE configuration. 
· If mandatory information is not signalled, the target node has to reject the procedure. 
The incomplete indication can be included in the inter-node message, or the network interfaces. However the issue listed above still remains for this option. 
[bookmark: _Ref53568459]Consider whether to introduce an incomplete indication in case incomplete inter-node message is transmitted. 

2.2.2. Option 2: introduction of segmentation procedure
In this option, a message segmentation procedure is introduced to transmit the full set of inter-node RRC messages over the network interfaces, similar to the segment transfer over the Uu interface. 
If the inter-node RRC message size exceeds the limits, the source node segments the network message and sends each segment to the target node in a numbered sequence. The target node assembles the segments into a whole message. The Figure 1 gives an example for XnAP Handover request message. 
[image: ]
Figure 1. Message segmentation procedure 
[bookmark: _Ref53568466]Introduce the message segmentation procedure over NG, Xn, F1 and E1 interfaces.
2.2.3. Option 3: LS to IETF 
In this option, a LS can be sent to IETF to inform this issue, and request to e.g. increase the maximum size. But this solution is time-consuming and may not solve the issue timely. 
[bookmark: _Ref53568470]Consider whether to send LS to IETF on the size restriction for DTLS over SCTP. 

Based the above analysis, option 1 can not fully solve this problem, while option 3 is time-consuming but with unclear outcome. Hence option 2 is suggested. The Xn CR for option 2 is provided in the annex. The rest CRs can be produced online if there is consensus. 
3. Conclusion
Based on the above discussion, we make the following observations and recommend RAN3 to discuss and adopt the following proposals:
1. Consider whether to introduce an incomplete indication in case incomplete inter-node message is transmitted. 
Introduce the message segmentation procedure over NG, Xn, F1 and E1 interfaces.
Consider whether to send LS to IETF on the size restriction for DTLS over SCTP. 

4. [bookmark: _Toc423019950][bookmark: _Toc423020279][bookmark: _Toc423020296]Reference
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[bookmark: _Toc20955045][bookmark: _Toc29991232][bookmark: _Toc36555632][bookmark: _Toc44497295][bookmark: _Toc45107683][bookmark: _Toc45901303][bookmark: _Toc51850382]8	XnAP procedures
[bookmark: _Toc20955046][bookmark: _Toc29991233][bookmark: _Toc36555633][bookmark: _Toc44497296][bookmark: _Toc45107684][bookmark: _Toc45901304][bookmark: _Toc51850383]8.1	Elementary procedures
In the following tables, all EPs are divided into Class 1 and Class 2 EPs.
<<<<<<<<<<<<<<<<<<<<<<<<<<< Unchanged part is omitted >>>>>>>>>>>>>>>>>>>>>>>>>>>
Table 8.1-2: Class 2 Elementary Procedures
	Elementary Procedure
	Initiating Message

	Handover Cancel
	HANDOVER CANCEL

	SN Status Transfer
	SN STATUS TRANSFER

	RAN Paging
	RAN PAGING

	Xn-U Address Indication
	XN-U ADDRESS INDICATION

	S-NG-RAN node Reconfiguration Completion
	S-NODE RECONFIGURATION COMPLETE

	S-NG-RAN node Counter Check
	S-NODE COUNTER CHECK REQUEST

	UE Context Release
	UE CONTEXT RELEASE

	RRC Transfer
	RRC TRANSFER

	Error Indication
	ERROR INDICATION

	Notification Control Indication
	NOTIFICATION CONTROL INDICATION

	Activity Notification
	ACTIVITY NOTIFICATION

	Secondary RAT Data Usage Report
	SECONDARY RAT DATA USAGE REPORT

	Trace Start
	TRACE START

	Deactivate Trace
	DEACTIVATE TRACE

	Handover Success
	HANDOVER SUCCESS

	Conditional Handover Cancel
	CONDITIONAL HANDOVER CANCEL

	Early Status Transfer
	EARLY STATUS TRANSFER

	Failure Indication
	FAILURE INDICATION

	Handover Report
	HANDOVER REPORT

	Resource Status Reporting
	RESOURCE STATUS UPDATE

	Access And Mobility Indication
	ACCESS AND MOBILITY INDICATION

	Dedicated Message Segment Transfer
	DEDICATED MESSAGE SEGMENT



NEXT CHANGE
[bookmark: _Hlk44418867][bookmark: _Toc44497474][bookmark: _Toc45107862][bookmark: _Toc45901482][bookmark: _Toc51850561]8.4.a	Dedicated Message Segment Transfer
[bookmark: _Toc5646120][bookmark: _Toc44497475][bookmark: _Toc45107863][bookmark: _Toc45901483][bookmark: _Toc51850562]8.4.a.1	General
The purpose of the Dedicated Message Segment Transfer procedure is to transfer segments of a message between NG-RAN nodes. The procedure is initiated by an NG-RAN node whenever a message exceeds a limit. 
[bookmark: _Toc20955158][bookmark: _Toc29991353][bookmark: _Toc36555753][bookmark: _Toc44497431][bookmark: _Toc45107819][bookmark: _Toc45901439][bookmark: _Toc51850518]8.4.a.2	Successful Operation
[image: ]
The NG-RAN node1 initiates the procedure by sending the DEDICATED MESSAGE SEGMENT message to the candidate NG-RAN node2. 
The NG-RAN node2 shall consider the Segment Number IE in the DEDICATED MESSAGE SEGMENT message to assemble the segments in the correct order. 
If the Message Segment Type IE is set to “lastSegment”, the NG-RAN node2 shall consider to assemble the message from the received segments. 
[bookmark: _Toc20955169][bookmark: _Toc29991364][bookmark: _Toc36555764][bookmark: _Toc44497442][bookmark: _Toc45107830][bookmark: _Toc45901450][bookmark: _Toc51850529]8.4.a.3	Unsuccessful Operation
Not applicable.

NEXT CHANGE
[bookmark: _Toc20955218][bookmark: _Toc29991415][bookmark: _Toc36555815][bookmark: _Toc44497525][bookmark: _Toc45107913][bookmark: _Toc45901533][bookmark: _Toc51850612]9.1.3.b	DEDICATED MESSAGE SEGMENT
This message is sent by a NG-RAN node to a neighbouring NG-RAN node to transfer segments of a message.
Direction: NG-RAN node1  NG-RAN node2.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.3.1
	
	YES
	reject

	Segment Number
	M
	1..<maxnoofSegments>
	9.2.3c
	
	
	

	Message Segment Container
	M
	
	9.2.3.d
	
	YES
	reject

	Message Segment Type
	M
	
	9.2.3.e
	
	YES
	reject



	Range bound
	Explanation

	maxnoofSegments
	Maximum no. of segments. Value is 16.




NEXT CHANGE
[bookmark: _Toc20955310][bookmark: _Toc29991513][bookmark: _Toc36555914][bookmark: _Toc44497659][bookmark: _Toc45108046][bookmark: _Toc45901666][bookmark: _Toc51850747]9.2.3.c	Segment Number
This IE identifies the sequence number of a segment of a message. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Segment Number
	M
	
	INTEGER (0..n, ...)
	



9.2.3.d	Message Segment Container
This IE includes a segment of the encoded message. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Message Segment Container
	M
	
	OCTET STRING
	Include a segment of a message. 


[bookmark: _GoBack]
9.2.3.e	Message Segment Type
This IE indicates whether the included message segment is the last segment of the message or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Message Segment Type
	M
	
	ENUMERATED (notLastSegment, lastSegment, …)
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