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1. Introduction

At RAN3#109-e, RAN3 discussed the possibility of evasion of LI and other procedures when a UE is roaming but is somehow configured to avoid using the core network of the country that it has roamed into. It was agreed to dedicate an agenda item to this issue in order to check possible impacts on RAN3 procedures.

Meanwhile SA2 has agreed a generic requirement [1] related to this use case.

This document considers how the issue can occur and possible changes in specifications for this case. A CR to TS 38.410 [2] is provided in another document.
2. Scenario description
2.1 General
The general scenario presented can be understood using the figure below:
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where the critical point is that a particular NTN Gateway X provides connectivity related to cells in two countries (A and B). Note that we are not describing whether there are separate logical gNBs connected to the gateway, but this will be discussed later.

The requirement set out in [1] is that the RAN selects an AMF/AMF set when “the UE attempts to establish an RRC connection with an AMF serving a different country to where the UE is located and the 5G-AN is configured to ensure that RRC connections use an AMF serving the country where the UE is located”.

The potential problem in the scenario as described in RAN3#109-e (and implicit in the requirement above) is that the gNB uses normal network sharing algorithms. As a result, UE1 could be deliberately misconfigured while in country A so that it will continue to use country A’s core network while in the cell of Country B and evade e.g. LI actions i.e. the NNSF is manipulated in order to route the Initial UE Message back to AMF of country A.
It should be clear that, as described, the UE is clearly in country B, and the question is whether the network may be directed to select the wrong CN. There is another scenario where cells broadcasting a PLMN of country A cover a non-negligible area of country B, and this requires separate analysis.
Observation 1: The scenario considered focusses on RAN-CN routing when the cell does not support the PLMN of the registered AMF; the scenario of inter-border coverage spill-over requires separate analysis.
2.2 Further scenario detail 

Several pre-conditions seem necessary to make this scenario happen:

· The UE could be configured with an EPLMN list including a PLMN of country B (“PLMN B”)
· The UE could in addition be configured with a registration area including TAs of PLMN B

With this, the UE could perform inter-PLMN reselection without necessarily performing a registration update.

Of course, this does not imply that the connection is made towards the CN of country A, so in the below we consider the detail of the NNSF from a RAN point of view.

2.3 RAN-CN Connectivity aspects 

From the above, one could argue that the scenario is not possible because the logical gNB providing coverage in country B does not broadcast PLMN A and by definition must be separate from a logical gNB that does broadcast PLMN A. If so, the logical gNB of country B has no logical connectivity to the CN of country A, hence NNSF cannot select this CN. The counter-scenario would be as shown below:
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At first sight this might not seem possible as per the argument stated above, but recent discussion related to IDs and network sharing have resulted in the following statements in TS 38.300:

NOTE 2:
It is not precluded that a cell served by a gNB does not broadcast the PLMN ID included in the Global gNB ID.

This implies that, for example, if the global gNB ID contains PLMN B, it is NOT precluded that the gNB has a cell such as Cell 1. Then it also follows that the CN connectivity shown is possible for this scenario. In conclusion, this scenario is not precluded. 
Observation 2: Stage 2 does not preclude the scenario where a single logical gNB hosts cells of separate PLMNs.
The corollary of the above is that it becomes possible for a gNB that hosts a cell that does NOT broadcast PLMN A to have connectivity to the CN of PLMN A.

Observation 3: A gNB may have connectivity to a certain PLMN’s CN, while hosting cells that do not broadcast this PLMN.
Based on the above, the role of the NNSF is slightly more complex than if the observations were not valid, because in theory it might be possible for a UE to access a cell of PLMN B and be routed to the CN of PLMN A, at least from a basic connectivity point. In other words, some additional care must be taken regarding NNSF actions, and this is considered below.
2.4 NNSF aspects 

The NNSF functionality is not tightly specified, though it can be inferred from various specifications including TS 38.410 and TS 38.331. In general, there are two scenarios – the UE provides the 5G-S-TMSI, or not. Both scenarios need to be considered since the UE could be configured not to start a configuration update when moving into a cell of PLMN B.
If the 5G-S-TMSI is provided, the RAN uses the 5G-S-TMSI to identify the CN node (using the AMF Set ID and the AMF Pointer). In our understanding, the combination of AMF Set ID / AMF Pointer should be unique amongst the AMFs that connect to the gNB, regardless of network sharing. So if the scenario above is valid, it is actually possible that the connection will be routed to PLMN A’s CN, if no further checks are made (for example, this might be inconsistent with the indicated selected PLMN, which should be one of the broadcast PLMNs in the cell).

If the 5G-S-TMSI is not provided, the UE should indicate its Registered AMF (in CN of country A), and again it is possible that the connection will be routed towards PLMN A’s CN. Note again that this might be inconsistent with the indicated selected PLMN.
Observation 4: If the architecture scenario is valid, it is possible that the NNSF functionality would route the UE’s connection towards the “wrong” country’s CN.

3. Scenario mitigation
A first observation is that the discussion is focused on standards, and it is perfectly possible that an implementation of the architecture shown in the above figure would not allow the described scenario of “reverse routing” at least in some cases. For example, since the UE provides the selected PLMN (which should be broadcast in the cell), an implementation might always use this to check that the target CN node supports it. If this is not the case, the gNB could take a suitable action e.g. select an AMF from the nodes that support the selected PLMN.

One simple option would therefore be to add a requirement on the NNSF such as:

In the case of network sharing, the NAS Node Selection Function ensures that the selected AMF supports the selected PLMN indicated by the UE.
This assumes that the UE would not indicate a selected PLMN not broadcast in the cell, which seems a more fundamental issue beyond misconfiguration. It also assumes that the CN of country A does not indicate support of a PLMN of country B in the NG Setup – but such misconfiguration would be visible to the RAN and need not be addressed in standards.
Observation 5: The described issue may be resolved via a new requirement on the NAS Node Selection Function to select an AMF node that is consistent with the UE’s selected PLMN.
Therefore, the following proposal seems to address the problem scenario, and also align with the requirement in [1]:
Proposal 1: Add a requirement on the NNSF (stage 2) to ensure that the selected AMF supports the selected PLMN indicated by the UE.
A CR with this requirement is proposed in [2]. Note that this requirement does not address the cross-border coverage spillover scenario, which may require further consideration.
4. Conclusions
The following observations have been made in this document:
Observation 1: The scenario considered focusses on RAN-CN routing when the cell does not support the PLMN of the registered AMF; the scenario of inter-border coverage spill-over requires separate analysis.

Observation 2: Stage 2 does not preclude the scenario where a single logical gNB hosts cells of separate PLMNs.

Observation 3: A gNB may have connectivity to a certain PLMN’s CN, while hosting cells that do not broadcast this PLMN.

Observation 4: If the architecture scenario is valid, it is possible that the NNSF functionality would route the UE’s connection towards the “wrong” country’s CN.

Observation 5: The described issue may be resolved via a new requirement on the NAS Node Selection Function to select an AMF node that is consistent with the UE’s selected PLMN.
The following proposal is put forward:
Proposal 1: Add a requirement on the NNSF (stage 2) to ensure that the selected AMF supports the selected PLMN indicated by the UE.
A CR with this requirement is proposed in [2], which aligns with the requirement in [1]. Note that this CR does not address the cross-border coverage spillover scenario, which may require further consideration.
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