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1
Introduction
This paper provides a solution and corresponding TP for supporting UE connection to several gNB-CU-UPs from different security domains to fulfil the following objective in the SI [1]. 
2. Identifying detailed solutions to support the scenario that one UE connects to several gNB-CU-UPs which belong to different security domains.
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6.1
Scenario

The support for CU-UPs located in different security domains can be useful for certain deployment scenarios in which there may be a security concern. 
· An operator may not wish to share the same key with 3rd party application providers (e.g., applications used in specific slices or CU-UPs). This security concern exists irrespective of whether the CU-UPs are in the same location or not. For example, consider Figure 1 . In this example CU-UP1, and CU-UP2 are located in the same virtualized centralized environment. However, the level of trust for CU-UP1 and CU-UP2 is not the same. This may be due to having a 3rd party application provider handling specific slices at the CU-UP2 or even controlling the whole CU-UP2. Thus, a security breach in CU-UP2 would compromise CU-UP1. In Figure 2,  a similar scenario is depicted, in which CU-UP1 and CU-UP2 are both still in centralized environments, however, at different location. The security concern for this scenario is the same. Thus, to address this security concern, it is beneficial to have CU-UP1 and CU-UP2 belong to different security domains.
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Figure 2. gNB with gNB-CU-UP centralized at different locations
· The location of certain CU-UP under a gNB may be a security concern. Consider Figure 3, in which CU-UP2 is located at a distributed location and CU-UP1 at a centralized one. If the distributed location is not well secured, tampering at the site will compromise CU-UP1. This security concern exists irrespective of whether CU-UP2 is handled by the same operator or a 3rd party.
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Figure 3. gNB with gNB-CU-UP centralized and gNB-CU-UP distributed
6.2
Possible Solutions
Solution 1 – gNB-CU-CP derives different security keys for gNB-CU-UPs:

To support this solution, gNB-CU-CP needs to be allowed to derive different security keys for each gNB-CU-UP. From an E1AP perspective, this is already possible using existing IEs. Nevertheless, the Stage 2 architecture in 38.401 needs to be updated to support this scenario. Although having a UE support multiple keys for the same gNB is a new requirement, this should be possible via extension of the existing support for dual connectivity scenario. Therefore, likely only limited changes are needed from a UE and RRC perspective point of view. RAN2 should be contacted to evaluate the possible impact of this solution.
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