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1 Introduction
During the email discussion between LTE/EPC and LTE/5GC, it was clarified that inter-system handover between EPC and 5GC will be non-symmetric to minimize the impact on legacy MME. This will require a NAS parameter to be included during handover in one direction but not the other. In addition, SA3 have decided that intra-5GC inter-AMF handovers should allow a NAS key refresh along with an update of the NAS security algorithms. This late contribution discusses the implications of these new requirements and proposes how to modify LTE and NR RRC to convey these parameters.
2 Discussion
During the LTE inter-system HO email discussion, it was concluded to use the MobilityFromEUTRACommand message to indicate that the handover would be inter-system [1],[2]. For intra-system handover, it was assumed that the legacy IEs could be reused with minimal updates to the procedures. However, SA3 have decided that even in case of intra-5GC N2 based handover, a NAS Container (NASC) containing at least the NAS key change indicator, NAS security algorithms, type of security context (TSC), truncated NAS COUNT, possibly the 5GS and EPC UE security capabilities along with a Message Authentication Code (MAC) can be included in the handover command.
For inter-system handover to 5GC, the NASC will contain almost the same parameters, but instead of the truncated NAS COUNT, it will contain the NCC, and there is no NAS key change indicator.
In CT1 there is currently a discussion whether these two different messages will be merged into a single message or to keep them as separate messages [3]

 REF _Ref518041764 \r \h 
[4]. As the size of this messages differ, the exact content is not yet finalized, and the procedures once the UE receives this NASC is also not specified. The RRC signalling should treat these as separate containers currently with undefined length and RAN2 should inform CT1 of this preference.
Proposal 1 Send LS to CT1 (CC SA3) to state preference of keeping the ‘N2 HO NASC’ and ‘S1 mode to N1 mode NASC’ as separate messages to minimize overhead
These NASC will need to be included in both 36.331 and 38.331 to enable handover to LTE/5GC and to NR from LTE/EPC, LTE/5GC and NR. During RAN2#AH1807, there have been a few contributions from other companies proposing various designs how to include the NASC. 
Introduction of NASC in 36.331

Huawei, HiSilicon have proposed to extend the SecurityConfigHO in 36.331 to include a NAS container [6]
SecurityConfigHO ::=



SEQUENCE {

handoverType





CHOICE {



intraLTE






SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig

OPTIONAL,
-- Cond fullConfig




keyChangeIndicator




BOOLEAN,




nextHopChainingCount



NextHopChainingCount



},



interRAT






SEQUENCE {




securityAlgorithmConfig


SecurityAlgorithmConfig,




nas-SecurityParamToEUTRA


OCTET STRING (SIZE(6))



}


},


...,

[[



nasContainer



OCTET STRING

OPTIONAL
-- Cond interSystemHO


]]
}

Observation 1 Introducing the NASC as an extension to SecurityConfigHO in 36.331 will require the network to set dummy values for either keychangeIndicator and NCC, or the nas-SecurityParamToEUTRA in case of HO from LTE/EPC to LTE/5GC as well as add at least 2 bytes overhead when using the extension
Intel, on the other hand have proposed to introduce a new IE SecurityConfigHO-FromNR-r15 [6]
RRCConnectionReconfiguration-v15x0-IEs ::= SEQUENCE {


dedicatedInfoNASListExt-r15

SEQUENCE (SIZE(maxDRB-Plus1-r15..maxDRB-r15)) OF












DedicatedInfoNAS


OPTIONAL,
-- Cond nonHO


sCellToAddModListExt-v15xy

SCellToAddModListExt-v15xy


OPTIONAL,
-- Need ON

sCellGroupToReleaseList-r15

SCellGroupToReleaseList-r15


OPTIONAL,
-- Need ON


sCellGroupToAddModList-r15

SCellGroupToAddModList-r15


OPTIONAL,
-- Need ON


securityConfigHO-FromNR-r15

SecurityConfigHO-FromNR-r15


OPTIONAL,
-- Cond HO-FromNR

nonCriticalExtension


SEQUENCE {}






OPTIONAL

}
SecurityConfigHO-FromNR-r15
::=



SEQUENCE {


securityAlgorithmConfig-r15


SecurityAlgorithmConfig 

}
However, they do not not consider this required NASC.
To combine these two proposals, it would be better to introduce a new IE used for any handover toward LTE/5GC, both from LTE/EPC, LTE/5GC and NR.
RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {


measConfig






MeasConfig





OPTIONAL,
-- Need ON


mobilityControlInfo




MobilityControlInfo



OPTIONAL,
-- Cond HO


dedicatedInfoNASList



SEQUENCE (SIZE(1..maxDRB)) OF












DedicatedInfoNAS


OPTIONAL,
-- Cond nonHO


radioResourceConfigDedicated

RadioResourceConfigDedicated
OPTIONAL, -- Cond HO-toEUTRA


securityConfigHO




SecurityConfigHO



OPTIONAL,
-- Cond HO-toEPC

nonCriticalExtension



RRCConnectionReconfiguration-v890-IEs
OPTIONAL

}

RRCConnectionReconfiguration-v15x0-IEs ::= SEQUENCE {


dedicatedInfoNASListExt-r15

SEQUENCE (SIZE(maxDRB-Plus1-r15..maxDRB-r15)) OF












DedicatedInfoNAS


OPTIONAL,
-- Cond nonHO


sCellToAddModListExt-v15xy

SCellToAddModListExt-v15xy


OPTIONAL,
-- Need ON

sCellGroupToReleaseList-r15

SCellGroupToReleaseList-r15


OPTIONAL,
-- Need ON


sCellGroupToAddModList-r15

SCellGroupToAddModList-r15


OPTIONAL,
-- Need ON


securityConfigHO-to5GC-r15

SecurityConfigHO-To5GC-r15


OPTIONAL,
-- Cond HO-To5GC

nonCriticalExtension


SEQUENCE {}






OPTIONAL

}

SecurityConfigHO-To5GC-r15 ::=



SEQUENCE {

handoverType





CHOICE {


intraSystem







SEQUENCE {




securityAlgorithmConfig



SecurityAlgorithmConfig

OPTIONAL,
-- Cond fullConfig




keyChangeIndicator





BOOLEAN,




nextHopChainingCount




NextHopChainingCount




n1ModeNAS-Container





OCTET STRING (SIZE(ffsValue))
OPTIONAL, 
-- Need ON


},



interSystem







SEQUENCE {




securityAlgorithmConfig




SecurityAlgorithmConfig,




s1ModeToN1modeNAS-Container



OCTET STRING (SIZE(ffsValue))



}


},


...

}
Proposal 2 A new SecurityConfigHO-to5GC-r15 IE for inter- and intra-system handover should be introduced to RRCConnectionReconfiguration in 36.331 with separate NASC for inter- and intra-system HO to LTE/5GC
Introduction of NASC in 38.331

For NR, Huawei have proposed to reuse the same IE to convey both the intra-5GC NASC and the inter-system NASC.
KeyRefresh ::=




SEQUENCE {


keySetChangeIndicator


BOOLEAN













OPTIONAL,


nextHopChainingCount


NextHopChainingCount









OPTIONAL,



nas-SecurityParamToNGRAN

OCTET STRING (SIZE(ffsValue))








OPTIONAL
-- Cond InterSystemHO
}

	nas-securityParamToNGRAN
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NG-RAN or AS key re-keying during NG based HO. The content is defined in TS 24.501.


In our previous contribution, Ericsson proposed to introduce the NASC in TS 38.331 for inter-system handover, taking into account the variations in message length [7]:
KeyRefresh ::=




SEQUENCE {


keySetChangeIndicator


BOOLEAN













OPTIONAL,


nextHopChainingCount


NextHopChainingCount









OPTIONAL,



s1ModeToN1ModeNAS-TransparentContainer
CHOICE {



smallNAS-Container



OCTET STRING (SIZE(8)),



largeNAS-Container



OCTET STRING (SIZE(10))
}























OPTIONAL
-- Cond InterSystemHO
}

However, this doesn’t take into account the requirement for the NASC during intra-NR N2 mode HO.
The procedure when receiving these NASC will differ depending on whether it is inter- or intra-system, and as the sizes of these NAS Container are expected to differ, it would be beneficial to separate the NAS containers and define their lengths.
SecurityConfig ::=





SEQUENCE {



securityAlgorithmConfig




SecurityAlgorithmConfig








OPTIONAL,
-- Cond RBTermChange


keyToUse







ENUMERATED{master, secondary}







OPTIONAL,
-- Cond RBTermChange


... ,


[[


keyRefresh






KeyRefresh












OPTIONAL

-- Need M

]]
}
KeyRefresh ::=




SEQUENCE {


handoverType





CHOICE {



intraSystemHO






SEQUENCE {




keyChangeIndicator





BOOLEAN,




nextHopChainingCount




NextHopChainingCount




n1ModeNAS-Container





OCTET STRING (SIZE(ffsValue))

OPTIONAL, 
-- Cond N1HO



},



interSystemHO






SEQUENCE {




s1ModeToN1modeNAS-Container



OCTET STRING (SIZE(ffsValue))



}


}

}
Proposal 3 The IE KeyRefresh in RadioBearerConfig in 38.331 is exended with separate NASC for intra-system and inter-system HO
3 Conclusion

In section 2 we made the following observations:
Observation 1
Introducing the NASC as an extension to SecurityConfigHO in 36.331 will require the network to set dummy values for either keychangeIndicator and NCC, or the nas-SecurityParamToEUTRA in case of HO from LTE/EPC to LTE/5GC as well as add at least 2 bytes overhead when using the extension


Based on the discussion in section 2 we propose the following:
Proposal 1
Send LS to CT1 (CC SA3) to state preference of keeping the ‘N2 HO NASC’ and ‘S1 mode to N1 mode NASC’ as separate messages to minimize overhead
Proposal 2
A new SecurityConfigHO-to5GC-r15 IE for inter- and intra-system handover should be introduced to RRCConnectionReconfiguration in 36.331 with separate NASC for inter- and intra-system HO to LTE/5GC
Proposal 3
The IE KeyRefresh in RadioBearerConfig in 38.331 is exended with separate NASC for intra-system and inter-system HO
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