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	Reason for change:
	According to TS33.501, the UP security activation is based on the security indication in RRCReconfiguraton message and then UE gerenates corresponding key for UP.
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 

 The SMF shall send the security policy to the gNB as defined in Clause 6.6.1.
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1a. Precondition: 

RRC security is activated, i.e., 

RRC ciphering and RRC integrity 

protection are activated.

1b. RRC Connection Reconfiguration

({UP integrity indication, UP ciphering indication} for each DRB)

2a. Verify RRC Connection Reconfiguration 

integrity. If successful, for each DRB, if UP 

integrity is activated, start uplink UP integrity 

protection and downlink UP integrity 

verification; for each DRB, if UP ciphering is 

activated, start uplink UP ciphering and 

downlink UP deciphering; and send RRC 

Connection Reconfiguration Complete. 

2b. RRC Connection Reconfiguration Complete

1c. For each DRB, if UP integrity is activated, 

start uplink UP integrity verification and 

downlink UP integrity protection.

For each DRB, if UP ciphering is activated, 

start uplink UP deciphering and downlink UP 

ciphering.

 

Figure 6.6.2-1: User plane (UP) security activation mechanism

1a.
This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.

1b.
The gNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 

1c.
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, the gNB shall generate KUPint and UP integrity protection for such shall start at the gNB  Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, the gNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB.

2a.
UE shall verify the RRC Connection Reconfiguration message. If successful:

2a.1
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.

2a.2
Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE

2b.
If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shallsend the RRC Connection Reconfiguration Complete message to the gNB.
According to TS33.501, NIA0 is not used for the SRBs and DRBs.
“The NIA0 shall not be used for signalling radio bearers (SRBs) except for unauthenticated emergency sessions for unauthenticated UEs in LSM.

The NIA0 shall not be used for data radio bearers (DRBs).”
In 38.331, we use master and secondary instead of KeNB and S-KgNB. So we use the same word in the field description.

SecurityConfig ::=





SEQUENCE {



securityAlgorithmConfig




SecurityAlgorithmConfig








OPTIONAL,
-- Cond RBTermChange


keyToUse







ENUMERATED{master, secondary}







OPTIONAL,
-- Cond RBTermChange


... ,


[[


keyRefresh






KeyRefresh












OPTIONAL

-- Need M

]]}


	
	

	Summary of change:
	The main changes:

1. Remove UP key gereation in the SMC procedure.
2. Add the UP key gereation in the RRCReconfiguration procedure.
3. Make the algorithm field decription clear.


	
	

	Consequences if not approved:
	The security activation for the UP is not aligned with SA3 spec.
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****************************************Begin of the change **************************************
5.3.4
Initial security activation

Editor’s Note: Targeted for completion in Sept 2018.
5.3.4.1
General
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Figure 5.3.4.1-1: Security mode command, successful
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Figure 5.3.4.1-2: Security mode command, failure

The purpose of this procedure is to activate AS security upon RRC connection establishment.

5.3.4.2
Initiation

The network initiates the security mode command procedure to a UE in RRC_CONNECTED. Moreover, the network applies the procedure as follows:

-
when only SRB1, is established, i.e. prior to establishment of SRB2 and/ or DRBs.

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KgNB key, as specified in TS 33.501 [11];

1>
derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2>
derive the KRRCenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.501 [11];


2>
configure lower layers to apply SRB integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply SRB ciphering using the indicated algorithm, theKRRCenc keyafter completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

****************************************next of the change **************************************

5.3.5.6
Radio Bearer configuration

5.3.5.6.1
General

The UE shall perform the following actions based on a received RadioBearerConfig IE:1>
if the RadioBearerConfig includes keyRefresh:
2>perform the security key update as specified in 5.3.5.7;

1>
if the RadioBearerConfig includes the srb3-ToRelease and set to true:

2>
perform the SRB release as specified in 5.3.5.6.2;

1>
if the RadioBearerConfig includes the srb-ToAddModList:

2>
perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;

1>
if the RadioBearerConfig includes the drb-ToReleaseList:

2>
perform DRB release as specified in 5.3.5.6.4;

1>
if the RadioBearerConfig includes the drb-ToAddModList:

2>
perform DRB addition or reconfiguration as specified in 5.3.5.6.5.
2> if existing one DRB in drb-ToAddModList configured with integrityProtection IE in PDCP-Config IE and the KUPint key does not exist:
3> derive the KUPint key associated with the configured ciphering Algorithm as specified in TS 33.501 [11];
2> if existing one DRB in drb-ToAddModList configured without cipheringDisabled IE in PDCP-Config IE and the KUPenc key does not exist:

3> derive the KUPenc key associated with the configured ciphering Algorithm as specified in TS 33.501 [11];
1>
release all SDAP entities, if any, that have no associated DRB as specified in TS 37.324 [xx] section 5.1.2.

****************************************next of the change **************************************

6.3.2
Radio resource control information elements

Omit some text
–
SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs and DRBs except EN-DC case) and AS ciphering algorithm (SRBs and DRBs).

SecurityAlgorithmConfig information element

-- ASN1START

-- TAG-SECURITY-ALGORITHM-CONFIG-START

SecurityAlgorithmConfig ::=


SEQUENCE {


cipheringAlgorithm




CipheringAlgorithm,


integrityProtAlgorithm



IntegrityProtAlgorithm,



...

}

IntegrityProtAlgorithm ::=


ENUMERATED {











nia0, nia1, nia2, nia3, spare4, spare3,











spare2, spare1, ...}

CipheringAlgorithm ::=



ENUMERATED {











nea0, nea1, nea2, nea3, spare4, spare3,











spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3 for EN-DC. For EN-DC, the algorithms configured for bearers using master key shall be the same as for all bearers using master key and the algorithms configured for bearers using secondary keyshall be the same as for all bearers using secondary  key.

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The network does not configure nia0 for SRBs except for unauthenticated emergency sessions for unauthenticated UEs in LSM and DRBs. For EN-DC, this IE indicates the integrity protection algorithm to be used only for SRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3 for EN-DC. For EN-DC, the algorithms configured for SRBs using master key shall be the same as for all SRBs using master key and the algorithms configured for bearers using secondary  keyshall be the same as for all bearers using secondary  key.


****************************************End of the change **************************************
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1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.



