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Introduction and background
[bookmark: _Ref421460494]At RAN#75, it was agreed to start the Release 15 work items on Even further enhanced MTC for LTE and Further NB-IoT enhancements. One of the common objectives for both eMTC and NB-IoT in REL-15 is “Support early data transmission” [1][2]. During RAN2#99, several contributions on early data transmission were discussed, and the following was agreed:
	Agreements:
· We intend to support early UL data transmission in Msg3 for control plane and user plane CIoT EPS optimisation.
· We intend to support early DL data transmission in Msg4 for control plane and user plane CIoT EPS optimisation.
· Early data transmission feature is considered when AS security was not established for only transmitting data using CP.
· Early data transmission feature is considered when AS security was established for transmitting data using CP and/or UP.



In this contribution, we discuss different aspects for support of early data transmission in Msg3 and Msg4 in control plane CIoT EPS optimisation (hereafter referred to as early data over NAS or eDoNAS solution). Discussions in this work are applicable for both eMTC and NB-IoT.
Discussions
General Aspects
In Rel-13, CP CIoT EPS optimisation solution, i.e., DoNAS was introduced to include UP data in a NAS message, which is then piggybacked to a RRC message. DoNAS is applicable to a UE either in EMM-IDLE mode or in EMM-CONNECTED mode, i.e., with or without a NAS signaling connection. In the former, UL data is contained in the initial NAS message CONTROL PLANE SERVICE REQUEST, which is then carried by RRCConnectionSetupComplete (i.e., in Msg5). In the latter, UL data is contained in the ESM DATA TRANSPORT message at NAS layer, which is then carried by RRC ULInformationTransfer and DLInformationTransfer. In both cases, DL data is contained in the ESM DATA TRANSPORT message, which is then carried by RRC DLInformationTransfer.
In eDoNAS, a UL/DL NAS-PDU containing user data can be delivered by a RRC message that is multiplexed in Msg3/Msg4 at MAC sublayer. Figure 1 shows an example of call flow for eDoNAS in MO case. In this example, the ULInformationTransfer/DLInformationTransfer message is used as the UL/DL RRC message to carry the UL/DL NAS-PDU. They are MAC multiplexed with the legacy RRCConnectionRequest and RRCConnectionSetup in Msg3 and Msg4, respectively.
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[bookmark: _Ref493783999][bookmark: _Ref493783981]Figure 1: Example call flow of MO early data transmission over NAS
Regarding the radio bearer used for transmitting RRC messages, by the time Msg3 and Msg4 are transmitted, SRB0 is available for transmissions on CCCH logical channel. Note that in case of NB-IoT, SRB1bis, which has the same configuration as SRB1 but no PDCFP support, is established at the same time as SRB1, i.e., when RRCConnectionSetup/RRCConnectionResume is received in Msg4 but is not suspended and resumed and thus not available for transmission of Msg3 and Msg4. Although SRB1 can be made available with support of the RRC Suspend/Resume, i.e., UP solution, we do not consider transmissions of signalling messages carrying NAS-PDU over SRB1 for eDoNAS. Thus, in our view, SRB0 should be the only RB for transmission of RRC messages carrying UL NAS-PDU in eDoNAS.

[bookmark: _Toc493860287][bookmark: _Toc493860480][bookmark: _Toc493863674][bookmark: _Toc493863705][bookmark: _Toc493939724][bookmark: _Toc493939983][bookmark: _Toc494188713][bookmark: _Toc494192469][bookmark: _Toc494192498][bookmark: _Toc494193357][bookmark: _Toc494197111][bookmark: _Toc494194219][bookmark: _Toc494232971][bookmark: _Toc494233078][bookmark: _Toc494233779][bookmark: _Toc494270711][bookmark: _Toc494273041][bookmark: _Toc494273232][bookmark: _Toc494400653][bookmark: _Toc494413298]For transmission of Msg3, SRB1bis (in case of NB-IoT) is not available, whereas SRB1 can only be made available with the support of UP solution.
[bookmark: _Toc494232976][bookmark: _Toc494233083][bookmark: _Toc494233784][bookmark: _Toc494270716][bookmark: _Toc494273046][bookmark: _Toc494273237][bookmark: _Toc494400658][bookmark: _Toc494413320]Only consider SRB0 for transmission of signalling messages carrying UL NAS-PDU in eDoNAS.

There are some common characteristics for transmissions the signaling messages over SRB0 as discussed in the following. First, transmission of Msg3 and Msg4 over SRB0 implies that no RLC acknowledgement for data.

[bookmark: _Toc493775577][bookmark: _Toc493778141][bookmark: _Toc493779896][bookmark: _Toc493781399][bookmark: _Toc493781408][bookmark: _Toc493783842][bookmark: _Toc493860288][bookmark: _Toc493860481][bookmark: _Toc493863675][bookmark: _Toc493863706][bookmark: _Toc493939725][bookmark: _Toc493939984][bookmark: _Toc494188714][bookmark: _Toc494192470][bookmark: _Toc494192499][bookmark: _Toc494193358][bookmark: _Toc494197112][bookmark: _Toc494194220][bookmark: _Toc494232972][bookmark: _Toc494233079][bookmark: _Toc494233780][bookmark: _Toc494270712][bookmark: _Toc494273042][bookmark: _Toc494273233][bookmark: _Toc494400654][bookmark: _Toc494413299]No RLC ACK for transmissions of Msg3 and Msg4.

Regarding content of Msg3, Msg3 should include NAS-PDU with EBI, UE ID (i.e., S-TMSI) and maybe some information currently included in Msg5 (RRCConnectionSetupComplete), e.g., selectedPLMN-Identity parameter. This needs to be checked with SA2.
 
[bookmark: _Toc493775587][bookmark: _Toc493779910][bookmark: _Toc493783834][bookmark: _Toc493860328][bookmark: _Toc493860491][bookmark: _Toc493863685][bookmark: _Toc493863716][bookmark: _Toc493865847][bookmark: _Toc493865867][bookmark: _Toc493865914][bookmark: _Toc493865933][bookmark: _Toc493939740][bookmark: _Toc493939805][bookmark: _Toc493939905][bookmark: _Toc493939944][bookmark: _Toc493939967][bookmark: _Toc493940103][bookmark: _Toc494188723][bookmark: _Toc494192479][bookmark: _Toc494192508][bookmark: _Toc494193367][bookmark: _Toc494193383][bookmark: _Toc494197096][bookmark: _Toc494193564][bookmark: _Toc494232978][bookmark: _Toc494233085][bookmark: _Toc494233786][bookmark: _Toc494270717][bookmark: _Toc494273047][bookmark: _Toc494273238][bookmark: _Toc494400659][bookmark: _Toc494413321]Ask SA2 whether any additional parameters need to be included in Msg3 in addition to NAS-PDU and S-TMSI.

Regarding security, NAS-PDU is protected with NAS security function, i.e., ciphering of the data part and integrity protection of the whole NAS message, i.e., CONTROL PLANE SERVICE REQUEST and ESM DATA TRANSPORT. However, the SRB0 does not have PDCP support and thus no AS security protection. This allows for different sorts of attack at AS layer. However, the NAS layer at receiving side would detect the attacks and in the worst case, retransmissions are needed.

[bookmark: _Toc493781401][bookmark: _Toc493781410][bookmark: _Toc493783844][bookmark: _Toc493860330][bookmark: _Toc493860493][bookmark: _Toc493863687][bookmark: _Toc493863718][bookmark: _Toc493865849][bookmark: _Toc493865869][bookmark: _Toc493865916][bookmark: _Toc493865935][bookmark: _Toc493939742][bookmark: _Toc493939807][bookmark: _Toc493939907][bookmark: _Toc493939946][bookmark: _Toc493939969][bookmark: _Toc493940105][bookmark: _Toc494188715][bookmark: _Toc494192471][bookmark: _Toc494192500][bookmark: _Toc494193359][bookmark: _Toc494197113][bookmark: _Toc494194221][bookmark: _Toc494232973][bookmark: _Toc494233080][bookmark: _Toc494233781][bookmark: _Toc494270713][bookmark: _Toc494273043][bookmark: _Toc494273234][bookmark: _Toc494400655][bookmark: _Toc494413300]If RRC message carrying NAS-PDU (both UL and DL) is transmitted over SRB0, eDoNAS does not have AS security support.

Considering the RRC messages that carry UL/DL NAS-PDU in eDoNAS, there are two cases:
· The UL/DL NAS-PDU is included in existing RRCConnectionRequest/RRCConnectionSetup, respectively. 
· The UL/DL NAS-PDU is included in a separate UL/DL RRC message that is multiplexed with the RRCConnectionRequest/RRCConnectionSetup at MAC sublayer.

In the following, we discuss in detail the UL early data in Msg3 and DL early data in Msg4 for these two cases.
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[bookmark: _Ref494270754]Figure 2: Illustration of UL eDoNAS transmission single RRC message (case 1)
UL Early Data in Msg3 
In the first case, the UL NAS-PDU containing user data is included in the RRCConnectionRequest. Figure 2 illustrates the protocol structure for this case. 
A problem occurs in this case. Once RRC layer receives the NAS-PDU, it forms the RRCConnectionRequest and then triggers the random access procedure during which the UL grant for Msg3 is provided in Msg2, i.e., RAR message. Thus, RRCConnectionRequest is formed before grant size is known. Thus, if the grant size is not sufficient for the MAC PDU of Msg3, the MAC sublayer needs to discard the whole SDU and interactions between L2 and L3 are needed to fall back and form the legacy RRCConnectionRequest message, i.e., without NAS-PDU. Otherwise, UE needs to try the random access procedure again.

[bookmark: _Toc493775576][bookmark: _Toc493778140][bookmark: _Toc493779895][bookmark: _Toc493781398][bookmark: _Toc493781407][bookmark: _Toc493783841][bookmark: _Toc493860289][bookmark: _Toc493860482][bookmark: _Toc493863676][bookmark: _Toc493863707][bookmark: _Toc493939726][bookmark: _Toc493939985][bookmark: _Toc494188716][bookmark: _Toc494192472][bookmark: _Toc494192501][bookmark: _Toc494193360][bookmark: _Toc494197114][bookmark: _Toc494194222][bookmark: _Toc494232974][bookmark: _Toc494233081][bookmark: _Toc494233782][bookmark: _Toc494270714][bookmark: _Toc494273044][bookmark: _Toc494273235][bookmark: _Toc494400656][bookmark: _Toc494413301]If NAS-PDU is included in RRCConnectionRequest, when the UL grant size is not sufficient for Msg3, it is not straightforward to fall back to legacy operation, i.e., without NAS-PDU.

This can be addressed by having additional interactions between L2 and L3 in the random access procedure. In particular, for eDoNAS-capable UEs, the RRC layer triggers the RA procedure, but does not form the RRCConnectionRequest until it is notified of the TBS for Msg3 by the MAC sublayer to avoid the reforming of the message. However, such additional complexity in processing Msg3 is not preferred. 
In the second case, the NAS-PDU containing UL data is included in a separate RRC message and is MAC multiplexed with the legacy RRCConnectionRequest. This provides flexibility in forming Msg3 at the UE. If the UL grant size for Msg3 is sufficient, both messages are included in the Msg3 MAC PDU. Otherwise, only the legacy RRCConnectionRequest is included.

[bookmark: _Toc493775583][bookmark: _Toc493779906][bookmark: _Toc493783830][bookmark: _Toc493860333][bookmark: _Toc493860496][bookmark: _Toc493863690][bookmark: _Toc493863721][bookmark: _Toc493865852][bookmark: _Toc493865872][bookmark: _Toc493865919][bookmark: _Toc493865938][bookmark: _Toc493939745][bookmark: _Toc493939810][bookmark: _Toc493939910][bookmark: _Toc493939949][bookmark: _Toc493939972][bookmark: _Toc493940108][bookmark: _Toc494188727][bookmark: _Toc494192483][bookmark: _Toc494192512][bookmark: _Toc494193371][bookmark: _Toc494193387][bookmark: _Toc494197100][bookmark: _Toc494193568][bookmark: _Ref494230856][bookmark: _Toc494232979][bookmark: _Toc494233086][bookmark: _Toc494233787][bookmark: _Toc494270718][bookmark: _Toc494273048][bookmark: _Toc494273239][bookmark: _Toc494400660][bookmark: _Toc494413322]UL NAS-PDU is delivered using a separate RRC message rather than being included in RRCConnectionRequest.
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[bookmark: _Ref494400683]Figure 3: Illustration of UL eDoNAS transmission for separate RRC messages (case 2)
The protocol structure for the UL eDoNAS as well as contents of Msg3 in this case is illustrated as in Figure 3. The second RRC message can be a newly defined RRC message or an existing one. An option is to use the existing ULInformationTransfer message. Note that currently the UE uses this message to transfer NAS dedicated information over SRB1 when in RRC_CONNECTED mode. Thus, minor changes (i.e., text changes in TS36.331) are needed to make it possible for transmitting this message over SRB0 when UE is not in RRC_CONNECTED mode.

[bookmark: _Toc493860337][bookmark: _Toc493860500][bookmark: _Toc493863694][bookmark: _Toc493863725][bookmark: _Toc493865856][bookmark: _Toc493865876][bookmark: _Toc493865923][bookmark: _Toc493865942][bookmark: _Toc493939747][bookmark: _Toc493939812][bookmark: _Toc493939912][bookmark: _Toc493939951][bookmark: _Toc493939974][bookmark: _Toc493940110][bookmark: _Toc494188729][bookmark: _Toc494192485][bookmark: _Toc494192514][bookmark: _Toc494193373][bookmark: _Toc494193389][bookmark: _Toc494197102][bookmark: _Toc494193570][bookmark: _Toc494232980][bookmark: _Toc494233087][bookmark: _Toc494233788][bookmark: _Toc494270719][bookmark: _Toc494273049][bookmark: _Toc494273240][bookmark: _Toc494400661][bookmark: _Toc494413323]Support the transmission of ULInformationTransfer message carrying UL NAS-PDU  over SRB0.
[bookmark: _Toc493775578][bookmark: _Toc493778142][bookmark: _Toc493779897][bookmark: _Toc493781400][bookmark: _Toc493781409][bookmark: _Toc493783843][bookmark: _Toc493860290][bookmark: _Toc493860483][bookmark: _Toc493863677][bookmark: _Toc493863708][bookmark: _Toc493939727][bookmark: _Toc493939986][bookmark: _Toc494188717][bookmark: _Toc494192473][bookmark: _Toc494192502][bookmark: _Toc494193361][bookmark: _Toc494197115][bookmark: _Toc494194223][bookmark: _Toc494232975][bookmark: _Toc494233082][bookmark: _Toc494233783][bookmark: _Toc494270715][bookmark: _Toc494273045][bookmark: _Toc494273236][bookmark: _Toc494400657][bookmark: _Toc494413302]If Proposal 3 is approved, when the grant size is not sufficient for NAS-PDU, fallback operation is possible.

The separate RRC message is transmitted on CCCH over SRB0, thus the UL-CCCH-Message class needs to be extended to include the message carrying UL NAS-PDU.

[bookmark: _Toc493775589][bookmark: _Toc493779912][bookmark: _Toc493783836][bookmark: _Toc493860335][bookmark: _Toc493860498][bookmark: _Toc493863692][bookmark: _Toc493863723][bookmark: _Toc493865854][bookmark: _Toc493865874][bookmark: _Toc493865921][bookmark: _Toc493865940][bookmark: _Toc493939748][bookmark: _Toc493939813][bookmark: _Toc493939913][bookmark: _Toc493939952][bookmark: _Toc493939975][bookmark: _Toc493940111][bookmark: _Toc494188730][bookmark: _Toc494192486][bookmark: _Toc494192515][bookmark: _Toc494193374][bookmark: _Toc494193390][bookmark: _Toc494197103][bookmark: _Toc494193571][bookmark: _Toc494232981][bookmark: _Toc494233088][bookmark: _Toc494233789][bookmark: _Toc494270720][bookmark: _Toc494273050][bookmark: _Toc494273241][bookmark: _Toc494400662][bookmark: _Toc494413324]If Proposal 3 is approved, extend UL-CCCH-Message class to include the separate RRC message. 
DL Early Data in Msg4 
In current DoNAS solution, DL NAS-PDU is included in the DLInformationTransfer, which is transmitted over SRB1 to a UE in RRC_CONNECTED mode. Similar to the UL eDoNAS discussed above, between the two cases, multiplexing the legacy RRCConnectionSetup and DLInformationTransfer in MAC sublayer is preferred in our view since it requires minimal changes.

[bookmark: _Toc493775592][bookmark: _Toc493779915][bookmark: _Toc493783839][bookmark: _Toc493860339][bookmark: _Toc493860502][bookmark: _Toc493863696][bookmark: _Toc493863727][bookmark: _Toc493865858][bookmark: _Toc493865878][bookmark: _Toc493865925][bookmark: _Toc493865944][bookmark: _Toc493939750][bookmark: _Toc493939815][bookmark: _Toc493939915][bookmark: _Toc493939954][bookmark: _Toc493939977][bookmark: _Toc493940113][bookmark: _Toc494188732][bookmark: _Toc494192488][bookmark: _Toc494192517][bookmark: _Toc494193376][bookmark: _Toc494193392][bookmark: _Toc494197105][bookmark: _Toc494193573][bookmark: _Toc494232982][bookmark: _Toc494233089][bookmark: _Toc494233790][bookmark: _Toc494270721][bookmark: _Toc494273051][bookmark: _Toc494273242][bookmark: _Toc494400663][bookmark: _Toc494413325]For DL eDoNAS, support MAC multiplexing of RRCConnectionSetup and DLInformationTransfer that carries NAS-PDU in Msg4. 
Similar to the UL eDoNAS, respective text changes in TS36.331, 5.6.1 and 6.2.2 are needed to allow the eNB to transmit the DLInformationTransfer over SRB0 when UE is not in RRC_CONNECTED mode.
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Conclusion
In this contribution paper, we made the following observations:
Observation 1	For transmission of Msg3, SRB1bis (in case of NB-IoT) is not available, whereas SRB1 can only be made available with the support of UP solution.
Observation 2	No RLC ACK for transmissions of Msg3 and Msg4.
Observation 3	If RRC message carrying NAS-PDU (both UL and DL) is transmitted over SRB0, eDoNAS does not have AS security support.
Observation 4	If NAS-PDU is included in RRCConnectionRequest, when the UL grant size is not sufficient for Msg3, it is not straightforward to fall back to legacy operation, i.e., without NAS-PDU.
Observation 5	If Proposal 3 is approved, when the grant size is not sufficient for NAS-PDU, fallback operation is possible.

Based on the discussion and observations, we propose the following:
Proposal 1	Only consider SRB0 for transmission of signalling messages carrying UL NAS-PDU in eDoNAS.
Proposal 2	Ask SA2 whether any additional parameters need to be included in Msg3 in addition to NAS-PDU and S-TMSI.
Proposal 3	UL NAS-PDU is delivered using a separate RRC message rather than being included in RRCConnectionRequest.
Proposal 4	Support the transmission of ULInformationTransfer message carrying UL NAS-PDU  over SRB0.
Proposal 5	If Proposal 3 is approved, extend UL-CCCH-Message class to include the separate RRC message.
Proposal 6	For DL eDoNAS, support MAC multiplexing of RRCConnectionSetup and DLInformationTransfer that carries NAS-PDU in Msg4.
Proposal 7	Support the transmission of DLInformationTransfer message carrying DL NAS-PDU  over SRB0.
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