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1 Introduction 

Access control is a fundamental feature for network system. NR needs this function to prevent overload and priority operate. This contribution provides review of the various mechanisms of access in legacy specification and provides initial consideration on NR access restriction.

2 Discussions
2.1 Access control in current specification

There are several access control mechanisms in current specification. These mechanisms include ACB, SSAC, ACB skip, EAB, and ACDC.

The ACB is the basic approach of access control. In current specification, RAN provides barring factor and barring time for normal UE (AC0-9) and provides specific indicator for high priority UE (AC 11-15) and provides dedicated indicator for emergency (AC 10). If UE is in RRC connection setup procedure and has high priority AC, at first the UE checks weather it may pass the barring. If the UE pass the barring, then UE can access to the cell. If not, the UE checks the normal class baring configuration and enforce based on the indication from SIB2. 

The general ACB mechanism is valid for the access control of MO-signaling and MO-Data. The current specification also supports to control access for specific service. SSAC mechanism is design to control MMTEL-VOICE and MMTEL-VEDIO from UEs. In addition to basic ACB mechanism, if UE aims to access with MMTEL-voice or MMTEL-VEDIO, it shall check the barring in RRC IDLE and RRC CONNECTED states. 

In order to enable access control in network sharing scenario, the ACB mechanism was enhanced to support provide access restriction per PLMNs. The access restriction information further split into two parts. One part is called as Common access barring parameters; the other part is PLMN specific access barring parameters. If UE finds the specific PLMN access barring parameter for the same PLMN selected by UE, then the UE omits the common access barring parameter and enforced the baring rule indicated by the SIB2.

EAB is designed for for both RAN overload control and CN overload control of MTC.The eNB provide common EAB parameter and/or PLMN specific access parameter to the UE in SIB14.In this mechanism, EAB introduces new access granularity which is UE’s eab-category(e.g. a b c). 

ACDC is designed for specific applications. At most 16 categories of applications are able to used for access control. 

Observation 1 : In LTE, the following aspects are considered in the access control:

· UE’s Access Class

· Service/Application (SSAC\ACDC)

· EAB

· PLMN

2.2 Requirement for NR.

Access control helps the network to alleviate the highly congested situations. Therefore access restriction also plays important role in NR‘s features. It is straightforward for NR to have the same access control capability as legacy LTE system is. 

Proposal 1: Similar as LTE, at least, the following aspect should be considered in NR access control.

· UE’s class/category (e.g. Access Class/EAB)

· Service/Application (SSAC\ACDC)

· PLMN

In addition to the legacy capability, NR should consider to meet new emerge requirements. All the legacy access restriction targets and granularities such as AC class, EAB-category etc are come from the SA1’s requirement. In the same principle, NR should consider new requirement from SA1.One new object for NR is to support a wide range of services, which have different QoS requirements. Network slicing considered as one of the key technologies to support various services with different QoS requirements.
For the NW slice, the following requirement has been capture in the TR 22.891:

---------------------------------------------- From 22.891 --------------------------------------------------------

The operator shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices.

---------------------------------------------- From 22.891 --------------------------------------------------------

Considering the requirement on the isolation shown above, different access restrictions may be required for different NW slice. For example, the UE in NW slice for public safety (e.g. fire fighter) may require high access possibility than then normal UEs. Therefore new access granularity for network slicing is necessary.

Proposal 2: The NW slice should be considered in the access control. And the slice specific access control should be supported in NR.
However, as discussed in section 2.1, most of the access control mechanisms use PLMN as granularity. For example, apart from common parameter for PLMN-agnostic access targets (UE AC or application type), RAN also provide PLMN specific access control parameter. It is not clear what the relation between PLMN and network slicing is. Different from PLMNs, the network slicing may be used by enterprises or MVNOs. It is possible that one PLMN own several different network slicing and one network slicing may own several PLMNs. It is also possible that some slices are PLMN-agnostic. 

On the other side, the max number of the PLMN in current specification is 6, this is limited for network slicing. Since the types/instances of network slicing are far more than number of PLMNs. Therefore, NR access restriction should consider what the relationship between network slicing and PLMN.

Proposal 3: Relation between PLMN and network slicing need further study.

2.3 Access control for NR

As described in section 2.2, access targets and granularities can be identified for NR. With the combination of these access target and granularities, Operator is able to arrange desired access restriction rule for the UE. It is then need to consider which format NR use for the rule configuration and how does the rule configure to the UE.

2.3.1 Access rule format

The straightforward way to define access rule format is reuse the same format in current specification. However the access control in current specification is complex and redundancy. Due to the evolution of the specification, at first only ACB mechanism is introduced. Then the other mechanism i.e. SSAC, ACB-Skip, EAB, ACDC are introduced into specification in sequence. This progress makes the access rule format become redundancy. For example, in current specification, ACDC/EAB/ACB has the same rule format, and ACDC/EAB can override ACB configuration. The duplication configuration seems unnecessary. 

The access granularity in current specification (i.e. PLMN, EAB-category) is also duplicated. Since EAB-category is special combination of UE’s PLMN attribution, it is possible to use generic granularity to cover all the case.

The access targets in current specification (i.e. specific service (e.g. MMTEL), operator-defined applications) are also duplicated. Since specific service in general is one kind of application. Then it is possible to use more generic rule to cover all these services.

Proposal 4: To adopt generic access rule format for NR.

2.3.2 RRC state for NR access control

As described in section 2.2, only SSAC mechanism is applied for RRC-idle and RRC-connected states, while others are applied in RRC-idle states. The reason is various applications of Smartphone frequently make UE in RRC-CONNECTED state [1]. In order to protect IMS node from burst traffic, SSAC control in RRC-CONNECTED state is introduce. The principle is also valid for NR. However, it is note that the real reason to introduce is that IMS node may get congested before the resource of eNB is exhausted.  For some application in NR, it may not the same case. Some service/application needs control in RRC-CONNECTED state while some needs not. It then proposes to use configurable solution to cover this issue. For example, all the applications have RRC state attribute, if configured, then this kind of application is under control in that RRC state. 
Proposal 5: For the services specific access control, whether the access rule is available in RRC_CONNECTED state should be configurable in NR.
3 Conclusion 

Based on all the analysis abve, we give our observations and proposal as:

Observation 1 : In LTE, the following aspects are considered in the access control:

· UE’s Access Class

· Service/Application (SSAC\ACDC)

· EAB

· PLMN

Proposal 1: Similar as LTE, at least, the following aspect should be considered in NR access control.

· UE’s class/category (e.g. Access Class/EAB)

· Service/Application (SSAC\ACDC)

· PLMN

Proposal 2: The NW slice should be considered in the access control. And the slice specific access control should be supported in NR.
Proposal 3: Relation between PLMN and network slicing need further study.
Proposal 4: To adopt generic access rule format for NR.
Proposal 5: For the services specific access control, whether the access rule is available in RRC_CONNECTED state should be configurable in NR.
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