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1 Introduction

This paper discusses how addressing should be performed for D2D communication.
2 Discussion

For D2D communication, we need addressing mechanism(s) to identify the source and receiver(s) of the transmitted data. As one of the main targets for D2D communication is Public Safety for out-of-coverage or partial coverage scenarios, we need an addressing mechanism for the case when there is no network available. Once we have an addressing mechanism for these scenarios we expect that it can work also for an in-coverage scenario.
Proposal 1 RAN2 should aim for a single set of addressing mechanisms for D2D communication that works in all D2D scenarios defined in TR 36.843.

Assuming ProSe communication services are IP-based, IP addresses ultimately identify the sender and receiver. However, since IP header compression is expected as least for parts of these services (e.g. voice) we can’t rely on IP addresses in every packet. Since the physical layer provides essentially a broadcast communication service for D2D, we can’t rely on the physical layer either.
So, the best layer candidate for conveying addresses would be MAC. 

Proposal 2 For D2D, there is a communication addressing function in MAC.

2.1 Layer 2 addresses

So, what identity would be used within MAC for communication addressing?

If we for example pick the scenario 1A of TR 36.843 [1] – UE1 and UE2 are both out of coverage – we can’t rely on cell-specific UE addresses (such as C-RNTIs) with book-keeping by the eNB. Instead, addresses have to be allocated or derived somehow by the UEs. 

SA2 [2] has made the following definition:

ProSe UE Identity: A unique identity allocated by EPS which identifies the ProSe enabled UE. It can be assigned to a UE at any moment in time for a configurable duration, can be stored at the UE, but its value cannot be changed assigned by the user, and is subject to operator assignment and re-assignment.

The ProSe UE Identity is a natural way of addressing a single UE (as source or destination). However, we have three concerns of using the ProSe UE Identity directly as a UE address for communication:

1.
Even if the structure or length of the ProSe UE Identity has not yet been decided, it is likely that it will be very large in order to be globally unique. If we for example compares with the GUTI (which could actually be a candidate to use as ProSe UE Identity), the length of GUTI is around 80 bits in its longest form.

2.
The security impacts of using a plain ProSe UE Identity as address during communication have to be considered. For example, a third UE that knows the ProSe UE Identities of UE1 and UE2 would be able to track that a communication session is ongoing between UE1 and UE2 and it also increases the risk of replay attacks. This would typically imply that the ProSe UE Identity needs to be changed frequently. For in-coverage scenarios, this means a signalling overhead. For out-of coverage scenarios, a reliable – and probably autonomous - solution for ProSe UE Identity reallocation is yet to be presented.
3.
The ProSe UE Identity is a NAS level identity. We believe that there is a potential need for the AS user plane to establish a communication context tied to a peer UEs identity during a communication session, e.g. for scheduling, ciphering and integrity protection. Using the ProSe UE Identity as part of the AS user plane communication context will likely cause an unwanted dependency of NAS within AS specifications.

Observation 1 The ProSe UE Identity cannot be sent directly as a L2 address.
Therefore, a D2D communication addressing mechanism is needed in the MAC layer, using L2 addresses and these L2 addresses are typically conveyed in MAC PDUs. However, these L2 addresses may also be provided to, and used by, the physical layer to perform e.g. scrambling and filtering of received data.
Proposal 3 As part of the communication addressing MAC function, L2 addresses are conveyed in MAC PDUs.

Observation 2 To support the out-of-coverage scenario 1A, the L2 addresses need to be allocated or derived without network availability at the time of transmission.
Even if the ProSe UE Identity is not sent directly, a solution is to use it as input to the L2 address, as illustrated in the figure below:
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Figure 1: Using the ProSe UE Identity as input when allocating the L2 address
In the figure the ProSe UE Identity is forwarded to a one-way hash function, which creates a pseudo-unique L2 address. To avoid e.g. UE tracking and replay attacks, a “system time” and possibly a key are also used as inputs to this function. Here we assume that all ProSe UEs have a common understanding of system time at a certain accuracy (e.g. by using NTP for the case of Public Safety UEs).

2.1.1 Source L2 address
The purpose of the source L2 address is to provide a reference that is used by the receiver to identify MAC data PDUs belonging to the same transmission. The transmitting UE allocates the source L2 address.
Proposal 4 A source L2 address is needed in the MAC header of MAC data PDUs.

Proposal 5 The transmitting UE allocates a source L2 address.

The source L2 address can be constructed from the ProSe UE Identity of the transmitting UE, e.g. as illustrated in the figure above.
Observation 3 The source L2 address can be constructed from the ProSe UE Identity of the transmitting UE.
2.1.2 Destination L2 address

For the destination address, we need to distinguish between 1:1 and 1:M transmissions. 
For 1:1, it would be natural that the destination address identifies the receiving UE, e.g. by using an identity derived from the ProSe UE Identity in the illustration above. 
For 1:M, we may further divide it into groupcast and broadcast. Broadcast in MAC implies that the only destination address is an indicator identifying the transmission as a broadcast. Higher layers may then provide additional addressing mechanisms. 
As a starting point, we think that broadcast destination addressing in MAC is sufficient in Rel-12. 
Proposal 6 As starting point, the only destination L2 address in MAC in Rel-12 is a broadcast indicator.

2.1.3 Size of addresses

The size of the source L2 address and destination L2 address is naturally a trade-off between resource usage and the risk of collision (two UEs allocating the same L2 address). 

In case of collisions, we can distinguish between the following cases:
1.
A UE receives a MAC data PDU which appears as belonging to an on-going transmission, but due to collisions of source L2 addresses, it originates from a different UE than made the original transmission.
2.
A UE receives a MAC data PDU which appears to be addressing the particular UE (or a group where the UE participates), but due to a collision of destination L2 addresses it actually does not.
In case the destination L2 address is a broadcast indicator, case 2 is not relevant.

For case 1, given that MAC will not be able to detect the collision, the data will be forwarded to higher layers but will not produce a usable result, especially in the context of the other, correct PDUs, at least if ciphering and speech coding is applied.
Observation 4 Higher layers may need to resolve address collisions that occur in the MAC layer.

The probability of collision can be calculated using published formulas for the generalization of what is commonly known as the “birthday problem” [3]. For simplicity and for sake of an approximate calculation, we here assume that the source L2 address used by a UE is a uniformly distributed random number (which in reality is typically not the case). 

Given n random integers drawn from a discrete uniform distribution with range [1,d], the probability p(n;d) that at least two numbers are the same, can be approximated as:
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Moreover, if n(p;d) denotes the number of random integers drawn from [1,d] to obtain a probability p that at least two numbers are the same, then
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In our case, d is equal to 2k, where k is the number of used bits for the source L2 address. n is the number of UEs in the proximity simultaneously transmitting data for D2D communication. p is the probability that at least two UEs are using the same source L2 address. 
Using the second formula for calculation (with d=2k), the following table shows the number of simultaneously transmitting UEs n that are required to result in a given address collision probability p, for different sizes k of the source L2 address (k = 8, 16 and 32 bits respectively): 

	
	k = 8 bits
	k = 16 bits
	k = 32 bits

	p = 0.5
	n = 19
	n = 302
	n = 77163

	p = 0.1
	n = 8
	n = 118
	n = 30084

	p = 0.01
	n = 3
	n = 37
	n = 9292

	p = 0.001
	n = 1
	n = 12
	n = 2932

	p = 0.0001
	n = 1
	n = 4
	n = 927


Table 1: Number of simultaneously transmitting UEs required to achieve a given L2 address collision probability for different sizes of the L2 address

For L2 address size of 8 bits, it would be enough with three UEs transmitting simultaneously in the proximity in order to achieve an address collision probability of 1%. For 16 bits, the same probability requires 37 UEs transmitting simultaneously. And for an L2 address size of 32 bits, 9292 simultaneous transmitters in the proximity would be required.
For a multicast/broadcast speech service, 37 simultaneous transmitters in the proximity would typically require the same amount of independent conversations (groups). We therefore think that an L2 address size of 16 bits is sufficient, given that rare collisions (in typically less than one per cent of the cases) can be accepted.
Proposal 7 As starting point, the size of source L2 address is 16 bits.
3 Conclusion

In section 2 we made the following observations:
Observation 1
The ProSe UE Identity cannot be sent directly as a L2 address.
Observation 2
To support the out-of-coverage scenario 1A, the L2 addresses need to be allocated or derived without network availability at the time of transmission.
Observation 3
The source L2 address can be constructed from the ProSe UE Identity of the transmitting UE.
Observation 4
Higher layers may need to resolve address collisions that occur in the MAC layer.


Based on the discussion in section 2 we propose the following:
Proposal 1
RAN2 should aim for a single set of addressing mechanisms for D2D communication that works in all D2D scenarios defined in TR 36.843.
Proposal 2
For D2D, there is a communication addressing function in MAC.
Proposal 3
As part of the communication addressing MAC function, L2 addresses are conveyed in MAC PDUs.
Proposal 4
A source L2 address is needed in the MAC header of MAC data PDUs.
Proposal 5
The transmitting UE allocates a source L2 address.
Proposal 6
As starting point, the only destination L2 address in MAC in Rel-12 is a broadcast indicator.
Proposal 7
As starting point, the size of source L2 address is 16 bits.
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