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Discussion and Decision
1      Introduction
Dual connectivity is one of the potential solutions to address the challenges for small cell deployments. One architecture option for dual connectivity is that the small cell eNB, once configured by the macro eNB, directly communicates with S-GW via the S1 interface [1]. For this approach (denoted as S1 approach in this contribution), new security issues arise, which is a topic of this contribution. 
2      Discussion
In current LTE systems, in order to protect the data from being received by a third party or to detect the change made by a third party, ciphering and integrity is supported. In access stratum (AS) level, ciphering and integrity are applied for RRC signaling (control plane) and only ciphering is applied for user data (user plane).  

RRC layer is responsible for AS security key handling and AS security procedure. PDCP layer performs integrity and ciphering of RRC signaling and ciphering of user plane data. KRRCint is used for RRC signaling integrity, while KUPenc and KRRCenc are used for ciphering of user plane and control plane, respectively. All three keys are generated from KeNB and the AS derives a KeNB from KASME which is a common secret key available in both UE and network. During handover, the source eNB derives a KeNB*, which is used in target eNB. For example, in X2 handover, the source eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source eNB shall first compute KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB in case of horizontal key derivation or from the NH in case of vertical key derivation [4].
In Rel-10 CA, the PCell is responsible to provide the security key (KeNB). Since in Rel-10 CA, all serving cells are located in the same eNB and PDCP layer is defined per RB regardless of the number of serving cells, there is no problem to use only one security key.
Figure 1 shows the network architecture for S1 approach. In the figure below, macro eNB can also handle user plane data e.g. delay sensitive service like VoIP.
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Figure 1: Network architecture for S1 approach
For S1 approach, one potential radio protocol structure is shown in Figure 2 below. SRBs and DRB 1 are configured in the macro cells and DRB 2/3 are configured in the small cell. Since S1 bearer is connected from the small cell to S-GW directly, PHY/MAC/RLC/PDCP for the DRB 2 and 3 are located in small cell. 
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Figure 2: Protocol architecture for S1 approach
From Figure 2 above, it can be seen that there are PDCP layers in small cell, and ciphering is performed in small cell as well as in the macro cell. Therefore small cell needs to get the security keys to perform ciphering. So which security key for small cell to use? There are mainly two options:
Option A: same security key 
In this approach, small cell uses the same KeNB as the macro cell. From UE PDCP point of view, there is no difference between dual connectivity and normal operation as UE can use same security key to handle ciphering. However, there might be some security concerns since the small cell now uses the same security key as macro cell. If the small cell is not under operator control, communications between UE and macro cell might be compromised.

Option B: different security keys
In this approach, small cell uses a different KeNB (which is KeNB* in this contribution) from the macro cell. Since KeNB* derivation function is a secure one-way function, small cell cannot infer KeNB used by macro cell from KeNB*. Therefore using two security keys can avoid the possibility that communication between UE and macro cell is compromised. There are two potential issues with this approach:
· UE complexity: there is additional UE complexity since now UE needs to use different security keys to handle DRBs transmitted in macro and small cells. Whether such complexity increase is acceptable or not varies for different UE vendors.
· KeNB refresh (performed when PDCP COUNTs are about to wrap around): as pointed out in [3], it might be difficult to perform key refresh in small cell since there is no control plane in small cell (note that this part is still pending discussion). In current specification, intra-cell handover is needed to perform KeNB refresh. With dual connectivity, it is expected that small cell and macro cell might exchange necessary information so that macro cell can send RRC signaling to request KeNB refresh.
In summary, in S1 approach, since both macro cell and small cell handle PDCP, there are either security concerns or potential UE complexity increase. For X2 approach, if split is performed below PDCP, then there are not issues identified since PDCP layer is only present in macro cell.

Note that since SA3 is the WG to handle security, it might be necessary to involve SA3 on the security aspects identified in this contribution.
3      Conclusion
In this contribution, we identify that in S1 approach for dual connectivity, regarding security key handling; there are either security concerns or potential UE complexity increase. 
Proposal 1: RAN2 to discuss the security aspects for S1 approach of dual connectivity, and to discuss whether LS to SA3 is needed or not.
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