3GPP TSG RAN WG2 #77
 R2-120459
Dresden, Germany, February 6-10, 2012
Agenda Item:
4 UMTS/LTE joint: Rel-10 and earlier releases
Source: 
Ericsson, ST-Ericsson
Title:  
ETWS with security in Release 8, 9 and 10
Document for:
Discussion and Decision

1 Background
SA3 indicated that the security certificate length, used for ETWS Primary Notification, is too short to provide a good security level, and should be phased out [1]. 
CT1 has removed the partially specified ETWS security handling in Release 8, 9 and 10 CT#54 [2, 3, 4].
RAN5 has removed test in both LTE and UMTS for ETWS with security RAN#54 [5, 6].
SA3 concluded that all PWS warning messages, including ETWS primary and secondary notification, CMAS, EU-ALERT and KPAS, should contain a digital signature [7]. Based on the responses from GERAN2, RAN2 and CT1 to support longer security certificate, SA3 concluded that extending the PWS digital signature size to 75 bytes will provide a sufficient level of security and flexibility [7].
The ETWS PRIMARY NOTIFICATION WITH SECURITY message was introduced first with R2-087239 [8], and later the procedure text was introduced with R2-092882 [9]. The ETWS PRIMARY NOTIFICATION WITH SECURITY message contains the IE "ETWS information" (MP) (Primary Notification) and IE "ETWS warning security information" (OP) (security certificate and timestamp). 
2 Discussion
ETWS with security is no longer supported in Rel-8, Rel-9 and Rel-10. It is proposed to clarify this also in the LTE and UMTS specifications and to invalidate the ETWS with security feature in RRC specifications for Rel-8, Rel-9 and Rel-10. 

Proposal 1: Invalidate the ETWS with security feature in RRC specifications for Rel-8, Rel-9 and Rel-10 in LTE and UMTS
In UMTS the security information is conveyed in the dedicated message ETWS PRIMARY NOTIFICATION WITH SECURITY. For a UE supporting HS in CELL_PCH and URA_PCH, and UE supporting DRX in CELL_FACH, there is special handling to receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH. There is no need to support this special handling in Rel-8, Rel-9 and Rel-10 UE. 
However the ETWS PRIMARY NOTIFICATION WITH SECURITY message can also be used to convey the Primary Notification for ETWS in CELL_DCH state. 
Proposal 2: The ETWS PRIMARY NOTIFICATION WITH SECURITY message on DCCH in CELL_DCH is used to convey the Primary Notification for ETWS for UEs in CELL_DCH.
Corresponding draft CRs to 25.331 and 36.331 to invalidate the ETWS with security feature in UMTS and LTE are provided.

3 Summary

RAN2 is kindly requested to discuss invalidation of the ETWS with security feature:
Proposal 1: Invalidate the ETWS with security feature in RRC specifications for Rel-8, Rel-9 and Rel-10.

Proposal 2: The ETWS PRIMARY NOTIFICATION WITH SECURITY message on DCCH in CELL_DCH is used to convey the Primary Notification for ETWS for UEs in CELL_DCH. 
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