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Introduction
In RAN2#75 after discussion it is agreed that background traffic analysis is of high importance.  This includes traffic from unattended phone with applications not in “active phase”. In [1] background traffic generated by an idle laptop connected to a live HSPA network is analysed for Skype activity. It is also discussed in RAN2#75 that there can be difference in application characteristics when performed by smartphone. In this document we have analysed the Idle Skype application in Android smartphone.
Discussion
For the work item of RAN enhancements for diverse data applications following consensus was achieved after RAN2#75Bis [1].

	Agreements:

1) Traffic scenarios to consider initially:

     A) Background traffic: i.e. traffic from unattended phone with applications not in "active phase" (i.e. no email retrieval, no IM sending,...)

     B)
IM (including IM background)

2) Non-top priority:

    C) Gaming 

    D) Interactive content pull
    E) Video download (HTTP streaming)

3) Focus should be on smartphone behaviour rather than PC behaviour.


In [1] traffic from Idle computer in HSPA network for Skype is presented. The CDF presented in [1]

	CDF taken from [1] for Reference

Similarly as for the Facebook® page considered in section 2.3.1, it can be seen in Figure 7 that 90% of all packets are followed by an idle phase of less than 5 seconds. Idle phases do not exceed 25 seconds. 
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Figure 7: CDF of the packet inter-arrival times [s] between all recorded packets 
(full view (left) and zoom (right))



To understand the exact behaviour of Skype we performed an experiment with Android smartphone. Wireshark is used to capture the traffic. 
Skype Application

To perform this experiment we closed all the applications in the phone and started only the Skype application. After few minutes of the start of the application we started capturing the traffic by wireshark. Phone was kept Idle and no human interaction was performed. Traffic trace is collected for 5hours. Traffic pattern of all the captured packets is shown in Figure 1. To better understand the characteristics we preferred to draw traffic pattern of number of packet exchanged Vs time instance.
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Figure 1: Traffic Pattern of all the captured packets
Figure 2 below shows the zoomed version of same graph for first 20 minutes with higher resolution.
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Figure 2: Traffic Pattern of first 20 minutes (Zoomed)

We checked all the captured packets to see if there exists OS generated packets such as NBNS which are used for NW/service discovery as we see in [2] during Facebook application trace logging. This could be because these NBNS packets gets generated at some time instances and might have appeared in the Facebook log [2] by chance.

Observation 1: We didn’t see NBNS type packets in Skype log as we see in [2] during Facebook application trace logging. This could be because these NBNS packets gets generated at some time instances and might have appeared in the Facebook log [2] by chance.

Figure 3 shows the CDF of the Skype Application Packet inter arrival (in seconds) in Android smartphone. It observed that most of the packets arrive in less than 4-5 seconds. This behaviour is quite similar to Skype traffic in windows 7 computer [1]. However unlike Skype behaviour in Windows7 [1] where no idle phase exceeded 25 seconds; incase of Skype application in android smartphone idle phase has sometime as high as 300seconds.
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Figure 3: CDF of Skype Packet Inter Arrival Time (Sec)

Observation 2: From the traffic pattern captured for Idle Skype in Android Smartphone it seems that it is very similar to Skype activity in Windows 7 as presented in [1] the maximum idle phase of 300 sec in android compared to 25 sec in Windows 7.
Skype uses heavy cryptographic techniques to protect its packets from deep packet inspection so it is not possible to analyse the Skype packets. Some other observations from Skype trace which make it very difficult to filter out those data packets which are not related to Skype, as we were able to separate different packets for Facebook in [2].
1. Skype traces a very diverse range of TCP ports are used so not possible to distinguish Skype packets just by filtering one particular type of port.

2. Balanced mix of TCP and UDP ports are used.
3. There are huge number of IP addresses (close to 350) are present in 5 hours collected trace. This makes it quite difficult to analyse each IP address to see if those packets are not related to Skype. Some initial check with [3] for some of the IP addresses shows that those IP addresses belong to complete unknown entity. This could be because Skype uses peer-to-peer architecture.

4. All the packets in Skype are encrypted so it is difficult to find packet details. 

5. Due to this limitation it is also not possible to confirm with certainty that certain captured packet belongs to Skype or not? So it is not possible to filter out some of the packets which don’t belong to Skype as we were able to do it for the analysis of Facebook application in [2].
Observation 3: All the packets in Skype are encrypted, high number of TCP ports usage, high number of IP addresses to unknown source/destination, balanced TCP and UDP usage makes Skype trace analysis very difficult.
Figure 4 shows the CDF of the packet Size in bits for Skype This CDF is more or less similar to what it has been presented in [1] for Skype data on Windows 7 Computer.
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Figure 4: CDF of the Packet Size (Bits) for Skype App data

	CDF taken from [1] for reference
Figure 6 shows the CDF of the packet size in bit. 80% of the packets are smaller than 1300 bit but a couple of packets also reach the typical MTU size of 1500 byte (12000 bit). 
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Figure 6: CDF of the packet size [bit] of all recorded packets



Observation 4: In case of [1] 90% of data is less than 500bits for Windows 7. However in case of Android 90% data is less than 1000 bits.
Proposal 1: Skype traffic is very high even in the Skype in idle condition. RAN2 should further study why Skype traffic is so high and include it for further study in diverse data applications.

Proposal

In this contribution Skype behaviour in Idle is analysed. Based on observations we propose:
Proposal 1: Skype traffic is very high even in the Skype in idle condition. RAN2 should further study why Skype traffic is so high and include it for further study in diverse data applications.
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