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1 Introduction
In RAN2#71Bis an LS was sent to SA3 [1] stating that “RAN2 is not aware of any showstopper for the enhanced AS security solution but did not have enough time to study the comparison in detail and thus has no preference yet”. Though it is now for SA3 to decide on the approach, in this document we analyze the complexities associated in providing AS level security enhancements for Relay DRB integrity protection along with the associated RAN2 specification impacts. Also as has been earlier presented in [3], there are overheads associated with IPsec mainly due to additional headers (IP header in Tunnel mode + IPSec headers). This motivates us to present the exact analysis for AS security solution and RAN2 specification impacts.
2 Discussion
Supporting Integrity protection for DRBs 

The important issue to be addressed in order to support Integrity protection of DRBs in Relay Nodes will be to address the issue of key derivation and key management for integrity protecting DRBs. 
The integrity protection algorithm is common for signaling radio bearers SRB1 and SRB2 and in the case of RNs will be same for DRBs as well. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0. The AS currently applies three different security keys one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers. In the case of RN the fourth key KUPint will also have to be derived from the KeNB key. 
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Figure 1: Key Derivation

From Fig 1, KUPint derivation will have to be supported at the DeNB and the RN. Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment. 
Specifying the Integrity protection algorithm for DRBs 

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. The AS “security mode command” message contains the selected AS algorithms. 
If SA3 decides to support integrity protection of DRBs, it will have to specify if the same integrity protection algorithm has to be used for both the CP and UP or different algorithms. This will affect RAN2 specifications. Unless stated otherwise by SA3, It is the understanding that for integrity protection of the DRBs over the Un interface, the same integrity protection algorithm will be used for both the control plane and the UP over the Un interface.
Integrity protection for selective DRBs 

The DRBs on which integrity protection is required has to be clarified as the integrity protection should apply only on DRBs that carry the S1/X2-AP signalling. Applying Integrity Protection for all DRBs will have size overheads. In [3] it was indicated that a flag could be introduced in bearer establishment procedure (For RRC, an example is to add the flag in the PDCP-Config IE). 
Other static configuration approaches could be used as well. The radio bearer identity that would be subject to integrity protection could be fixed, ex: bearers with identity 3 & 4 can be considered to always be integrity protected.  The LCID could also be used as a reference for integrity protection, ex: data radio bearers with LCIDs 3 and 4 could be fixed for S1/X2 AP messages over the Un and for integrity protection. This will save any additional specification changes.
It could be argued that only one data radio bearer could be integrity protected on Un. The number of DRBs to be integrity protected is something that RAN2 should decide.
3 Conclusion
In this contribution we discuss supporting AS level DRB integrity protection support and find the complexity to be minimal. The supporting CRs are provided for possible comments.
Proposal 1: Even though the decision on the security mechanism is under discussion in SA3, it would be good for RAN2 to discuss the issues of number of DRBs to integrity protect and if this can be static. 
OR

Proposal 2: Don’t do anything till SA3 decides.
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