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1
Introduction
At the RAN2#71bis meeting RAN2 received an LS (R2-105306/S3-101105) from SA3 and in that LS, SA3 explained the progress of relay security topics. Also in the same LS, SA3 attached a living document (S3-101106) which captured different security solutions on the table. It should be noted that the scope of SA3 security discussion is wider than just providing the integrity protection for the S1/X2 messages over Un. (e.g, RN authentication, etc) In this contribution, we are analyzing IPSec based solutions and identified the impacts to eNB. 
2
Discussion
For the discussion so far, the companies supporting IPSec based solution have expected that there will not be any impact to eNB to support the integrity protection for the S1/X2 messages and IPSec would be just implemented in transport layer without any impact to AS layer. Unfortunately, it is not quite so simple. In this contribution, we analyze solutions 9, 7, and 4 from S3-101106.
As an example, Solution 9 – IPsec for control plane and with key binding for AS security is explained below. 
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Figure 1 Set up of security protocols for Solution 9
 In this solution, to generate the AS keys, new binding is introduced using KO as below. 
--------------------------------------   Extracted from S3-101106   --------------------------------------
The binding of KO and the keys from the RN subscription authentication is achieved by including the KO as a parameter to the KDF input for the KRRCint, KRRCenc, and KUPenc derivations. Remember that at the point of the binding there is already a complete existing EPS key hierarchy active. The KeNB from this current EPS key hierarchy is used as the input key to the derivation as usual. Figure 7.10.2.2.2-1 shows the input to the KDF applications. 
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Figure 2 Derivation of the bound keys for RRC and UP protection. There are other inputs to the key derivations, but only the relevant ones are shown.
--------------------------------------   End of extraction from S3-101106   --------------------------------------

As shown above, to use KO as a KDF input, it has to be signalled to RN thus this will have a signalling impact. Besides, this KO binding will have impact to KDF for the KRRCint, KRRCenc, and KUPenc derivations. Thus this creates quite major impact to security function in the current eNB. And according to [1] after the activation of a KO-bound AS security context, the RN and DeNB are supposed to keep KO-bound AS security context even if RN goes via RRC_IDLE state and comes back to RRC_CONNECTED. It is not clear how DeNB will treat this KO in this case. 
Also according to the description of [1], it seems that DeNB should generate KO and be able to change KO. For this a key identifier to keep track of KOs may be needed. And the DeNB shall also ensure that there is not a simultaneous change of KO, IPsec SAs or KeNB to avoid a race condition when it is unclear which keys are used.
Furthermore, according to S3-101366 [2], submitted to SA3#61 on 8th of November, a confirmation message needs to be sent after a successful NAS authentication without generation of a fresh offset key to validate AS security context in the DeNB and before any further user traffic is sent, to assure the RN that it is still talking to the same DeNB. [2] states: “The exact method is ffs and should be decided by RAN.”
Considering the description above, actually IPSec based relay security solution may have bigger impact to legacy eNB security architecture and implementation than PDCP enhancement.
Solution 7 – AKA for Relay Node UE authentication and IPSec protection is described as below.

--------------------------------------   Extracted from S3-101106   --------------------------------------
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Figure 7.8.2-1: AKA for IKE
The EPS AKA procedure is performed to authenticate the UICC in the Relay Node and core network. 

1.
When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2.
RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3.
SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4.
A special KIKE will be generated from KeNB in RN and RN’s DeNB simultaneousl.

5.
The key KIKE can be used for IKE authentication pre-share key instead of certificate. 
6.
A standard IKE negotiation procedure with pre-share key can be performed. IPsec tunnel will be generated by IKE and protection will be activated. What is more, IPsec can be updated by using standard IKE procedure.
--------------------------------------   End of extraction from S3-101106   --------------------------------------

For this solution it is expected that DeNB has to derive a new key, KIKE and put it into use.
Solution 4 – IPsec for control plane and security channel between RN and USIM with AKA credentials stored in UICC is described shortely as following:

--------------------------------------   Extracted from S3-101106   --------------------------------------

The main features of this solution are: (1) use of IPsec between RN and DeNB for protecting the integrity of S1 and X2 signalling over Un, but not for protecting any other traffic over Un; (2) use of a secure channel between USIM and RN; (3) autonomous validation of the RN platform; (4) a logic in the RN and the DeNB tying the preceding elements in a secure way. 

--------------------------------------   End of extraction from S3-101106   --------------------------------------

As shown in (1), as only the DRB conveying S1/X2 traffic needs to be integrity protected by IPsec, IPsec traffic selector has to be appropriately chosen so that only the S1/X2 traffic is forwarded to IPsec layer. This is also explained below. This impact should be common to all IPsec based solution.

--------------------------------------   Extracted from S3-101106   --------------------------------------

A4. The RN initiates certificate based IKEv2 to establish an IPsec ESP security association with the DeNB. Both IPsec in transport and tunnel mode are possible, but transport mode offers better performance. The IPsec traffic selectors are to be chosen such that precisely S1 and X2 traffic is protected by this security association. Only integrity protection (message authentication) is required, for encryption the NULL transform shall be used. This step shall be performed by the RN only if the preceding steps A1, A2, and A3 were successful.

--------------------------------------   End of extraction from S3-101106   --------------------------------------

In general even though IPSec is implemented in the eNB for backbone security, this is implemented in transport layer. And the usage in relay architecture is to protect the air interface, i.e, Un interface. Thus importing this transport functionality to telecom side of implementation may not be trivial task. Additionally, until now ciphering and integrity protection was provided on the same layer but by using IPSec, ciphering and integrity protection have to be provided in the different layer. Also it is not clear if RRC layer requires any action if integrity protection fails in the IP layer.

Thus even using IPSec for S1/X2 integrity protection may have less impact to specification work in RAN2, there may be bigger practical problem from implementation point of view.

On the other hand, even though some specification work is needed to extend PDCP function to provide integrity protection for DRB, as the function itself already existing in PDCP for SRB, it may be much simpler choice for eNB implementation.
3
Conclusion and Proposal
In this contribution, IPSec based RN security solutions are analyzed and the impacts to DeNB are highlighted. As shown in section 2, solution 9 seems to have the biggest impacts to the RAN2 standardization work as well as to eNB implementation while solution 4 and solution 7 have less impact to the RAN2 standardization work comparing to solution 9.  However we expect solution 4 and 7 also has quite many impacts to eNB implementation.

Therefore, it can be concluded that IPSec based RN security solution may have bigger impact to the legacy eNB security implementation and is not necessarily simpler than PDCP enhancement from DeNB implementation point of view. Thus it is proposed that RAN2 should not blindly support IPSec based security solution based on the wrong assumption. Also it is proposed that RAN2 should send an LS to SA3 on the analysis of the impact to the eNB.  (i.e, Solution 9 has biggest impacts to eNB from RAN2 standardization work and implementation point of view while solution 4 and 7 have less impacts at least from RAN2 standardization point of view)
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