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1 Introduction 

Stage 3 TR 33.821 [1] s7.5 describes why START security parameter transmission from UE to the network is necessary. However, in the current RRC specification TS 36.331 [2], this parameter is received from the network using COUNT. 

This contribution addresses the FFS about the use of START security parameter in the downlink.

We suggest to use this parameter in RRC CONNECTION RECONFIGURATION COMPLETE to E-UTRAN to deal with COUNT-C/I initialization to protect against re-use of SNs. Correspondingly, we propose additional text for inclusion to the TS 36.331 specification [2].

2 Considerations about START parameter

Stage 3 TR 33.821 [1] s7.5 clearly states that the START security parameter shall be transmitted from the UE to the network because each node (eNB for AS encryption/integrity function and MME for NAS encryption/integrity function) needs a COUNT as an input parameter of encryption/integrity function. Moreover, in the case when the UE remains in connected state for a long time without cell change, the keys need to be changed at the UE initiative because a malicious network could keep the same keys.
As in 3G, it is proposed to send START in an AS message that will be received from the eNB which will transmit it to the MME.

The RRC CONNECTION REQUEST message can’t convey the START parameter due to the following reasons:

1) the RRC CONNECTION REQUEST has a 32 bits limited size and the START parameter size is up to 20 bits,

2) this message is used for random access request purpose,

3) this message does not convey initial L3 message. If this message were conveyed the initial L3 message, as the MME would need the START parameter as soon as possible because START value is used to initialize COUNT, START would have to be included in RRC CONNECTION REQUEST.

Given that RRC CONNECTION RECONFIGURATION COMPLETE message may convey initial L3 message, this AS message needs to convey the START parameter.
Moreover, UMTS AKA scheme shall be used for LTE access, i.e. the cipher and integrity keys lifetime shall be controlled by the USIM thanks to the START parameter as mentioned in TS 33.102 [3]. It is suggested to keep uplink START behaviour to avoid impacts on the USIM files and application which is not the goal of LTE i.e. STARTPS EF could be used while LTE access is used.

Proposal: We suggest removing the downlink COUNT parameter and key derivation information from Security configuration parameter and adding an uplink START parameter to the RRC CONNECTION RECONFIGURATION COMPLETE message. This parameter shall be sent whenever a radio link resource is (re)configured or a handover occurs as in legacy UMTS.
3 Conclusion

It is proposed that RAN2 discusses the proposal listed in this contribution as well as the proposed text below, and agrees on the proposed text which can be found at the end of this contribution. 
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----------------------------------- Text Proposal to TS 36.331 ---------------------------------------

5.2.5.4
Reception of the RRC CONNECTION RECONFIGURATION COMPLETE by the E-UTRAN’

If the START IE is included in the RRC CONNECTION RECONFIGURATION COMPLETE, the E-UTRAN shall forward it to the EPC.

To be completed

[...]

5.3
Elementary procedures

5.3.1
RRC connection setup
The UE shall:

1> If no signalling radio bearer is established as a result of the RRC CONNECTION RECONFIGURATION:
2> Consider the RRC connection setup procedure to have failed;

2> The elementary procedure ends.

NOTE 1:
RRC_CONNECTED state does neither imply that the signalling connection is established towards the ECN, nor that network controlled mobility and/ or AS- security are activated.

NOTE 2:
The details of how the signalling radio bearer configuration is signalled are FFS i.e. the use of default/ pre-defined configurations is not precluded.

1>
Enter RRC_CONNECTED state.
1>
submit an RRC CONNECTION RECONFIGURATION COMPLETE message to the lower layers on the uplink DCCH with the contents set as specified below:

2>
if the USIM is present:

3>
set the "START" in the RRC CONNECTION RECONFIGURATION COMPLETE message with the corresponding START value that is stored in the USIM;
2>
else:

3>
set the "START" in the RRC CONNECTION SETUP COMPLETE message to zero.
To be completed
[…]

5.3.2
Radio resource configuration

[…]

5.3.2.2
Initial setup of a radio resource configuration

On transmitting the RRC CONNECTION RECONFIGURATION COMPLETE, the UE shall:

1>
calculate the START according to subclause (FFS) for the CN; and

1>
include the calculated START value in the IE "START".

To be specified completed
5.3.2.3
Modification of a radio resource configuration

On transmitting the RRC CONNECTION RECONFIGURATION COMPLETE, the UE shall:

1>
calculate the START according to subclause (FFS) for the CN; and

1>
include the calculated START value in the IE "START".

To be specified completed
[…]
5.3.5
Handover

[…]
5.3.5.3
Sending of a handover confirmation

On transmitting the RRC CONNECTION RECONFIGURATION COMPLETE, the UE shall:

1>
calculate the START according to subclause (FFS) for the CN; and

1>
include the calculated START value in the IE "START".

To be specified completed
[…]
6.2.6
RRC CONNECTION RECONFIGURATION COMPLETE

Description: confirmation of the (partially) successful completion of a connection  reconfiguration


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	UE radio capabilities
	FFS
	
	<ref>
	
	

	START
	OP
	
	<ref>
	the START parameter shall be present in the case of RRC connection setup, inter eNB handover or radio resource reconfiguration
	


[...]

6.3.6.1
Security configuration

Covering AS integrity protection (CP) and AS ciphering (CP, UP).

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Integrity Protection info
	MP
	
	<ref>
	
	

	>Integrity Protection algorithm
	MP
	
	<ref>
	
	

	>Activation Time
	FFS
	
	<ref>
	
	

	>Initial value COUNT-I
	FFS
	
	<ref>
	
	

	>FRESH
	FFS
	
	<ref>
	
	

	Ciphering info
	
	
	
	
	

	>Ciphering algorithm
	MP
	
	<ref>
	
	

	>Activation Time
	FFS
	
	<ref>
	
	

	>Initial value COUNT-C
	FFS
	
	<ref>
	
	

	Key derivation info
	
	
	
	Information used to derive the eNB specific key (KeNB)
	

	>RRC Connection Counter
	FFS
	
	<ref>
	
	


Editors note
The above table provides a first overview of the Security configuration parameters.

----------------------------------- End Text Proposal to TS 36.331 ---------------------------------------










































































