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1 Introduction

The purpose of this contribution is to compare the different known solutions on the problem of UEs unreachable for paging after an RNC reset. 

2 Discussion

2.1 The problem

In [1], the issue of bringing the UEs down to idle mode after an RNC reset was described. 

A connected mode UE shall be addressed via the established RRC connection, e.g. using the U-RNTI. The CN UE identities do not necessarily provide a unique UE identity when used on a common transport channel to a connected mode UE, since an idle mode UE registered in different location and/or routing area may camp in the same cell as this connected mode UE. The typical scenario when the latter may happen is when the connected mode UE camps in a cell controlled by a DRNC. If the DRNC receives a paging message intended to the idle mode UE, it should be able to use the CN UE identity as the identity when paging the idle mode UE without a risk that the connected mode UE responded to the page.

Therefore, an RNC receiving paging from the core network, shall handle this paging diffently depending on whether it has an established RRC connection the the given UE or not. At RNC reset the RNC does not have the RRC connection, but the UE may still remain in connected mode. This might result in loss of paging.

2.2 Possible solutions

2.2.1 Release using the periodical update procedure

UEs in CELL_FACH, CELL_PCH or URA_PCH states perform periodic cell/URA updating with a configurable interval in the range of 5 to 720 minutes. Although this mechanism may be used to bring the UE to idle mode at the next periodical update it should be seen as a last resort. In the transient period before all UEs made the next update after the RNC reset, loss of paging occurs. And careful measures have to be taken to avoid allocation of a U-RNTI already taken by a connected mode UE. Setting the timer to the minimum 5 minutes does not solve the problem either, since it results in an unacceptable load on the system in the typical scenario.

2.2.2 Release using a combination of the out of service area procedure and the individual release procedure

If the cells controlled by the RNC that was reset are “shut down” for a sufficiently long period, the UEs will enter idle mode by means of the out of service area procedure (timer between 0 and 1800 seconds).

However, UEs camping in cells controlled by a DRNC have to be released by other methods. When the DRNC receives the RNSAP reset indication, it would need to release all affected UEs one by one. Since there may be loads of affected UEs the release would take a considerable amount of time.

2.2.3 Release at the time of paging

This type of solution does not intend to bring the UE down to idle immediately. Instead the paging procedure is modified in a way that allows a connected mode UE realise that the RNC was reset, when/if the UE receives a CN originated page. 

An example of this type of solution was proposed in [3]. The proposal was based on that, after the RNC reset, the SRNC-id is included in the paging request message sent from the SRNC over the air interface. The UE compares the SRNC-id with the one of its U-RNTI. If there is a match, the paged mobile can enter idle mode.

As in all solutions based on a modified paging, there is an issue with the UEs in CELL_FACH state, which does not receive paging on the PCH. Allowing the paging message be sent on the FACH in all cells could solve this, but the dimensioning of the S-CCPCH will be seriously affected to handle this, since all pages would need to be sent on PCH as well as FACH in this situation. 

Since the specific proposal does not attempt to release the UE until it receives a CN originated page, the consequence is that some UEs will stay connected for a very long time. These UEs would have to rely on being released at the next periodical update, with the disadvantages noted in 2.2.1, or using individual UE release, with the disadvantages noted in 2.2.2..

And finally, if the UE is camping in a cell belonging to a DRNC, which do not receive the paging directly from the core network (since the UE is not registered in an LA/RA controlled by that RNC) the UE will not receive the paging from the SRNC (since the SRNC is not aware of the UEs location except the LA/RA). This will then anyway require some other method for the DRNC to release all UEs belonging to the SRNC, since these UEs are unreachable for paging.

2.2.4 Group release

This is the solution proposed in [1]. By adding UE group addressing in RRC CONNECTION RELEASE, many CELL_FACH state UEs can be released at once using a single message. And correspondingly, to release the CELL_PCH and URA_PCH state UEs, the PAGING TYPE 1 message is enhanced with release and group addressing capabilities.

Yet very powerful, it also has the vulnerability that if the UE blindly goes to idle mode, trusting the network, there is an opportunity for denial-of-service attacks. Sufficient security is necessary to introduce. The details of the security solution is not discussed here (see [1], [4], [5] and [6]), but the impact on UEs can be kept down by basing the security mechanism on the KASUMI algorithm already used for ciphering and integrity protection. 

3 Conclusion and proposal

The solutions listed above are compared with respect of the following factors:

1. Paging reachability

2. System load

3. UE complexity


Paging reachability
System load
UE complexity

2.2.1 Release using the periodical update procedure
Bad
High impact
No impact

2.2.2 Release using a combination of the out of service area procedure and the individual release procedure
Bad
Medium impact
No impact

2.2.3 Release at the time of paging
Good
Medium impact
Low impact

2.2.4 Group release
Excellent
No impact
Medium impact

Comparing the alternatives above, the group release solution provides excellent paging reachability, with no impact on system load. The price is a medium impact on the UE complexity.

Therefore, we propose to adopt the group release solution for REL-5 UEs. A CR to 25.331 is provided in [6].
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