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1 Introduction
In RAN2#125bis meeting, RAN2 continued discussion on UE-side data collection solutions (i.e. solution 1a, 1b, 2/3) that were previously included in Rel-18 TR 38.843, without any study or analysis of those solutions [1].
RAN2 discussion covered some proposals that aim to clarify the definitions of different solutions [2]. However, there was no conclusion or even clarity on those definitions due to the lack of common understanding on the following points [3]: 
	Aspects of MNO’s controllability and/or visibility of data collection (including data contents):
· No Control of data collection procedure in MNO /no visibility of data content in MNO
· Control for configuration/no visibility 
· Control for configuration/ visibility 




Nonetheless, RAN2 agreed the following [3]:
	=>	need to better define what is control of data collection in MNO and visibility of data content in MNO.  
=>	understanding is that OTT is outside of MNO




Moreover, RAN2 agreed to discuss the above open points in relation to different solutions in an email discussion [4]: 

[POST125bis][020][AI/ML PHY] UE side data collection (Mediatek)
	Intended outcome: Discuss new table capturing solution details and discussion on control and visibility, privacy.  
	Deadline:  two weeks

In this contribution, we discuss the proposals in the summary of the email discussion and draw our conclusions.   




2 Discussion
1 
2 
Recap on RAN2 discussion on data collection for UE-side model training (Rel-18 SI)
In RAN2#124 meeting, RAN2 briefly discussed several options for data collection options for UE-side model training, however, no consensus on any option. Figure 1 shows those options 1a, 1b, 2 and 3 for data collection. 
[image: ]Figure 1 shows data collection options for UE-side model training.
The reason RAN2 could not agree on option 1b, 2, and 3, was due to missing details or clarity on the following points/questions: 
· Why the collected data for the model training needs to be terminated at entities inside and/or outside MNO? 
· How to control sharing of collected data with different entities inside and/or outside MNO?
· How to ensure protection of data ownership and legality of sharing UE data with different entities inside and/or outside MNO? 
· How the different options can address the issue of data security and data privacy?  
· What is the reason for control of data collection by MNO, and to what extent? For example, does this control cover both the data and the data collection process or transparent to collected data?
· What type of data is collected in different options and whether it includes, e.g., UE or UE vendor proprietary information’? 
· What is/are the use case(s) that would require the MNO control of data collection (e.g. both collected data and data collection and reporting process?
· Whether any inter-vendor coordination is needed to facilitate data collection and reporting process?
· Whether SLA will be needed between UE-vendor, NW-vendor, MNOs, and/or 3rd party, before allowing access and/or sharing of the UE data to an entity other than the UE-side OTT server?  
In our view, RAN2 would first need to address the above questions before moving into specifying any of the proposed options. Otherwise, selecting any of option 1b, 2 and 3 may result in some sort of security/privacy threat to user data.
Observation 1: In Rel-18 SI, RAN2 did not study or analyse any details on user data privacy and security implication and limitations of proposed option 1b, 2 and 3. 

In the following, we discuss the different options 1a, 1b, 2 and 3 for data collection for UE-side model training. 
Data collection for UE-side model training (Option 1a, 1b, 2, 3)
For model at the UE, i.e., for UE-side model and UE-part of two-sided model, the model training can be based on the following two cases [5]. 
· Case 1: training at NW-side followed by model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
For Case 1, the network can collect the training data based on L1 or L3 signalling in a similar manner as for training data collection for network-side model. However, the feasibility and necessity of Case 1, i.e., model transfer, is still under discussion in RAN1 and is out of scope of RAN2#125bis. Thus, in the following, we focus our analysis on Case 2. 
Observation 2: For UE-side model and UE-part of two-sided model, the model training can be based on the following two cases:
· Case 1: training at NW-side and model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
The feasibility of Case 1, is strongly tied to the feasibility (or necessity) of model transfer/delivery which is still under discussion in RAN1.

For Case 2, the UE-side vendor is responsible for model training. The UE-side vendor may have its own preferred data format, e.g., resolution, compression, type of ground truth data, etc. Aligning such preferences through standardization would be unnecessarily restrictive as data is transferred intra-vendor. Additionally, auxiliary information which is related to UE’s proprietary implementation, i.e., vendor sensitive information, may be used for model training, e.g., receive beam information, physical antenna information. If the data is delivered to a third party, e.g., non-UE vendor, access to such data may expose proprietary implementation information. Another issue is UE data leakage that may result in threat to user privacy and security. This has some overlap with the auxiliary information provision, e.g., position information can be tagged to the collected data. Lastly, there is also data ownership issues that may arise when the UE-side model data is disclosed to entities other than the UE-side vendor [5]. In our view, Option 1a) addresses the aforementioned issues and fulfils the requirements for the use cases in Rel-19.  
Observation 3: For UE-side model and UE-part of two-sided model training by UE-side vendor, Option 1a) addresses issues including: 
· Compatibility on the preferred data format.
· Auxiliary information needed for model training that may expose proprietary implementation. 
· Data leakage resulting in privacy and security issues. 
· Data ownership issues.

Figure 2 illustrates the different options, i.e., 1a, 1b, 2 and 3, for data collection for UE-side model training, identified in Rel-18 SI on AI/ML for NR Air Interface. 


Figure 2 shows data collection options for UE-side model training.

For Option 1a), the UE collects and transfers data directly to UE-vendor OTT server. In this case, since the UE data is not shared with the network and/or collected by a third party server, there is no threat or implication on user security/privacy. This data collection solution is available by implementation and has no impact on 3GPP specifications. As stated above, Option 1a) already fulfils the requirements for the use cases in Rel-19.  
Observation 4: For Option 1a) (3GPP transparent):
1. The UE transfers collected data directly to the UE-vendor OTT server. 
2. There is no implication or threat to user security or privacy. 
3. Option 1a) already fulfils the requirements for the use cases in Rel-19.

For Option 1b), the UE may collect and transfer data directly (or via network) to non-UE-vendor OTT server. This case could have the following implications and limitations: 
· This option could be understood as a user plane solution that requires minimal control from the MNO. 
· The data is transferred in the application layer, so the network will have limited knowledge/awareness of user data transmitted over the connection.
· The data may be disclosed to a third party (e.g. external application) without knowledge of the UE vendor. This could result in serious threat to user data security/privacy.  
· There could be a need for inter-vendor interaction to coordinate the data collection and reporting process from the UE to the non-UE vendor server. 
· Depending on the data content and use case for data collection, Option 1b) may result in disclosing proprietary information. 
Observation 5:  For Option 1b) (3GPP non-transparent):
1. The UE may transfer collected data directly (or via NW) to non-UE-vendor OTT server. 
2. The MNO has minimal control and awareness of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information.
For Option 2 and 3, the UE collects and transfers data to OTT server (UE-Vendor or non-UE-Vendor) via the network, i.e. CN and OAM, respectively. 
· Both options are considered control plane solutions that are fully controlled by the MNO. 
· The MNO has knowledge /awareness of user data (including any proprietary information’) sent over the network.
· The MNO may disclose the user data to a third party without knowledge of the UE vendor. This could result in serious threat to user data security and privacy.  
· There could be a need for inter-vendor interaction to coordinate the data collection and reporting process from the UE to OTT server, via the MNO’s network. 
Observation 6: For Option 2/3
1. The UE transfers collected data via the network (CN, OAM) to an OTT server. 
2. The MNO has full knowledge and control of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information. 

Summary of [POST125bis][020][AI/ML PHY] UE side data collection:
In the following, we discuss some aspects related to the following proposals in the summary of [POST125bis][020][AI/ML PHY] UE side data collection [4]:
Issue #1: 
	Proposal 3: RAN2 discuss for solution 1b, whether the server for training data collection for UE-side models can be inside or outside MNO’s network. 



Regarding the case of the server is outside the MNO’s NW, it is not clear whether it is still owned or controlled by the MNO. If it is not owned by the MNO, it would be more practical assumption that the MNO has no ownership, controllability, and/or awareness of data contents. 
Proposal 1: For Solution 1b, RAN2 need to discuss whether the MNO still have any level of controllability or awareness of the data contents, if the server for training data collection is outside MNO’s network. 

Issue #2:
	Termination Entity
Proposal 6: [29/30] For solutions 1a the first termination entity of UE-side training data collection is the OTT server. 
Proposal 7: [25/28] For solutions 1b the first termination entity is the server for training data collection for UE-side models. 
Proposal 8: [29/31] For solutions 2 the first termination entity of UE-side training data collection is inside the CN.
Proposal 9: [29/31] For solutions 3 the first termination entity of UE-side training data collection is the OAM.



Regarding the use of “first termination entity” in proposals 6, 7, 8, and 9, in our understanding, the terms “termination” and “visibility” may have the same meaning. Therefore, if RAN2 decided to use RRC signaling for data transfer and the data format is standardized, then the “first termination point” is not the CN for solution 2 and OAM for solution 3. Since the RRC layer should be able to handle data forwarding, cleaning, etc., RRC layer should be the first termination entity. Additionally, it does not make sense that solution 1b has the first termination entity as the server because it is assumed that a kind of visibility (although it is still FFS about the exact visibility level for option 1b) would be supported for solution 1b.     
In this purpose, we suggest to have one more proposal for RAN2 to discuss the definition of “first termination entity”. 
Proposal 2: RAN2 assume that the "First termination entity" refers to the first entity that receives and stores data transmitted from the UE, which possesses the authority to oversee the subsequent handling of this data, such as data cleaning, forwarding, sharing, and analysis, among others.

Issue #3: 
	Proposal 10: [29/31] In solution 1a), MNO has no specific controllability for transfer of the collected data for UE-side training data collection beyond existing service management/QoS framework. It is outside the 3GPP scope. 



Regarding the point on “no specific controllability”, in our view this term maybe confusing, as different companies may have different understanding of MNO controllability in Solution 1a. 
In our view, the MNO may still have some control on data collection based on a SLA, e.g. by the management of PDU session. Hence, we propose to update Proposal 10 as follows:
Proposal 3: RAN2 to update Proposal 10 as follows: 
Proposal 10 [29/31] In solution 1a), MNO has no specific controllability for transfer of the collected data for UE-side training data collection beyond existing service management/QoS framework. MNO may control the data collection based on SLA e.g. by the management of PDU session, but it It is outside the 3GPP scope.

Issue #4:
	Proposal 11: [27/32] In solution 1b), MNO has control/management over UE-side training data collection. It is FFS on the extend of control, e.g., partial control or full control. 
Proposal 12: In solution 1b), the control conducted by the MNO over UE-side training data collection can be exemplified by the management of PDU sessions in accordance with the SLA. Other examples and possibilities are not precluded. 



Proposals 11 and 12 are related to proposal 3 in the summary [4]. That is, whether for solution 1b the server can be outside the MNO and if the MNO has any controllability or visibility on data contents in this case. 
Proposal 4a: RAN2 to update Proposal 11 to clarify that it applies to the case of the server is inside the MNO’s NW. 
Proposal 4b: RAN2 to discuss whether Proposal 12 applies to the case of the server is outside the MNO’s NW. 

Issue #5:
	Proposal 16: [19/31] As a starting point, RAN2 assumes that 'visibility' of data content signifies the capability of the MNO to, at least, be aware of, access, and comprehend the data during transfer. The scope does not exclude additional requisites, such as the ability to modify the collected data. FFS on the meaning of modify. NOTE: It is an assumption for RAN2 study purpose. The definition of “visibility” and the category of visibility should be discussed and defined in SA1.



In our view, any discussion on ‘visibility’ of data content is pending on input from RAN1 discussion on the same topic. Moreover, the added NOTE in Proposal 16 is not acceptable, as RAN2 can not agree proposal related to ‘visibility’ without any feedback on the meaning from other groups (e.g. SA1). 
Proposal 5: RAN2 to postpone discussion on “visibility’ of data content pending input from other groups (e.g. RAN1).

Issue #6:
	Proposal 17: [25/28] RAN2 assumes that in solution 1a, MNO has no visibility of data content for UE-side training data collection. 



In our view, there is no need for Proposal 17, as we explained also for the case of controllability, the MNO may still have some sort of visibility based on SLA with MNO, but this discussion is out of 3GPP scope.
Proposal 6: RAN2 to update Proposal 17 as follows: 
Proposal 17: [25/28] RAN2 assumes that in solution 1a, MNO has no specific visibility of data content for UE-side training data collection beyond existing SLA based handling. 

Issue #7:
	Proposal 19: [28/29] As a starting point, in solution 2 and 3 MNO has full visibility of data content for UE-side training data collection if the data content is standardized. FFS: visibility on non-standardized. 



In our understanding, “full visibility of data content” refers to visibility of standardized data format, as the definition of visibility is “be aware of”, “access” and “comprehend”. Hence, we should remove the FFS point about non-standardized data in Proposal 19 and also in Table 1 [4].  
Proposal 7: RAN2 to update Proposal 19 as follows: 
Proposal 19: [28/29] In solution 2 and 3 MNO has full visibility of data content for UE-side data collection if the data content is standardized. FFS on whether/how to make the data content visible to MNO if the data content is non-standardized. 
3 Conclusion
In this contribution, we discussed the different options for data collection for UE-side model training, and more specifically, the implication and limitations of Option 1b, 2 and 3 on user security or privacy. The following are the observations and proposals in this document:  
Observation 1: In Rel-18 SI, RAN2 did not study or analyse any details on user data privacy and security implication and limitations of proposed option 1b, 2 and 3.
Observation 2: For UE-side model and UE-part of two-sided model, the model training can be based on the following two cases:
· Case 1: training at NW-side and model transfer to the UE.
· Case 2: training by UE-side vendor, e.g., on device or external OTT server
The feasibility of Case 1, is strongly tied to the feasibility (or necessity) of model transfer/delivery which is still under discussion in RAN1.
Observation 3: For UE-side model and UE-part of two-sided model training by UE-side vendor, Option 1a) addresses issues including: 
· Compatibility on the preferred data format.
· Auxiliary information needed for model training that may expose proprietary implementation. 
· Data leakage resulting in privacy and security issues. 
· Data ownership issues.
Observation 4: For Option 1a) (3GPP transparent):
1. The UE transfers collected data directly to the UE-vendor OTT server. 
2. There is no implication or threat to user security or privacy. 
3. Option 1a) already fulfils the requirements for the use cases in Rel-19.
Observation 5:  For Option 1b) (3GPP non-transparent):
1. The UE may transfer collected data directly (or via NW) to non-UE-vendor OTT server. 
2. The MNO has minimal control and awareness of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information.
Observation 6: For Option 2/3
1. The UE transfers collected data via the network (CN, OAM) to an OTT server. 
2. The MNO has full knowledge and control of data collection and reporting process. 
3. Serious threat to user data security/privacy if data is disclosed to a third party application. 
4. Possibility of disclosing data that contains proprietary information. 

Proposal 1: For Solution 1b, RAN2 need to discuss whether the MNO still have any level of controllability or awareness of the data contents, if the server for training data collection is outside MNO’s network. 
Proposal 2: RAN2 assume that the "First termination entity" refers to the first entity that receives and stores data transmitted from the UE, which possesses the authority to oversee the subsequent handling of this data, such as data cleaning, forwarding, sharing, and analysis, among others.
Proposal 3: RAN2 to update Proposal 10 as follows: 
Proposal 10 [29/31] In solution 1a), MNO has no specific controllability for transfer of the collected data for UE-side training data collection beyond existing service management/QoS framework. MNO may control the data collection based on SLA e.g. by the management of PDU session, but it It is outside the 3GPP scope.
Proposal 4a: RAN2 to update Proposal 11 to clarify that it applies to the case of the server is inside the MNO’s NW. 
Proposal 4b: RAN2 to discuss whether Proposal 12 applies to the case of the server is outside the MNO’s NW. 
Proposal 5: RAN2 to postpone discussion on “visibility’ of data content pending input from other groups (e.g. RAN1).
Proposal 6: RAN2 to update Proposal 17 as follows: 
Proposal 17: [25/28] RAN2 assumes that in solution 1a, MNO has no specific visibility of data content for UE-side training data collection beyond existing SLA based handling.  . 
Proposal 7: RAN2 to update Proposal 19 as follows: 
Proposal 19: [28/29] In solution 2 and 3 MNO has full visibility of data content for UE-side data collection if the data content is standardized. FFS on whether/how to make the data content visible to MNO if the data content is non-standardized. 
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5 Annex (Summary of POST125bis][020][AI/ML PHY] UE side data collection) [4]
[bookmark: OLE_LINK635][bookmark: OLE_LINK612]Termination Entity
Proposal 1: [27/29] Replace the term ‘OTT server’ with ‘server for training data collection for UE-side models’ in the definitions/descriptions of solution 1b, 2, and 3.
Inside/outside MNO’s network
Observation 1: [18/25] Majority of the companies assume that a server located within the MNO's network is deemed to be MNO-owned. The implication and interpretation of ‘inside/outside of MNO’s network’ needs to be discussed further. 
Proposal 2: [26/28] For solution 1a the server for training data collection for UE-side models is outside of MNO’s network and is therefore classified as an OTT server. From RAN2 perspective, solution 1a is outside the scope and has no specification impact. 
Proposal 3: RAN2 discuss for solution 1b, whether the server for training data collection for UE-side models can be inside or outside MNO’s network. 
Proposal 4: [23/28] RAN2 assumes that for solution 2, the server for training data collection for UE-side models can be inside MNO’s network. FFS on outside MNO’s network.
Proposal 5: [21/28] RAN2 assumes that for solution 3, the server for training data collection for UE-side models can be inside MNO’s network. FFS on outside MNO’s network.
Termination Entity
Proposal 6: [29/30] For solutions 1a the first termination entity of UE-side training data collection is the OTT server. 
Proposal 7: [25/28] For solutions 1b the first termination entity is the server for training data collection for UE-side models. 
Proposal 8: [29/31] For solutions 2 the first termination entity of UE-side training data collection is inside the CN.
Proposal 9: [29/31] For solutions 3 the first termination entity of UE-side training data collection is the OAM.
Controllability for transfer of the collected data
Observation 2: Majority of the companies agree to start the discussion on data transfer controllability for UE-side data collection based on the initial assumptions on the following dimensions, which don’t exclude any other aspects and are subject to future revision:
· The MNO's ability to manage (e.g., allow/disallow, initiate/terminate, prioritize/de-prioritize, etc.) the data transfer to and from the server for UE-side data collection.
· The specific entity within the MNO to control the data transfer to and from the server for UE-side data collection.
· The protocols and methods utilized by the MNO to control the data transfer to and from the server for UE-side data collection.
Proposal 10: [29/31] In solution 1a), MNO has no specific controllability for transfer of the collected data for UE-side training data collection beyond existing service management/QoS framework. It is outside the 3GPP scope. 
Proposal 11: [27/32] In solution 1b), MNO has control/management over UE-side training data collection. It is FFS on the extend of control, e.g., partial control or full control. 
Proposal 12: In solution 1b), the control conducted by the MNO over UE-side training data collection can be exemplified by the management of PDU sessions in accordance with the SLA. Other examples and possibilities are not precluded. 
Proposal 13: [25/29] In solution 2, the MNO has full controllability over the UE-side training data collection. FFS on the detailed signaling and mechanism. 
Proposal 14: [24/27] In solution 3, the MNO has full controllability over the UE-side training data collection, managed by OAM through RRC signaling via RAN node. FFS on the detailed signaling and mechanism.
Proposal 15: RAN2 consider the initial definition of full controllability as the starting point, open to modification. It is described as ‘The MNO has the capability to manage data transfer to and from the server for training data collection for UE-side models. This includes initiating, terminating, and fully managing the volume of data.’ 
Visibility of data content in MNO
Proposal 16: [19/31] As a starting point, RAN2 assumes that 'visibility' of data content signifies the capability of the MNO to, at least, be aware of, access, and comprehend the data during transfer. The scope does not exclude additional requisites, such as the ability to modify the collected data. FFS on the meaning of modify. NOTE: It is an assumption for RAN2 study purpose. The definition of “visibility” and the category of visibility should be discussed and defined in SA1.
Proposal 17: [25/28] RAN2 assumes that in solution 1a, MNO has no visibility of data content for UE-side training data collection. 
Proposal 18: RAN2 discuss that in solution 1b, whether MNO has visibility of data content for UE-side training data collection. 
Proposal 19: [28/29] As a starting point, in solution 2 and 3 MNO has full visibility of data content for UE-side training data collection if the data content is standardized. FFS: visibility on non-standardized. 

Protocol layer for data transfer
Proposal 20: [28/31] In solution 1a) and 1b) the data transfer from the UE to the server for training data collection for UE-side models is through the application layer, utilizing a UP tunnel for transmission.
Proposal 21: [20/31] In solution 2, RAN2 assumes that data transfer from the UE to the CN, is through a CP tunnel for transmission as a starting point provided that the data volume remains within the CP signaling capacity. FFS on detailed signaling and mechanism.
Proposal 22: [25/31] In solution 3, the baseline method for data transfer from the UE to OAM via RAN node is through the RRC layer, utilizing a CP tunnel for transmission provided that the data volume remains within the RRC signaling capacity.
Proposal 23: For solution 2 and 3, RAN2 should consult RAN1 on the data volume for UE-side training collection and, if it exceeds RRC/NAS signaling capacity, should work with SA2/SA5 to assess the feasibility of UP tunnel.

Privacy concerns
[bookmark: OLE_LINK48]Proposal 24: Capture the privacy concerns from different stakeholders as informative annexes in the TR.
Table
Proposal 25: RAN2 endorse Table 1 to capture the characteristics of different options for UE-side training data collection as the starting point for future discussion. 



Table 1 Characteristics of different options for training data collection for UE-side models
	[bookmark: OLE_LINK634]Aspects
	1a) OTT (3GPP Transparent)
	1b) The server for training data collection for UE-side models (3GPP non-transparent)
	2. Transfer via Core Network
	3. Transfer via OAM

	Inside/outside MNO’s network
	Outside
	FFS: Inside or Outside
	Inside
[bookmark: OLE_LINK614]FFS: Outside
	Inside
FFS: Outside

	First termination entity
	OTT server
	The server for training data collection for UE-side models
	Inside the CN
	OAM

	UP/CP tunnel
	UP tunnel (Note: data collection may be charged as normal traffic.)
	UP tunnel (Note: data collection may be charged as normal traffic.)
	[bookmark: OLE_LINK616]CP tunnel (provided the data volume remains within the NAS signalling capacity)
[bookmark: OLE_LINK617]FFS: UP tunnel
	CP tunnel (provided the data volume remains within the RRC signalling capacity)
FFS: UP tunnel

	Protocol layer for data transfer
	Application layer
	Application layer
	NAS layer for CP tunnel
[bookmark: OLE_LINK618]FFS: the protocol layer for UP tunnel
	RRC layer for CP tunnel
FFS: the protocol layer for UP tunnel UP tunnel

	Controllability of MNO on data transfer
	[bookmark: OLE_LINK621]No specific controllability
	Has controllability
FFS: level of controllability
	[bookmark: OLE_LINK623][bookmark: OLE_LINK628]Full controllability (Note 1)
	Full controllability (Note 1)

	Control granularity by NW
	NA, the OTT server can directly request data from the UE.
	Example: per PDU sessions based on SLA
	NAS procedure
	RRC procedure

	Visibility of data content in MNO
	No visibility
	FFS
No visibility, partial visibility, Full visibility
	[bookmark: OLE_LINK629]Full visibility (Note 2)
	Full visibility (Note 2)

	[bookmark: OLE_LINK666]Data format 
	Out of 3GPP scope
	FFS
	Standardized
FFS: non-standardized
	Standardized
FFS: non-standardized

	Involved WGs
	[bookmark: OLE_LINK627]No, out of 3GPP scope
	SA2, RAN2
	SA2, RAN2
	SA5, SA2, RAN2

	· Note 1: Full controllability: The MNO has the capability to manage data transfer to the server for UE-side data collection. This includes initiating, terminating, and fully managing the volume of data. (Subject to refinement and modification)
· Note 2: Visibility of data content signifies the capability of the MNO to, at least, be aware of, access, and comprehend the data during transfer. (Subject to refinement and modification, the scope does not exclude additional requisites, such as the ability to modify the collected data.) 
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