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1	Introduction
This contribution discusses the functionalities required for A-IoT devices, including security related questions to SA3, segmation/reassembly, QoS handling, and need for assistance information.
2	Discussion
2.1	Security
The device capabilities and agreed message flow set constrains to the security design. Legacy registration request procedure spans multiple transmissions to establish a security context. For SA3 to make reasonable decisions, information regarding the expected message flow is needed in order to determine in which steps security must be setup. 
Observation 1: SA3 is in need of a thorough understanding of the intended design, and constraints, from RAN2 side in order to determine security aspect.
Other design aspects, such as the message size will also be needed for SA3 in order to make reasonable decisions. For instance, if the design target for a single message size is as low as 1000 bits, it’ll require redesign of the current security establishment, device authentication and key establishment, to make it feasible within the current design target. Similarly, in legacy devices, the CN commonly stores some security context for a specific device such the device does not need to re-authorize for each “registration”, but since RAN2’s assumption is that there will be no intermediate storage as well as no PDCP layer etc, most likely no maintained CN security context will be available.
Observation 2: The current design target, e.g. message size, and stateless procedures of AIoT devices may not be able to support legacy security procedures.
As RAN2 sends the LS to SA3, we should also be able to convey information on what the expected reply should be. For once, RAN2 needs to know whether/how the baseline message flow can support the security requirements, as well as whether SA3 assumes PDCP layer is needed or not. The aspect of whether the transmission of a command message may be optimized using the initial trigger message, or any other early messages should also be included. Furthermore, RAN2 agreed in RAN2#125-bis that other WGs should be included in determining the design of the random access identification procedure, and here we believe that SA3 is an important group to include, as they can provide with information regarding privacy and other aspects.
Agreement
1 RAN2 confirms slotted-ALOHA is the baseline for Ambient IoT random access 
2 We will study the support for access triggering for a single device, group of devices, or all devices.    RAN2 to discuss the contention-based and contention-free access procedures and detailed solutions. 
3 Random Access is triggered by the reader 
4 Reader provides the information that the device needs to respond to the random access trigger.  FFS what those parameters are
5 Study the solution and benefits of both 2-step like random access procedure and 4-step like random access procedure.  FFS the details on each procedure and how we call it.  
6 Handling of contention resolution failure and access failure at the device will be studied in RAN2, including failure detection and re-access.  FFS details
7 For the very first access message from the device to reader in random access an ID is included.  RAN2 to discuss whether a temporary identifier is included, or the permanent device ID is included (considering other WGs input as well).   

Proposal 1: RAN2 to send an LS SA3 with CC SA2 on security aspects and current design targets, including aspect of
· Information of RAN2 agreements;
· Baseline message flow procedure
· The assumption that the device is stateless, and that no context may not be available before the initial trigger message is sent and after the last device transmission has occurred
· The assumed message size, and that final decision is up to RAN1/SA2 but can be impacted by SA3
· The assumption that no AS layer security is required and no PDCP layer is assumed present
· Questions regarding;
· Whether/how the RAN2 agreed baseline procedure can support the required SA3 flow
· Which challenges SA3 sees, if any, having no PDCP layer
· Whether a command can be included in the initial trigger message
· Whether any requirements should be considered for the random access ID due to e.g. privacy concerns.
2.2	Packet size and segmentation/reassembly
According to TR 38.848, the design target of maximum message size is approximately 1000 bits to be received by the Ambient IoT device, and approximately 1000 bits to be transmitted from the Ambient IoT device. It was also observed that the feasibility of this design requirement was by reference to e.g. RFID devices which can support message sizes larger than 1000 bits. However, as mentioned above, the message size may also be impacted by the SA3 requirements for security procedures. Therefore, we think that although the packet size primarily can be up to SA2/RAN1, we should also consider including SA3.
Observation 3: Packet size may be dependent on SA3 design as well as SA2/RAN1
The different capability of device 1/2a compared to device 2b could be regarded as one factor indicating different maximum message sizes. However, since RAN2 agreed that the design should be similar across devices, we may assume device 1 determines the upper bound. Therefore, it seems that segmentation can be excluded from AIoT device design only if RAN1 and SA2 agree that message sizes requiring segmentation are not needed. In RAN2 125bis meeting it was agreed that RLC layer is not needed. It was left for FFS how to handle segmentation (if needed and depending on RAN1 design and upper layer packet size). RAN2 considers that segmentation and reassembly would add complexity, however further discussions are needed.
Observation 4: Segmentation can only be excluded if RAN1 and SA2 agree on packet/service size.
Observation 5: RAN2 can at best only assume segmentation is not needed.
Proposal 2: Packet size is up to primarily SA2 and RAN1, but SA3 may need to be included for the discussion.
Proposal 3: RAN2 to send LS to RAN1/SA2 with CC SA3.
2.3	QoS
NR QoS framework is based on QoS flows where a QoS flow is associated with QoS parameters which include the 5QI. The 5QI covers a wide range of QoS for different traffic types. The AS layer in NR includes SDAP layer which has a function to do mapping between QoS flows and various DRBs. In RAN2 125bis meeting it was agreed that SDAP layer is not needed, but nevertheless the QoS requirements from SA2 should be handled. It is noted that the FS_ Ambient_IoT_Solutions_RAN doesn’t provide an objective to cover the SA2 QoS requirements.
For AIoT in Rel-19 the inventory and command functions (e.g. to check the presence of target AIoT devices, retrieve AIoT data such as device IDs, status, measurement results, location for the inventory use case) are not expected to be latency critical and the data rates are low. Typically, AIoT device interacts with the same reader and in such case the AIoT device will not have multiple sessions in parallel due to complexity reasons. Therefore, it is assumed that there is no need for differentiating QoS between inventory and command functions. 
Observation 6: It can be assumed that there is no need for differentiating QoS between inventory and command functions
When retrieving data from the AIoT device, the last successful command function or inventory function is known, as well as if the retrieving data from the device has failed, and how many times the reader has retried to repeat the last command or inventory. In these cases, MAC can be used to repeat the last commands, and a timer or time-offset can be associated at least with the last command to indicate the maximum number of retries by the reader.
Proposal 4: MAC can be used to repeat the last commands. FFS whether and a timer or time-offset can be associated at least with the last command to indicate the maximum number of retries by the reader
Proposal 5: RAN2 to assume the legacy packet requirements, and QoS does not apply to AIoT.
2.4	BSR and other assistance information
The gNB is the controller of all the devices taking part of a AIoT session (i.e. the activation of a AIoT device and the associated reading of the AIoT device reply). However, so far in the study item discussions it was not considered which type of information the gNB has available regarding the AIoT device. 
Observation 7: The CN/Reader is the controller of the AIoT session but it does not have knowledge of the status of these such as data availability, etc
In order to the gNB to be able to trigger the start of the AIoT session (e.g. does the AIoT device has data to share), the duration of the AIoT session (e.g. does the AIoT device has a large amount of data to share), the duration of the charging and activation in the AIoT session (e.g. what is the AIoT device amount of available energy) among others, then it is important that the gNB is able to collect this information. As such, it should be studied if assistance information from the AIoT device to the gNB should be part of the AIoT design and if so which manner of assistance would be available. Furthermore, depending on the segmentation discussion, in the case where the AIoT device has more data to transmit to the reader than what is possible to transmit in the current AIoT session, then the AIoT device should be able to append to its transmission at least the BSR.
Proposal 6: RAN2 to study at least assistance information from device to reader/CN like BSR, power level
Observation 8: Some advanced AIoT devices like sensors may generate its own data
Proposal 7: RAN2 to discuss how the device will obtain BSR-like information e.g. whether it is hardcoded or is possible to be signalled by higher layers
Proposal 8: RAN2 to agree to study the benefits of allowing the AIoT device to provide a BSR during the AIoT session.
2.4.1	Power reporting
UEs in NR are using three different RRC states to enable a good trade-off between efficient data transmission, mobility and energy saving. The supported service types and tasks in each RRC state are defined based on the required processes and procedures. However, according to general scope of the AIoT study item [1], the AIoT devices are not expected to support RRC states and no mobility (i.e. at least no cell selection/re-selection -like function).
For AIoT devices, efficient utilization of harvested energy at the device is crucial. Since the device has little control over the supported tasks and services, the network tasks and control are in central role in efficient energy usage. The harvested amount of energy changes over the time, thus the device capability and operation mode also change over the time. Therefore, it is observed that in order to complete the configured data transmission, it is important to utilize the currently available energy of the AIoT devices such that AIoT, gNB and/or intermediate node perform functions that are sufficient for the current power state of the AIoT device. 
An efficient utilization of harvested energy can for example mean that the AIoT device is available for receiving configuration and/or command, or if energy level allows, more energy intensive functions, such as sending small data payload messages and associated signalling. 
In another aspect of AIoT data transmission, AIoT device needs to account for intermittently available energy, such that the scheduling algorithm operates along with energy the harvesting capabilities. The AIoT devices that harvest more energy and can make a good use of scheduling opportunity, could be operated with different scheduling compared to AIoT devices that harvest energy slowly and may not be able to complete data transmission because of lack of currently stored energy. 
Further, the harvested energy utilization varies over time as function of the difference between energy harvesting supply and energy demand driven by active wireless communications. The resulting energy balance should be used for scheduling and controlling transmissions to and from AIoT devices. For example, backscattering devices with sufficient energy supply should be scheduled with priority for transmission of their payload. Or AIoT devices which are used for sensing purposes, e.g. reporting a sensor reading, are generating mostly small amounts of uplink data. Some AIoT devices i.e. device 2b could be allowed to go into a sleep state that is respective to the current energy level and allowed to remain in low activity state regardless of the currently available energy, unless reactivated by the network.
Observation 9: The available energy level of an AIoT device determines the range of actions / functions which the device can support or engage in.
Proposal 9: RAN2 to study energy-level reporting by the AIoT device(s) as assistance information.
3	Conclusion
This document has made the following observations and proposals:
Observation 1: SA3 is in need of a thorough understanding of the intended design, and constraints, from RAN2 side in order to determine security aspect.
Observation 2: The current design target, e.g. message size, and stateless procedures of AIoT devices may not be able to support legacy security procedures.
Proposal 1: RAN2 to send an LS SA3 with CC SA2 on security aspects and current design targets, including aspect of
· Information of RAN2 agreements;
· Baseline message flow procedure
· The assumption that the device is stateless, and that no context may not be available before the initial trigger message is sent and after the last device transmission has occurred
· The assumed message size, and that final decision is up to RAN1/SA2 but can be impacted by SA3
· The assumption that no AS layer security is required and no PDCP layer is assumed present
· Questions regarding;
· Whether/how the RAN2 agreed baseline procedure can support the required SA3 flow
· Which challenges SA3 sees, if any, having no PDCP layer
· Whether a command can be included in the initial trigger message
· Whether any requirements should be considered for the random access ID due to e.g. privacy concerns.
Observation 3: Packet size may be dependent on SA3 design as well as SA2/RAN1
Observation 4: Segmentation can only be excluded if RAN1, SA2, and SA3 agrees on packet/service size.
Observation 5: RAN2 can at best only assume segmentation is not needed.
Observation 6: It can be assumed that there is no need for differentiating QoS between inventory and command functions.
Proposal 2: Packet size is up to primarily SA2 and RAN1, but SA3 may need to be included for the discussion.
Proposal 3: RAN2 to send LS to RAN1/SA2 with CC SA3.
Proposal 4: MAC can be used to repeat the last commands. FFS whether and a timer or time-offset can be associated at least with the last command to indicate the maximum number of retries by the reader
Proposal 5: RAN2 to assume the legacy packet requirements, and QoS does not apply to AIoT.
Observation 7: The CN/Reader is the controller of the AIoT session but it does not have knowledge of the status of these such as data availability, etc
Proposal 6: RAN2 to study at least assistance information from device to reader/CN like BSR, power level
Observation 8: Some advanced AIoT devices like sensors may generate its own data
Proposal 7: RAN2 to discuss how the device will obtain BSR-like information e.g. whether it is hardcoded or is possible to be signalled by higher layers
Proposal 8: RAN2 to agree to study the benefits of allowing the AIoT device to provide a BSR during the AIoT session.
Observation 9: The available energy level of a backscattering AIoT device determines the range of actions / functions which the device can support or engage in.
Proposal 9: RAN2 to study energy-level reporting by the AIoT device(s) as assistance information.




