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1. [bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
At the last RAN2#125bis meeting [1], the following agreements have been reached for Control Plane (CP) functionality aspects:
Agreements 
1 RRC connection management is not supported.  FFS how the resource configuration is provided to the device (if needed based on RAN1 progress)
2 RRM L3 measurement reporting is not supported by Ambient IoT devices.
3 RAN2 assumes, AIoT devices are not required to support ASN.1 encoding/decoding.
4 Periodical System information and MIB are not supported by AIoT devices. This doesn’t preclude any RAN1 defined broadcast signals.   
5 RAN2 assumes that RRC layer is not necessary between the reader and the device.   RAN2 will continue to study the functionalities required and later discuss whether we will have: 1) a new AS protocol on top of A-IoT MAC layer; or 2) A-IoT MAC 
Meanwhile, the following agreements have been reached for User Plane (UP) functionality aspects:
Agreement 
1 SDAP is not supported for UP protocol stack. 
2 PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 dicsussion) and any other really needed functionalities.  
3 RLC layer is not needed.   FFS how to handle segmentation (if needed and depending on RAN1 design and upper layer packet size).  RAN2 considers segmentation and reassembly would add complexity, however further discussions are needed.  
4 No HARQ and RLC AM
5 FFS about the level of visibility required by the reader and what information is necessary for AS layer operations.  
6 RAN2 assumes that no per-packet QoS and no per-QoS flow is supported at AS level (for both UL/DL).  FFS how to handle the general QoS requirements from SA2
[bookmark: _Hlk166005188]In this contribution, we will further discuss the remaining issues from CP and UP functionality aspects, and then provide our views respectively.

2. Discussion
2.1. CP functionality aspects
2.1.1 Security related questions to SA3
Question for RAN2 assumptions on AIoT AS security
So far, RAN2 has made some assumptions on whether and how to proceed the AIoT security topic, which include:
· RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.
· PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 discussion).
In order to better align RAN2 and SA3 future work on the AIoT security topic, we think the above RAN2 assumptions on AS security can be included in the LS, and check with SA3 if there is any concern.
Proposal 1 [bookmark: _Toc166058009][bookmark: _Toc166246808]RAN2 to ask the following Question 1 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumptions of AIoT AS security, which include:
· [bookmark: _Toc166058010][bookmark: _Toc166246809]RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.
· [bookmark: _Toc166058011][bookmark: _Toc166246810]PDCP layer is not needed. FFS how to handle AS security (if needed pending SA3 discussion).
Question for support of the “inventory only” procedure
As illustrated in another contribution [2], our thinking on the baseline procedure for “inventory” only use case is shown as below:


Figure 1. AIoT procedure for “inventory only” use case
In Step C of Figure 1, according to SA2 on-going discussion [3], it is assumed that the device information at least includes a device ID, which can be further utilized by CN to validate the AIoT device. Moreover, it is noticeable that SA2 is still discussing how to avoid potential security threats for Step C. For example, device information (e.g. a device ID like EPC) may be sent in protection instead of clear text to the reader.
Observation 1 [bookmark: _Toc166058047][bookmark: _Toc166246798]For the “inventory” only procedure, SA2 discussion is on-going regarding how to avoid potential security threats by sending device information (e.g. a device ID like EPC) in protection instead of clear text to reader.
We think it is critical to resolve the potential security threats for “inventory” procedure. Based on the above observation, RAN2 may assume that the “inventory” data from an AIoT device at least includes a device ID, which is sent in the form of upper layer PDU and needs to be protected by upper layer security mechanism. The detailed security solution is up to SA3. Any potential RAN2 specification impact (e.g., Data PDU format) can be further investigated after SA3’s reply. 
Proposal 2 [bookmark: _Toc166058012][bookmark: _Toc166246811]RAN2 to ask the following Question 2 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumption for the “inventory only” procedure:
· [bookmark: _Toc166246812][bookmark: _Toc166058013]For Step C (as illustrated in Figure 1), RAN2 assumes that the “inventory” data transmission from an AIoT device at least includes a device ID, which is sent in the form of upper layer PDU.
· [bookmark: _Toc166246813]Whether and how to support device ID security protection wait for SA3 input.
Question for support of the “inventory and command” procedure
As illustrated in another contribution [2], our thinking on the baseline procedure for“inventory and command” use case is shown as below:


Figure 2. AIoT procedure for “inventory and command” use case
Step A, Step B and Step C1 of Figure 2 are the same as Step A, Step B and Step C of Figure 1 for “inventory” only use case. Besides, the main difference between Figure 2 and Figure 1 is that there are subsequent steps (i.e., Step C2 and Step C3) for “command” data transmission right after the completion of “inventory” procedure. Moreover, with regards to the security requirement of “command” data transmission, our assumption is that “command” data (e.g., Command Request and Command Response) needs to be end-to-end protected between CN and AIoT device. We suggest checking this assumption firstly with SA3 since details of the end-to-end protection solution if needed, are to be addressed by SA3. Any potential RAN2 specification impact (e.g., Data PDU format) can be further investigated after SA3’s reply.
Observation 2 [bookmark: _Toc166058048][bookmark: _Toc166246799]It is assumed that “command” data (e.g., Command Request and Command Response) needs to be end-to-end protected between CN and AIoT device.
If the above assumption in Observation 2 is valid, a further question is that whether and how for the security related steps are to be supported. Basically, RAN2 should consult SA3 about the basic assumption on security related procedure, i.e., whether A-IoT device can have different security capabilities. As a consequence, device security capability report, security configuration/activation etc. may be considered for AIoT security solution study. If security related steps are confirmed to be necessary by SA3, at least the general procedure would need an update to reflect them on top of the baseline procedure as shown in Figure 2. 
Proposal 3 [bookmark: _Toc166058014][bookmark: _Toc166246814]RAN2 to ask the following Question 3 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumptions for the “inventory and command” procedure, which include:
· [bookmark: _Toc166058015][bookmark: _Toc166246815]For Step C2 and Step C3 (as illustrated in Figure 2), RAN2 assumes that “command” data transmission to/from an AIoT device has the end-to-end protection by upper layer security mechanism.
· [bookmark: _Toc166058016][bookmark: _Toc166246816]Whether and how for the security related steps (e.g., device security capability report, security configuration/activation) are to be supported for the end-to-end protection of “command” data transmission wait for SA3 input.
Question for support of the “command only” procedure
Regarding the support the “command” only procedure, we believe the main motivation is to directly included in the Initial Trigger Message for efficient data communication. However, for the detailed procedure, it is highly related to whether and how the device context is stored and managed by reader and CN. Currently, there are three options in terms of different assumption of whether and how the device context is stored and managed. Based on each option, whether and how the “command” only procedure can be supported is further investigated.
· Option 1: with RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, see below Figure 3. Details refer to another contribution [2].


Figure 3. AIoT procedure for “command only” use case (Option 1)

· Option 2: No RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, see below Figure 4. Details refer to another contribution [2].

 
Figure 4. AIoT procedure for “command only” use case (Option 2)
· Option 3: No RAN-level device context at reader side, No CN-level device context at CN side, see below Figure 5. Details refer to another contribution [2].


Figure 5. AIoT procedure for “command only” use case (Option 3)

Among all options, Option 1 has the highest communication efficiency from latency perspective. And for both Option1 and Option2, we assume that the “command” data can be protected by the stored CN-level security context and directly included in the Initial Trigger Message. However, for Option3, the “command” data can only be in clear text if sent in the Initial Trigger Message, which may raise security risks in case there is a malicious reader nearby initiating the “command” service. Even though some application implementation-based security protection may be utilized to support such option, we think it cannot be considered as the prerequisite to support such option in the first place. Given that the device context management procedure is under the study of RAN3 and SA2, and the security issue also involves SA3 further study, the feasibility of each option should be check with them first. In such a way, RAN2 study can be aligned with other WGs and more focused on the feasible option(s) in their LS reply, if any.
Proposal 4 [bookmark: _Toc166058017][bookmark: _Toc166246817]RAN2 to ask the following Question 3 to SA3 (CC to SA2&RAN3):
[bookmark: _Toc166058018][bookmark: _Toc166246818]Question 3: Ask feasibility for each candidate option to include the “command” data in the Initial Trigger Message for support of the “command only” procedure, which include:
· [bookmark: _Toc166058019][bookmark: _Toc166246819]Option 1: with RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, as illustrated in Figure 3.
· [bookmark: _Toc166058020][bookmark: _Toc166246820]Option 2: No RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, as illustrated in Figure 4.
· [bookmark: _Toc166058021][bookmark: _Toc166246821]Option 3: No RAN-level device context at reader side, No CN-level device context at CN side, as illustrated in Figure 5.
[bookmark: _Ref115438773]2.1.2 AIoT upper layer
Based on the RAN2-led objective description from the SID, some examples of the potential AIoT functions have been given for further study, which are listed as below.
	RAN2-led objectives from the SID
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope 
· Interactions with upper layers
For functionalities not listed above, they are studied only if found essential.


For the above highlighted part, i.e., Interactions with upper layers, it is observed that company views are divergent on what the upper layers refer to. For example, is it just the AIoT app layer, AIoT NAS layer, or a new A-IOT layer as the upper layers for A-IOT device? From RAN2 perspective, we prefer to keep all options on the table open and wait for SA2 decision on upper layers. To facilitate our future study, it is proposed to adopt a more general terminology for “upper layers” to cover any possible option that is under SA2 study.
Proposal 5 [bookmark: _Toc166246822][bookmark: OLE_LINK2][bookmark: OLE_LINK3]RAN2 to use the following terminology for discussion on “Interactions with upper layers”:
· [bookmark: _Toc166246823]AIoT Upper layer: a protocol layer on top of AIoT AS layer, wherein the AIoT Upper layer is responsible for transfer of upper layer information, details are up to SA2.
2.1.3 Device type/capability information reporting
According to RAN1#116 agreement, three device type has been agreed as below.
	Agreement
For the purpose of the study, RAN1 uses the following terminologies:
· Device 1: ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· Device 2a: ≤ a few hundred µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· Device 2b: ≤ a few hundred µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission is generated internally by the device.


In our understanding, the three device types are introduced mainly to facilitate the discussion, not to differentiate device radio capabilities in the first place. Since the study should strive for the harmonized air interface design for all device types, any physical layer and CP/UP functionalities if required are better to be designed as the basic set of device radio capabilities without reporting. Hence, to achieve the harmonized design, it is proposed that RAN2 assumes not to support device type/capability information reporting procedure.
Proposal 6 [bookmark: _Toc166246824]RAN2 assumes that device type and device radio capability information reporting from device to reader are not necessary.
2.1.4 Device temporary ID assignment
In RFID, the 16-bit random identifier (RN16) self-assigned by Tag is used to uniquely identify a Tag for subsequent data transmission to/from this Tag. Meanwhile, in legacy NR Uu, an AS Temporary ID (e.g., C-RNTI) is configured to a UE for subsequent data transmission to/from this UE. And in NR L2 U2N relay, a local UE ID (i.e., 8-bit sl-LocalIdentity) is assigned to a remote UE by its serving gNB for subsequent data transmission to/from this remote UE. When it comes to AIoT device ID usage over the air interface, there are two options that are on the table either following RFID or legacy NR design.
· Option 1: No need of Device temporary ID assignment by reader. 
· In Option 1, a 16-bit random identifier self-assigned by AIoT device via random access procedure is directly used by reader to uniquely identify a specific AIoT device over the air interface.
· Option 2: Need for Device temporary ID assignment by reader.
· In Option 2, the reader assigns a device temporary ID in accordance with the number of the AIoT device(s) accessed to this reader.
For Option 1, it has some advantages of spec simplicity since the efforts to introduce a new CP procedure for device temporary ID assignment are saved. While for Option 2, the length of the device temporary ID can be varied and shorter than 16-bit, which adapts to the number of AIoT devices accessed to the reader. For example, when the number of AIoT devices is 64, an 8-bit device temporary ID can be enough. Therefore, Option 2 has some advantage of saving overhead for subsequent data transmission especially when the number of AIoT devices managed within the reader is small. Considering that both options can work but with different advantages, we suggest that RAN2 to further evaluate which option is more suitable for AIoT device.
Proposal 7 [bookmark: _Toc166246825]RAN2 to discuss which option is adopted to uniquely identify a specific AIoT device over the air interface.
· [bookmark: _Toc166246826]Option 1: Device temporary ID self-assignment by device, e.g., the 16-bit random identifier self-assigned by AIoT device via random access procedure is directly used by this reader.
· [bookmark: _Toc166246827]Option 2: Device temporary ID assignment by reader, e.g., the reader assigns a device temporary ID in accordance with the number of the AIoT device(s) accessed to this reader.
2.2. UP functionality aspects
[bookmark: _Ref166157945]2.2.1 Service request visibility to reader
In RAN2#125bis, there were preliminary discussions on what information in the service request from CN should be visible to reader. As far as our understanding, upon reception of a service request from CN, the reader should identify the required AS procedure to complete the service request is it for an inventory procedure, a write procedure or a read procedure or any other procedure, wherein a write/read procedure may comprise an inventory procedure for the reader to identify the target AIoT device and the subsequent write/read procedure.
Observation 3 [bookmark: _Toc165971356][bookmark: _Toc166246800]It is mandatory that based on the received service request from CN the reader can identify the related AS procedure(s) to complete this service request.
If an inventory procedure is determined accordingly from the service request from CN, it would be helpful for the reader to further know the rough population from the service request so that the reader can determine proper Q value for slotted ALHOHA based inventory procedure. In addition, it would be beneficial for the reader to know the length of the AIoT device identity that an AIoT device would scatter to the reader so that the reader can determine the amount of radio resources for an AIoT device to scatter back its identity.
Observation 4 [bookmark: _Toc165971357][bookmark: _Toc166246801]It is beneficial for the reader to derive the associated parameters (e.g. rough population for inventory, UL data/message size) for efficient AS radio resource allocation.
Based on the above discussion, we propose:
Proposal 8 [bookmark: _Toc165971361][bookmark: _Toc166246828]The reader performs the service request from CN based on the necessary information derived from this received service request, wherein the necessary information may comprise, e.g.:
· [bookmark: _Toc165971362][bookmark: _Toc166246829]The information for reader to determine the AS layer procedure.
· [bookmark: _Toc165971363][bookmark: _Toc166246830]The information for reader to determine the radio resource allocation.
2.2.2 MAC PDU structure
In RAN2#125bis, it was agreed that SDAP/PDCP/RLC layer will not be supported in RAN2. MAC PDU should be used to configure the actions of the AIoT device, provide the associated parameters to AIoT device (if there is) to take these actions and transmit the related associated data/message (if there is) for the AIoT device to take these actions.
For one instance, during an inventory procedure, when the reader pages/selects the target AIoT device(s) via a R2D MAC PDU, the R2D MAC PDU carries both the paging/select indication and the associated parameters (e.g. AIoT device ID filtering parameters). When an AIoT device receives this R2D MAC PDU, it can derive the paging/select indication and the associated parameters to execute the paging/select command. 
For another instance, during an inventory procedure, when the reader queries the target AIoT devices based on the slotted ALOHA based contention access, the reader constructs an R2D MAC PDU comprising the query indication and the Q value. When the AIoT device receives the R2D MAC PDU, it derives the query indication and the Q-value accordingly. Then the AIoT device can then further generate a random number according to the Q-value and use the random number as the initial value of its slot counter.  
For one more instance, during a write procedure, the reader can send to the target AIoT device a R2D MAC PDU comprising both the write indication, the memory indication and the associated data. Upon reception of the R2D MAC PDU, the target AIoT device can firstly derive the write indication, identify and drive the memory indication and the associated data based on the write indication.
Observation 5 [bookmark: _Toc165971358][bookmark: _Toc166246802]As there is correspondence among the AIoT device action, the associated parameters for the action, and the associated upper layer message/data for the action. The AIoT device action indication in the R2D MAC PDU can be reused to indicate format/content of other parts (associated parameter/data/msg) in the R2D MAC PDU.
As there could be conditionally present parameters or upper layer message/data, complementary fields to indicate the presence of these fields could be necessary. To be more generic, a message type field can be defined in R2D MAC PDU, wherein the message type field indicates the AIoT device action (e.g. paging/query/write) and the MAC PDU content/format.
Based on the above discussion, the following R2D MAC PDU structure is proposed:
Proposal 9 [bookmark: _Toc165971365][bookmark: _Toc166246831]Design an R2D MAC PDU format comprising:
· [bookmark: _Toc165971366][bookmark: _Toc166246832]message type, which indicates AIoT device action (e.g. paging/query/write) and the MAC PDU format/content, 
· [bookmark: _Toc165971367][bookmark: _Toc166246833]the associated parameters (e.g. device ID/filter, Q-value) to facilitate AIoT device action if any, and 
· [bookmark: _Toc165971368][bookmark: _Toc166246834]the associated upper layer signalling message/service data if any. 
When a R2D MAC PDU is received by an A-IoT device and the AIoT device determines that it is the target AIoT device for receiving the MAC PDU and taking the related actions, after executing the configured actions in the received R2D MAC PDU, the AIoT device may generate a D2R MAC PDU if it determines a D2R MAC PDU in response is required, and scatter the D2R MAC PDU back to the reader. 
For one instance, if an AIoT device has received a R2D MAC PDU for querying the AIoT device and the AIoT device determines that it is the turn (i.e. its slot counter value = 0) for itself to response to the query, the AIoT device then generates the D2R MAC PDU comprising certain ID (e.g. RN16) and sends the D2R MAC PDU to the reader. As the D2R MAC PDU is in response to the R2D MAC PDU, the format/content of the D2R MAC PDU can be fully determined based on the knowledge of the corresponding R2D MAC PDU. Upon reception of the D2R MAC PDU, the reader can determine the format/content of the D2R MAC PDU based on the content of the preceding R2D MAC PDU. In such sense, the message type field is not necessary for D2R MAC PDU when the D2R MAC PDU transmission is always triggered by the received R2D MAC PDU.
Observation 6 [bookmark: _Toc165971359][bookmark: _Toc166246803]When a D2R MAC PDU is in response to an R2D MAC PDU, the content/format of the D2R MAC PDU can be identified by the reader based on the R2D MAC PDU content.
Proposal 10 [bookmark: _Toc165971369][bookmark: _Toc166246835]Design D2R MAC PDU format to comprise the results generated by executing the corresponding R2D MAC PDU, wherein the D2R MAC PDU’s format/content is determined based on the corresponding R2D MAC PDU.
2.2.3 Segmentation and multiplexing
In RAN2#125bis, there were discussion on whether segmentation is needed in AS layer. In the RAN SI phase, it was compromised that the maximum message size can be up to ~1000 bits:
	[bookmark: _Toc145960166]5.5	Maximum message size
The design target of maximum message size is approximately 1000 bits to be received by the Ambient IoT device, and approximately 1000 bits to be transmitted from the Ambient IoT device, based on the maximum application layer packet size.
RAN1/RAN2 can refine as needed for TB size design.


Whether segmentation is required depends on whether the reader can always allocate enough radio resource to transmit the whole data/message packet in one shot.
Observation 7 [bookmark: _Toc166246804]According to the TR 38.848, the maximum packet size is approximately 1000 bits.
According to 3GPP TR 38.848, the lowest bitrate for AIoT device to reader transmission can be 100bps.
	[bookmark: _Toc145960165]5.4	User experienced data rate
The user experienced data rate target is, for the uplink and downlink, maximum not less than 5 kbps, and minimum not less than 0.1 kbps.


If the maximum packet size is 1000 bits and no segmentation is applied, it takes 10 seconds for the AIoT device to complete the transmission of the whole packet.
Observation 8 [bookmark: _Toc166246805]If the D2R packet size is 1000bits and only the lowest bit rate (e.g.100bps) is achievable, in such case it takes some time (e.g., 10 seconds) for the AIoT device to complete the transmission of the packet.
According to the Table in Annex, related to energy storage and sustainable operation time, the maximum sustainable operation time for the AIoT device with 10 uF capacitance is 2.5s. This means that when an AIoT device is fully charged, it can only be in TX/RX state for up to 2.5s, which is very much shorter than the time required to complete the packet of 1000 bits in a poor radio condition (100bps). Figure 6 below indicate the AIoT device may suffer power outage in case of the required transmission time is longer than the maximum sustainable operation time for the AIoT device.
[image: ]
Figure 6. Example of AIoT device sustainable operation time not long enough for whole packet reception.

Observation 9 [bookmark: _Toc166246806]The maximum sustainable operation time for AIoT device may be shorter than the required time (10s) for the AIoT to complete the TX/RX of one packet of 1000bits in poorest radio situation (100bps).
Based on the above discussion, it can be derived that segmentation in upper layer may be required to ensure an AIoT device in poorest radio condition can transmit/receive the packet with maximum size. Currently it is too early for RAN2 to conclude/assume whether segmentation is needed or not as there are no sufficient input from RAN1 yet.
Proposal 11 [bookmark: _Toc165971370][bookmark: _Toc166246836]RAN2 should determine whether segmentation is needed based on the following input from RAN 1:  
· [bookmark: _Toc166246837]The maximum sustainable time based on the AIoT device energy storage;
· [bookmark: _Toc166246838]The required duration for R2D/D2R transmission of single packet (e.g. 1000bit).
As in RAN2 it was already agreed that PDCP/RLC will not be supported. If RAN2 determines that segmentation is required at the end, it can be considered as a functionality in MAC layer.
Proposal 12 [bookmark: _Toc165971371][bookmark: _Toc166246839]Segmentation, if needed, should be considered as a functionality in MAC layer.
As AIoT devices are motivated by low cost and low data rate, it is not expected that there are concurrent multiple ongoing services for one AIoT device. Hence, it can be assumed that there is only single ongoing service for the AIoT device, i.e. during one service procedure the reader can assume that all received service data from an AIoT device belongs to the same service and the AIoT device can assume that all received data from the reader belongs to the same service. In such sense, there is no need to introduce an indication associated with the service data packet to indicate the corresponding service.
Proposal 13 [bookmark: _Toc165971372][bookmark: _Toc166246840]RAN2 assumes there is single ongoing service per AIoT device, i.e. all service data received by reader/AIoT device during the data TX/RX procedure belongs to the same service.
It is not determined whether there is only single or multiple service data packet(s) per service for one AIoT device. If there can be multiple service data packets per service for one AIoT device, the reader can schedule multiple individual transmissions, wherein each transmission can transmit one individual service packet. In this way, the fixed overhead of the MAC sub-header to indicate the start/length of a sub-MAC PDU can be saved. This can be very essential from the spectrum efficiency perspective considering that the data rate of the AIoT air interface is even clearly lower than that of NB-IoT.
Observation 10 [bookmark: _Toc165971360][bookmark: _Toc166246807]If there are multiple data packets for one AIoT service, the packets can be respectively transmitted in individual transmissions.
Hence, we would kindly request RAN2 to agree the following proposal:
Proposal 14 [bookmark: _Toc165971373][bookmark: _Toc166246841]RAN2 assume no multiplexing of multiple service data packets in one MAC PDU.
2.2.4 Duplication 
Whether duplication removal is needed in MAC layer depends on the service data transmission scheme adopted for AIoT device. Currently, there are the following schemes which could produce duplicated packets:
A. MAC and above layer retransmission procedure.  
B. Duplicated transmission in multiple legs
C. One MAC PDU transmitted in multiple repetitions in physical layer.
For retransmission procedure, 
· For A: Upper layer retransmission will never happen as it was agreed that PDCP/RLC/HARQ will not be supported. 
· For B: considering the motivation of low cost, it is less likely that an AIoT device would support simultaneous more than one active carrier or multiple connectivity’s for duplicated data transmissions. Hence this case will never happen for AIoT service as well.
· For C: In physical layer, repeated transmissions could be supported to conquer the poor radio conditions between the reader and the AIoT device. According to the discussion with our RAN1 colleagues, we are informed that if a MAC PDU is transmitted in multiple repetitions in physical layer, it is supposed that the receiver would skip decoding the subsequent repetitions if the MAC PDU has correctly decoded based the received repetitions, i.e. duplicated packet delivery from physical layer to MAC would not happen in case of one MAC PDU is transmitted in multiple repetition in physical layer.
Proposal 15 [bookmark: _Toc165971374][bookmark: _Toc166246842]Data duplication discard is not supported for AIoT service.
In radio transmission protocol, there are the following purposes for sequence number in a service packet:
· identify the packet loss so that related upper layer retransmission in the transmitter can be triggered.
· identify the duplicated packets and remove the duplicated ones.
· to enable in-order-delivery to upper layer in the receiver side.  
According to the above discussion, there is no upper layer (MAC and above) retransmission, and no duplications in multiple legs, and there is no duplicated packet delivery to upper layer in case of multiple repetitions for one MAC PDU in physical layer. With these assumptions, it can be derived that if there are multiple service data packets for one service, the service data packets will be sequentially received and delivered to upper layer, i.e. in-order-delivery to upper layer can be automatically ensured. This means that none of the above purposes for sequence number is still valid for AIoT service.  Hence, we propose:
Proposal 16 [bookmark: _Toc165971375][bookmark: _Toc166246843]No MAC layer sequence number is needed for service data transmitted in MAC PDU.
2.2.5 BSR
For transmission of upper layer data/msg of variable size from the AIoT device to the reader, there is no exact data/msg size information in the service request from the CN.  However, to allocate the proper amount of radio resources for the AIoT device, the reader still needs to know the buffer size of the AIoT device. From this perspective, certain BSR mechanisms are still necessary for AIoT devices. As there will be no concurrent multiple services for an AIoT device, a very simplified BSR procedure is enough. For instance, to reduce the overhead, the BSR may only comprise single BS field to indicate the total buffer size of the AIoT device. 
Proposal 17 [bookmark: _Toc165971376][bookmark: _Toc166246844]A simple BSR for reporting the total buffer size of AIoT device is supported.
2.2.6 QoS handling
In RAN2#125bis, QoS management was discussed, and it was concluded that RAN2 assumes that no per-packet QoS and no per-QoS flow QoS will be supported. It implies that logical channel, which is used for QoS management in NR Uu, will not be supported. 
To facilitate the subsequent discussions in relation to QoS, we would like to propose:
Proposal 18 [bookmark: _Toc165971377][bookmark: _Toc166246845]Confirm that as no per-packet QoS and no QoS flow supported, LCH is not supported.
As far as our understanding, the traditional QoS management for data transmission management based on the QoS flow/DRB does not work for AIoT service. For instance, for the inventory service for certain AIoT device population, the application server/end user would more care about whether the reader can successfully identify all/certain target ratio (99.0%) of the target AIoT devices in the radio field of the reader. If the service request is for the inventory operation of a large AIoT device population. Certain criteria may be needed for the reader to determine whether the whole inventory procedure is completed. From this perspective, certain new QoS management could be needed to ensure the accuracy of the inventory procedure. If certain QoS management policy is defined for inventory accuracy, the CN could include the QoS configuration in the service request, the reader can then derive the necessary QoS parameters and apply these QoS parameters in the AS layer procedure.
How to ensure the performance for inventory service can be a valuable issue to be studied.
Proposal 19 [bookmark: _Toc165971378][bookmark: _Toc166246846]Study the accuracy guarantee for inventory service, i.e. the criteria to guarantee a target ratio of the AIoT devices in the reader coverage can be successfully inventoried.

3. Conclusion
This contribution discussed the remaining issues from CP and UP functionality aspects for Ambient IoT. The contribution concludes with:
Observation 1 For the “inventory” only procedure, SA2 discussion is on-going regarding how to avoid potential security threats by sending device information (e.g. a device ID like EPC) in protection instead of clear text to reader.
Observation 2 It is assumed that “command” data (e.g., Command Request and Command Response) needs to be end-to-end protected between CN and AIoT device.
Observation 3 It is mandatory that based on the received service request from CN the reader can identify the related AS procedure(s) to complete this service request.
Observation 4 It is beneficial for the reader to derive the associated parameters (e.g. rough population for inventory, UL data/message size) for efficient AS radio resource allocation.
Observation 5 As there is correspondence among the AIoT device action, the associated parameters for the action, and the associated upper layer message/data for the action. The AIoT device action indication in the R2D MAC PDU can be reused to indicate format/content of other parts (associated parameter/data/msg) in the R2D MAC PDU.
Observation 6 When a D2R MAC PDU is in response to an R2D MAC PDU, the content/format of the D2R MAC PDU can be identified by the reader based on the R2D MAC PDU content.
Observation 7 According to the TR 38.848, the maximum packet size is approximately 1000 bits.
Observation 8 If the D2R packet size is 1000bits and only the lowest bit rate (e.g.100bps) is achievable, in such case it takes some time (e.g., 10 seconds) for the AIoT device to complete the transmission of the packet.
Observation 9 The maximum sustainable operation time for AIoT device may be shorter than the required time (10s) for the AIoT to complete the TX/RX of one packet of 1000bits in poorest radio situation (100bps).
Observation 10 If there are multiple data packets for one AIoT service, the packets can be respectively transmitted in individual transmissions.
Security related questions
Proposal 1 RAN2 to ask the following Question 1 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumptions of AIoT AS security, which include:
· RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.
· PDCP layer is not needed. FFS how to handle AS security (if needed pending SA3 discussion).
Proposal 2 RAN2 to ask the following Question 2 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumption for the “inventory only” procedure:
· For Step C (as illustrated in Figure 1), RAN2 assumes that the “inventory” data transmission from an AIoT device at least includes a device ID, which is sent in the form of upper layer PDU.
· Whether and how to support device ID security protection wait for SA3 input.
Proposal 3 RAN2 to ask the following Question 3 to SA3 (CC to SA2): Whether there is any concern/further input on following RAN2 assumptions for the “inventory and command” procedure, which include:
· For Step C2 and Step C3 (as illustrated in Figure 2), RAN2 assumes that “command” data transmission to/from an AIoT device has the end-to-end protection by upper layer security mechanism.
· Whether and how for the security related steps (e.g., device security capability report, security configuration/activation) are to be supported for the end-to-end protection of “command” data transmission wait for SA3 input.
Proposal 4 RAN2 to ask the following Question 3 to SA3 (CC to SA2&RAN3):
Question 3: Ask feasibility for each candidate option to include the “command” data in the Initial Trigger Message for support of the “command only” procedure, which include:
· Option 1: with RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, as illustrated in Figure 3.
· Option 2: No RAN-level device context (e.g., including RN16) at reader side, with CN-level device context (e.g., including security context) at CN side, as illustrated in Figure 4.
· Option 3: No RAN-level device context at reader side, No CN-level device context at CN side, as illustrated in Figure 5.
AIoT upper layer
Proposal 5 RAN2 to use the following terminology for discussion on “Interactions with upper layers”:
· AIoT Upper layer: a protocol layer on top of AIoT AS layer, wherein the AIoT Upper layer is responsible for transfer of upper layer information, details are up to SA2.
Device type/capability information reporting
Proposal 6 RAN2 assumes that device type and device radio capability information reporting from device to reader are not necessary.
Device temporary ID assignment
Proposal 7 RAN2 to discuss which option is adopted to uniquely identify a specific AIoT device over the air interface.
· Option 1: Device temporary ID self-assignment by device, e.g., the 16-bit random identifier self-assigned by AIoT device via random access procedure is directly used by this reader.
· Option 2: Device temporary ID assignment by reader, e.g., the reader assigns a device temporary ID in accordance with the number of the AIoT device(s) accessed to this reader.
Service request visibility to reader
Proposal 8 The reader performs the service request from CN based on the necessary information derived from this received service request, wherein the necessary information may comprise, e.g.:
· The information for reader to determine the AS layer procedure.
· The information for reader to determine the radio resource allocation.
MAC PDU structure
Proposal 9 Design an R2D MAC PDU format comprising:
· message type, which indicates AIoT device action (e.g. paging/query/write) and the MAC PDU format/content, 
· the associated parameters (e.g. device ID/filter, Q-value) to facilitate AIoT device action if any, and 
· the associated upper layer signalling message/service data if any. 
Proposal 10 Design D2R MAC PDU format to comprise the results generated by executing the corresponding R2D MAC PDU, wherein the D2R MAC PDU’s format/content is determined based on the corresponding R2D MAC PDU.
Segmentation
Proposal 11 RAN2 should determine whether segmentation is needed based on the following input from RAN 1:  
· The maximum sustainable time based on the AIoT device energy storage;
· The required duration for R2D/D2R transmission of single packet (e.g. 1000bit).
Proposal 12 Segmentation, if needed, should be considered as a functionality in MAC layer.
Multiplexing
Proposal 13 RAN2 assumes there is single ongoing service per AIoT device, i.e. all service data received by reader/AIoT device during the data TX/RX procedure belongs to the same service.
Proposal 14 RAN2 assume no multiplexing of multiple service data packets in one MAC PDU.
Duplication
Proposal 15 Data duplication discard is not supported for AIoT service.
Proposal 16 No MAC layer sequence number is needed for service data transmitted in MAC PDU.
BSR
Proposal 17 A simple BSR for reporting the total buffer size of AIoT device is supported.
QoS handling
Proposal 18 Confirm that as no per-packet QoS and no QoS flow supported, LCH is not supported.
Proposal 19 Study the accuracy guarantee for inventory service, i.e. the criteria to guarantee a target ratio of the AIoT devices in the reader coverage can be successfully inventoried.
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5. Annex
In [4], there is the following table on the sustainable operation time for AIoT device:
Table 1 The AIoT device sustainable operation time for different capacitance size and AIoT device communication state
	Capacitance (uF)
	Max./Avail Energy size(uJ)
(Voltage: 1V)
	Sustainable Operation Time (s)

	
	
	Power for only preamble detect or light sleep: 0.1uw
	Power for Rx/Tx data: 1uw
	Power for Rx/Tx data: 100uw

	0.5
	0.25/0.125
	1.25
	0.125
	0.0013

	1
	0.5/0.25
	2.5
	0.25
	0.0025

	5
	2.5/1.25
	12.5
	1.25
	0.0125

	10
	5/2.5
	25
	2.5
	0.025

	20
	10/5
	50
	5
	0.05
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