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In its meeting #102, RAN plenary approved the new SID for Ambient IoT [1].
In its meeting #103, RAN plenary further approved the revised SID for Ambient IoT [2].
In this contribution, we aim to provide our initial views on some user plane aspects for Rel-19 Ambient IoT.
Discussions 
Discussion on end-to-end user plane between Ambient IoT device and network
In 5G NR, a PDU session is established to provide end-to-end user plane connectivity between the UE and a specific data network (DN) through the User Plane Function (UPF). Given the sheer volume of Ambient IoT devices being anticipated, if end-to-end user plane is to be supported for them, it is expected that they can only be supported by using IPv6. However, the IPv6 header is 40 bytes long and we expect that Ambient IoT devices are incapable of performing header compression/decompression. Therefore, from the signaling overhead and energy consumption points of view, it is infeasible to support end-to-end user plane between the Ambient IoT device and the network.
Proposal 1. End-to-end user plane connectivity between the Ambient IoT device and the network is not supported.
Discussion on data transfer over NAS
Given the small amount of data typically sent to/from the Ambient IoT devices and the lack of IP address and PDU session for these devices, data transfer over NAS, which has been enabled in Rel-13, seems to be a reasonable solution for Ambient IoT devices. Although this mechanism is currently specified for LTE-NB, it is expected that it can be extended to 5G RAN and 5GC to support data transfer for Ambient IoT devices. For example, UL data are transferred from the gNB to AMF, and from there, they are transferred to the Network Exposure Function (NEF) due to non-IP type of data, and DL data are also transmitted over the same paths in the reverse direction. Data or management messages at the application layer can be encapsulated in a NAS PDU (e.g., the UL NAS TRANSPORT message and the DL NAS TRANSPORT message) by the Ambient IoT device (for UL) and by the AMF (for DL). Assuming that RRC layer, PDCP sub-layer, and RLC sub-layer are not to be supported in Ambient IoT devices, the NAS PDU can then be directly encapsulated in an Ambient IoT MAC PDU, which is then transmitting using PDRCH (for UL) or PRDCH (for DL). Such a solution should work for both topology 1 and topology 2.
Proposal 2. RAN2 consider supporting data transfer over NAS for Ambient IoT for both topology 1 and topology 2.
Discussion on security protection on user data for Ambient IoT
5G NR provides Layer 2 security protection on user data by supporting ciphering/deciphering and integrity protection/verification functions through the PDCP sub-layer. However, most of the existing suites of security algorithms supported in the PDCP are too heavy for simple and low-energy devices such as Ambient IoT devices. With the SA3 WG currently studying for proper security solutions for Ambient IoT devices in parallel with RAN2’s study on Layer 2 protocol stack, it would be too late for RAN2 to wait for SA3’s final solutions on security before deciding on whether to support PDCP sub-layer or not. In our view, there is already a major view that the PDCP sub-layer should not be supported. 
One advantage of transferring user data over NAS is that once the user data, if not protected by application layer security, is encapsulated into a NAS PDU, such as the UL NAS TRANSPORT message and the DL NAS TRANSPORT message, it becomes protected by the ciphering and integrity protection offered by the NAS security applied on the NAS PDU. This would allow the SA3 WG to continue to study for proper NAS security solutions that can also offer security protection for user data over NAS, meanwhile allowing RAN2 to decide on whether to support PDCP sub-layer or not early on. We agree with companies that PDCP sub-layer should not be supported in Ambient IoT devices. If that is also the inclination of RAN2 as a WG, we suggest that RAN2 communicate, via LS, its inclination of not supporting the PDCP for Ambient IoT to SA3 WG early on and ask them to check whether NAS security-based security protection on user data over NAS is feasible and sufficient, when there is no application layer security protection provided on the data.  
Proposal 3. Security protection on data to/from Ambient IoT devices is not provided through PDCP.
Proposal 4. Security protection on data to/from Ambient IoT devices over NAS is provided through NAS security.
Proposal 5. RAN2 sends an LS to SA3, informing them RAN2’s inclination of not supporting the PDCP for Ambient IoT and requesting them to check whether NAS security-based security protection on data transferred over NAS is feasible and sufficient for Ambient IoT when there is no application layer security protection provided on the data.
[bookmark: _Ref129681832]Conclusions
[bookmark: _Ref124589665][bookmark: _Ref71620620][bookmark: _Ref124671424]We propose the following:
Proposal 1. End-to-end user plane connectivity between the Ambient IoT device and the network is not supported.
Proposal 2. RAN2 consider supporting data transfer over NAS for Ambient IoT for both topology 1 and topology 2.
Proposal 3. Security protection on data to/from Ambient IoT devices is not provided through PDCP.
Proposal 4. Security protection on data to/from Ambient IoT devices over NAS is provided through NAS security.
Proposal 5. RAN2 sends an LS to SA3, informing them RAN2’s inclination of not supporting the PDCP for Ambient IoT and requesting them to check whether NAS security-based security protection on data transferred over NAS is feasible and sufficient for Ambient IoT when there is no application layer security protection provided on the data.
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