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1	Introduction
In Rel-19, a new SID for Ambient IoT in NR was approved in RAN#102 [1]. As shown in the following, in Rel-19 SI WGs need to study a harmonized air interface design with minimized differences for A-IoT to enable two device types. The general study scope and RAN2-lead objectives are listed as follows.
	RP-234058 [1]:
The definitions provided in TR 38.848 are taken into this SI, and the following are the exclusive general scope:
A. The overall objective shall be to study a harmonized air interface design with minimized differences (where necessary) for Ambient IoT to enable the following devices:
i. ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
ii. ≤ a few hundred µW peak power consumption1, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
· X is to be decided in WGs.
…
E. Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.
…
· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope
· Interactions with upper layers


In this contribution, the general aspects, high-level procedure and security aspects for Ambient IoT are discussed.
[bookmark: _Toc147158671][bookmark: _Toc61387172][bookmark: _Toc499559238]2	Discussion
[bookmark: _Toc499559239][bookmark: _Toc61387173][bookmark: _Toc147158672]2.1	General aspects and high-level principle for the study item
Considering that a sampling frequency offset (SFO) for A-IoT could be like 105 PPM (10% timing error), as analysed in [2], it is not possible for A-IoT devices to have time domain slot alignment. Meanwhile, an A-IoT system without time domain alignment has been under study by RAN1. Some timing acquisition signals for both device-to-reader and reader-to-device transmission need to be studied to address the timing acquisition issue.
	RAN1#116 agreement [3]
At least the following time domain frame structure is studied for A-IoT R2D and D2R transmission.
· For R2D transmission,
· A R2D timing acquisition signal (e.g. R2D preamble) is included at least for timing acquisition and for indicating the start of the R2D transmission in time domain.
· For D2R transmission,
· A D2R timing acquisition signal (e.g. D2R preamble) is included at least for timing acquisition and for indicating the start of the D2R transmission in time domain.
· FFS other necessary component(s), e.g. midamble, postamble, periodic sync signal, control fields, guard period


Since the timing accuracy of A-IoT device could be extremely low, a device cannot work well in an accurately synchronous system by using legacy timing methods in 3GPP. Therefore, unlike NR, the new interface for Ambient IoT would be an asynchronous system, similar to RFID.
[bookmark: _Hlk162520631]Observation 1:	The Ambient IoT should be an asynchronous system.
According to the SID, a harmonized air interface design with minimized differences shall be studied for all A-IoT devices. To achieve the target, the baseline solution/design should be feasible for all devices. For example, if a solution is only for one device 2a/2b but cannot be used for device 1, it is not aligned with the harmonized design target in the SID. Then, such a solution should be avoided being proposed or should be at least deprioritized. 
Observation 2:	The solution/design, which works/is feasible for all devices, should be considered, according to the SID “Study a harmonized air interface design with minimized differences (where necessary)”.
The SID clarified that the traffic types to be studied include DO-DTT and DT in the general part. As for DO-A, the study is limited only to identify the gap to achieve the harmonized air interface design from RAN#104. The study of a DO-A solution is out of the Rel-19 SI scope.
	RP-234058 [1]:
E. Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.


Meanwhile, in the RAN2-led part of the SID, the objective only includes “Study and decide which functions are needed to enable DO-DTT and DT in Rel-19 SI”.
	· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.


Observation 3:	According to the SID, the support of DO-A (Device-originated-autonomous) is not the solution design target in Rel-19 SI.
2.2	General stage-2 procedure
In this sub-clause, we intend to present the RAN2 part stage-2 procedure/flowchart to support the R19 service and use cases (indoor inventory and indoor command).
As discussed above, RAN2 will only consider two traffic types, i.e., DO-DTT and DT, which are both initialized by the network. The figure below depicts the general procedure for A-IoT from RAN2 perspective. The detailed procedures between BS-reader and CN (i.e., the grey part in Figure 1) are decided by RAN3/SA2.


Figure 1: General procedure for Ambient IoT (for inventory and/or command)
A.	The BS-reader sends the initial trigger message (paging-like message) to devices, to indicate which device(s) needs to respond, based on the service request from CN. 
-	For example, when a BS-reader receives a service request from CN, it can send the initial trigger message (e.g., paging-like message) to select the target device and trigger(s) the target device(s) to respond. The initial trigger message indicates which device(s) needs to respond, e.g., through the indication information (e.g., mask/filter/group information) which is received by the service request from CN.
B.	The target device(s) performs the random access-like procedure to the BS-reader. 
-	There are two possible cases:
-	A contention-based access procedure is performed when multiple devices are selected/triggered by BS-reader, which can be the baseline access procedure. Considering the nature of A-IoT devices (e.g. ultra-low power consumption and complexity), RAN1 has agreed that at least slotted-ALOHA based access is selected to be studied for contention-based access procedure. 
-		A contention-free access procedure can be performed to reduce access delay in some cases, e.g., when only a single device is triggered by BS-reader. There can be some A-IoT use cases in which only one device is triggered to respond [4], for example, “inventory” a single A-IoT device attached on one specified item. 
C.	The device(s) successfully resolving the contention performs the data transmission with the BS-reader.
-	C1.	As for the device ID reporting, the target A-IoT device needs to send UL data, including the device ID, to the BS-reader. BS-reader forwards the Device ID to the CN. This device ID is used for the inventory/identification purpose by the CN. CN needs to perform the device ID validation based on the received device ID.
-	C2.	As for command services, the subsequent DL data and UL data transmission follows the C1 procedure. For example, for read command, DL data carrying read command can be sent to the target device, and then the device sends UL data (data to be read) to BS-reader. For Write command, DL data can include data commanded to be written into the target device, and then the device sends a feedback (success or failure) response to BS-reader.
Proposal 1:	From RAN2 perspective, to support the inventory and/or command services, the A-IoT Uu interface procedure can be generalized as:
Step A: Based on the service request, the reader sends/broadcasts the Initial Trigger Message to indicate which device(s) needs to respond;
Step B: The selected device(s) performs the random access-like procedure, if needed; 
Step C: The device may perform the data communication with the reader as needed, after the contention (if needed) is resolved:
· [bookmark: _Hlk163118943]Step C1: data transmission (e.g. including the device ID) from device to reader for inventory/identification, and
· Step C2: Optional, reader to device data transmission (e.g. the DL command) and corresponding device to reader data transmission (e.g. the feedback).
With the above proposal 1 as the generalized procedure framework, we provide some more clarifications. For a command service, the BS-reader is not aware whether the device successfully receives the DL command if there is no reply. For example, a device fails to receive the DL command due to poor channel conditions. Another case is that an A-IoT device may move to another BS-reader’s coverage, then the device cannot receive the DL command. A device’s reply is needed for the network to know whether the DL command is received successfully.
[image: ]
Observation 4:	Due to the device moving under the coverage of another BS-reader, there could be the possibility that the device is not reachable by the last BS-reader.
In a UHF RFID system [6], there is always a response message from a tag to reader upon receiving a command message. Taking a read command as an example, a tag will send the Read response (i.e., the data being read) to the Reader after the Read command is successfully received. Even for the Kill command, there are also several signalling interactions between the tag and the Reader.
Hence, a reply/feedback from a device is needed to help the network to confirm whether the command service is successfully executed/received by a device. The detailed design of command messages can be up to SA2.
Observation 5:	A DL command needs a reply/feedback/response from the device to confirm whether the command is successfully received.
[bookmark: _Hlk162520803]Proposal 2:	RAN2 assumes that there will be the UL upper layer response/feedback message for DL commands (up to SA2 for final decision).
The procedure in Proposal 1 can work for both inventory and command services. Furthermore, there are some detailed issues which need more discussion in SA2 and SA3, e.g., how to support Command service. 
There are two possible options of how a DL command can be transmitted:
· Option 1 (with Step C2): DL command is included in the DL data (Step C2). The network can first identify the device by Step C1, and then execute command service to the specified device.
· Option 2 (without Step C2): DL command is included in the first trigger message (Step A) rather than in DL data (Step C2). A device (after successful access) executes command directly indicated by the first trigger message.
For option1, it is a common overall procedure like legacy transmission. CN can perform the ID validation first, and then some security operation can be applied to the Command messages. It is a secure and reliable method.
Option 2 might be subject to security threats, especially for the Write command. Once the Write command is transmitted in a clear text, an attacker may send a fake Write command to the A-IoT device. It may change all the data stored in the memory, even including the device ID. This, for example, may result in turn in  a disordered management of the items with A-IoT device attached, in the industry/factory/warehouse where the device is located. The command procedure is under the study of SA2, and the security issue also needs SA3 further study.
Hence, from RAN2 perspective, Option 2 will not be discussed until there is some progress in SA2/SA3.
Proposal 3:	RAN2 study currently does not consider the case that the initial trigger message (e.g. Paging-like Message) from the reader directly includes the DL command (instead RAN2 will wait for SA2 and SA3 final decisions on this).
2.3	Security aspects
In the existing 3GPP technologies, AS and NAS security mechanisms [3] are supported. A brief summary of the 3GPP security mechanisms can be found in Table 2.1-1. As for A-IoT, it is also important to provide security for certain cases, e.g. writing/enable/disable operation. However, considering that the power consumption of A-IoT devices is ultra-low, it is hard to simultaneously support both AS security and NAS security, which will significantly increase power consumption, complexity and cost, due to:
· Double procedures: A device shall support two security procedures, i.e., a NAS procedure between a device and CN, an AS procedure between a device and RAN.  
· Double ciphering and integrity operations: For example, a device needs to execute two times integrity algorithms to derive integrity keys, e.g. KNASint for NAS integrity and KRRCint and KUPint for AS integrity, separately. 
· Double security context storage: A device needs to simultaneously store NAS keys (i.e. KAMF, KNASint and KNASenc) and AS keys (i.e. KgNB, KRRCenc, KRRCint, KUPenc, KUPint). Take integrity algorithm (NIA) as an example, each security key has 128 bits. The stored NAS and AS context (e.g. keys and counts) will occupy a lot of memory storage space. However, the memory of an A-IoT device is very limited (e.g. tens of bits). It is unacceptable for an Ambient IoT device to have such a big size of security context.
Table 2.1-1 Summary of 3GPP AS and NAS security
	
	AS security
	NAS security

	Cases of updating keys
	e.g.mobility between gNBs or AMFs
	e.g. mobility between AMFs

	Stored keys
	KgNB, KRRCenc, KRRCint, KUPenc, KUPint
	KAMF, KNASint, KNASenc

	Input parameters
	KEY, BEARER, DIRECTION, COUNT, MESSAGE
	KEY, BEARER, DIRECTION, COUNT

	Protocol layer
	PDCP layer functions (Uu)
	NAS layer functions (N1)

	Secured data
	UE-gNB data or signaling
	UE-CN signaling



As analyzed above, it is too complicated for A-IoT devices to simultaneously support both AS and NAS (or upper layer) security. 
Proposal 4:	RAN2 assumes that A-IoT device cannot and does not need to simultaneously support both the AS layer and the “upper layers/non-AS layer” security, from complexity and power consumption perspectives.
Once the proposal 4 is agreed, we need to further think which layer will provide security support. First, RAN2 can have some initial discussion on whether to support AS security. As clarified in the SID [1] for the general scope, there is no RRC states for A-IoT devices. In our understanding, “no RRC states” also means no RRC Connection. In the existing 3GPP technologies, AS security is activated after RRC connection is setup, and the network only initiates the security mode command procedure to a UE in RRC_CONNECTED. If no RRC connection, the existing AS security cannot be (re)used directly.
	RAN SID [1]:
· For Topologies 1 & 2 (UE as intermediate node under NW control) per TR 38.848, with no RRC states, no mobility (i.e. at least no cell selection/re-selection -like function), no HARQ, no ARQ. 



Besides, currently the AS security is applied to protect DRB and partially the SRBs. After the UE enters RRC_CONNECTED, the gNB activates the AS security with the UE and setups SRB2 and DRBs for UE. Without RRC connection and RRCReconfiguration, an A-IoT device cannot be configured with radio bearers, i.e., SRBs (e.g., SRB 1/2/3) and DRBs. Hence, there is no radio bearer management for A-IoT devices, which makes the legacy PDCP layer AS security - using radio bearer - not feasible.
Observation 6:	A-IoT device cannot support the traditional AS layer security handling (e.g. NR PDCP layer security), due to no RRC connection and no SRBs/DRBs.
In addition, if only one layer security is to be supported, it is reasonable that at least E2E, i.e. upper layers or anyway not AS layer, security should be supported. For example, if there is no AS security, data between BS-reader and a device might be tampered when there is an attacker. In this case, upper layer (e.g. NAS) security makes sure that CN can detect and discard the tampered data. 
Observation 7:	At least the E2E data transmission security between a device and core network entity (which processes the upper layer data) needs to be supported.
As for the NAS security, NAS-only security is supported for NB-IoT CP solution (data over NAS) [8]. This can be a reference for the A-IoT system study. In addition, it should be noted that there is no existing 3GPP technologies without NAS security. 
Observation 8:	The NAS-only security is used by Control Plane CIoT optimization (i.e. the NB-IoT CP solution).
According to SA3 SID [7], in Rel-19 SI, SA3 study objectives include identifying security threats for A-IoT, and developing potential solutions. 
	SA3 SID [7]:
1. Identify security threats introduced by AIoT services for use cases captured in TS 22.369, for topologies captured in RP-234058, and for architecture captured in TR 23-700-13. 
3. Develop potential solutions that fulfill the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups. 


Observation 9:	SA3 SID objectives include:
· Identify security threats introduced by AIoT services for use cases captured in TS 22.369, for topologies captured in RP-234058, and for architecture captured in TR 23-700-13. 
· Develop potential solutions that fulfill the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups.
From RAN2 perspective, the exact security solution/requirement needs to depend on SA3 discussion, while at least complexity and power consumption need to be considered, as discussed in the above observations and proposals. 

The following can be the current RAN2 way-forward on the A-IoT data transmission security aspects:
Proposal 5a:	For the A-IoT data transmission security, RAN2 assumes SA2/SA3 will work on the exact security solutions/requirements, which should be affordable/applicable for the A-IoT devices at least from the complexity and power consumption perspectives. 
As one major study direction, the A-IoT data transmission solution without AS layer security will be studied anyway in R19.
Proposal 5b:	For the A-IoT data transmission, RAN2 studies the solution with the assumption that there is no AS layer security and SA2/SA3 will work on the upper layer security as needed.
From the above analyses on the complexity, RAN2 can confirm that the security using the traditional PDCP layer via radio bearer is not feasible for Ambient IoT. This can be a basic RAN2 assumption for the study phase.
Observation 10:	For the A-IoT data transmission security, the PDCP layer security functionality (i.e. via radio bearer) is not supported.
To avoid RAN2 discussing the security solution details, which should be in SA2/SA3 scope, any SI phase solution requiring AS layer security can be discussed after RAN2 get the clear conclusion/progress from SA2/SA3.
Observation 11:	For the A-IoT data transmission security, RAN2 assumes that SA2/SA3 will discuss the security first, and RAN2 will discuss the potential impacts, if any, based on future SA2/SA3 conclusion. RAN2 cannot achieve the consensus on the necessity of AS layer security currently. 
3	Conclusion
This contribution makes the following proposals:
Observation 1:	The Ambient IoT should be an asynchronous system.
Observation 2:	The solution/design, which works/is feasible for all devices, should be considered, according to the SID “Study a harmonized air interface design with minimized differences (where necessary)”.
Observation 3:	According to the SID, the support of DO-A (Device-originated-autonomous) is not the solution design target in Rel-19 SI.
Observation 4:	Due to the device moving under the coverage of another BS-reader, there could be the possibility that the device is not reachable by the last BS-reader.
Observation 5:	A DL command needs a reply/feedback/response from the device to confirm whether the command is successfully received.
Observation 6:	A-IoT device cannot support the traditional AS layer security handling (e.g. NR PDCP layer security), due to no RRC connection and no SRBs/DRBs.
Observation 7:	At least the E2E data transmission security between a device and core network entity (which processes the upper layer data) needs to be supported.
Observation 8:	The NAS-only security is used by Control Plane CIoT optimization (i.e. the NB-IoT CP solution).
Observation 9:	SA3 SID objectives include:
· Identify security threats introduced by AIoT services for use cases captured in TS 22.369, for topologies captured in RP-234058, and for architecture captured in TR 23-700-13. 
· Develop potential solutions that fulfill the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups.
Observation 10:	For the A-IoT data transmission security, the PDCP layer security functionality (i.e. via radio bearer) is not supported.
Observation 11:	For the A-IoT data transmission security, RAN2 assumes that SA2/SA3 will discuss the security first, and RAN2 will discuss the potential impacts, if any, based on future SA2/SA3 conclusion. RAN2 cannot achieve the consensus on the necessity of AS layer security currently. 

General stage-2 procedure
Proposal 1:	From RAN2 perspective, to support the inventory and/or command services, the A-IoT Uu interface procedure can be generalized as:
Step A: Based on the service request, the reader sends/broadcasts the Initial Trigger Message to indicate which device(s) needs to respond;
Step B: The selected device(s) performs the random access-like procedure, if needed; 
Step C: The device may perform the data communication with the reader as needed, after the contention (if needed) is resolved:
· [bookmark: _GoBack]Step C1: data transmission (e.g. including the device ID) from device to reader for inventory/identification, and
· Step C2: Optional, reader to device data transmission (e.g. the DL command) and corresponding device to reader data transmission (e.g. the feedback).
Proposal 2:	RAN2 assumes that there will be the UL upper layer response/feedback message for DL commands (up to SA2 for final decision).
Proposal 3:	RAN2 study currently does not consider the case that the initial trigger message (e.g. Paging-like Message) from the reader directly includes the DL command (instead RAN2 will wait for SA2 and SA3 final decisions on this).
Security aspects
Proposal 4:	RAN2 assumes that A-IoT device cannot and does not need to simultaneously support both the AS layer and the “upper layers/non-AS layer” security, from complexity and power consumption perspectives.
Proposal 5a:	For the A-IoT data transmission security, RAN2 assumes SA2/SA3 will work on the exact security solutions/requirements, which should be affordable/applicable for the A-IoT devices at least from the complexity and power consumption perspectives. 
Proposal 5b:	For the A-IoT data transmission, RAN2 studies the solution with the assumption that there is no AS layer security and SA2/SA3 will work on the upper layer security as needed.
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