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1 Introduction
In this contribution we discuss the following general aspects to consider for the Ambient IoT study:
· Harmonized protocol design

· Use cases

· Traffic types

· Security

· Connection-less data transmission

· Energy harvesting based data transmission

· Proximity determination

· Provisioning of unique cell identifier to AIoT device
2 Discussion
2.1 Design targets for Ambient IoT study
Referring to the latest SID [1] we have summarized the design targets for the Ambient IoT study in Table 1. The design targets will be used as reference in the following discussion.
Table 1: Design targets for Ambient IoT study
	Design
	Target
	Note

	Device types
	· ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· ≤ a few hundred µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
	Transmission from Ambient IoT device (including backscattering when used) can occur at least in UL spectrum.


	Coverage
	Max distance of 10-50 m with device indoors
	

	Deployment scenarios
	· Deployment scenario 1 with Topology 1

· Deployment scenario 2 with Topology 2 and UE as intermediate node, under network control
	· Deployment scenario 1: Basestation (micro-cell, co-site) and Ambient IoT device are indoor.

· Deployment scenario 2: Basestation (macro-cell, co-site) is outdoor and UE (intermediate node)/Ambient IoT device are indoor.

	Spectrum
	FR1 licensed spectrum in FDD
	

	Spectrum deployment
	· In-band to NR

· In guard-band to LTE/NR

· In standalone band(s)
	

	Traffic types
	· DO-DTT (Device-originated – device-terminated triggered)

· DT (Device-terminated)
	· Focus is on rUC1 (indoor inventory) and rUC4 (indoor command).

	Protocol aspects and mobility
	· No RRC states

· No mobility (i.e. at least no cell selection/re-selection-like function)

· No HARQ

· No ARQ
	


2.2 Harmonized protocol design

The Ambient IoT study targets for different device types, deployment scenarios, traffic types and spectrum deployments, see Table 1 above. Considering the fact that AIoT devices are assumed to be ultra-low complexity devices with ultra-low power consumption for the very low-end IoT applications, the protocol on the air interface between BS/intermediate UE and AIoT device should be designed in a manner that meets these design targets.
Proposal 1: Strive for a harmonized protocol design for BS/intermediate UE and AIoT device that meets the design targets with regards to the supported device types, deployment scenarios, traffic types and spectrum deployments.
2.3 Use cases
The Ambient IoT study focuses on the use cases i) indoor inventory and ii) indoor command (e.g. read, write, control, enable or disable one or multiple AIoT device(s)). SA2 already started their work on the study of architecture aspects of AIoT in Q1 2024 and first potential solutions have been captured in their TR 23.700-13 [3]. For instance, in clause 6.4 exemplary service flows for the inventory and command procedure for solution #4 (Simplified system for AIoT) can be found, see also Annex B.
To our understanding the service flows for the inventory and command procedure are not mutual exclusive, and may be combined. For instance, the inventory and command procedure may be performed in sequence.
Proposal 2: Confirm the following use case combinations: 1) inventory only; 2) command only; 3) inventory + command.
2.4 Traffic types

The traffic types DO-DTT and DT are part of the Ambient IoT study. However, with regards to “DO-A (Device-originated – Autonomous)” there is the highlighted bullet point on the assessment of the harmonized air interface design for DO-A from RAN#104 in the SID [1]. On the other hand, in the SA2 TR 23.700-13 [3] there is the NOTE 2 saying that the final decision for including DO-A in the study depends on RAN decision. There seems a misalignment between the RAN and the SA2 study on DO-A. We suggest to resolve this misalignment.
Proposal 3: Confirm that only DO-DTT and DT traffic types are part of the Ambient IoT study. DO-A is not part of the RAN study and will be considered only in the assessment phase of the harmonized air interface design. Inform SA2 accordingly.
SID [1]:

	E. Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.


TR 23.700-13 [3]:
	4.1
Architectural Assumptions

-
The following traffic types for Ambient IoT Device are to be studied:

-
DT: Device-terminated; and

-
DO-DTT: Device-originated - device-terminated triggered.

NOTE 1:
The DO-DTT additionally includes traffic from AIoT Devices, which is triggered by RAN/UE as reader, without CN sending traffic towards the AIoT Devices.
NOTE 2:
The final decision for including DO-A (Device-originated - autonomous) in the study depends on RAN decision.


2.5 Security

SA1 has specified requirements on privacy and authorization in TS 22.369 [2], see also Annex A, considering the fact that the information to be transmitted in UL/DL are sensitive information (EPC, commands for read, write, control, enable or disable one or multiple AIoT device(s)). Security is in the remit of SA3 and they will start studying the security aspects of Ambient IoT from Q2 2024 based on the SID [4] that was approved at SA#103 plenary meeting. The objectives of their study include:
	1. Identify security threats introduced by AIoT services for use cases captured in TS 22.369, for topologies captured in RP-234058, and for architecture captured in TR 23-700-13. 
2. Identify security requirements to address the identified threats.

3. Develop potential solutions that fulfill the security requirements, taking into account AIoT device constraints agreed upon in other 3GPP working groups. 

NOTE 1: enable/disable device operation as mentioned in SP-231803 will be investigated in this study.


From RAN2 perspective, we suggest to discuss and make baseline assumption on which protocol layer security with regards to ciphering and integrity protection may be performed. SA2 has already agreed on first potential solutions with regards to the architecture to support Ambient IoT. Taking as example the solution #4 (Simplified system for AIoT) as described in their TR 23.700-13 [3] and the protocol stack example for Topology 1 as shown in Figure 6.4.1.5-1, see also Annex B, there are 3 options as summarized in Table 2 below.

As can be seen from Table 2, the options #2 and #3 are viable since they would be in scope of 3GPP. However, option #2 is not in the remit of RAN2. Furthermore, performing separate security mechanisms on both 
AIoT layer and AIoT AS layer is not recommended considering the energy and complexity constraints of AIoT devices. Currently, it is difficult to predict which solutions SA2 and SA3 will agree on with regards to the architecture, overall protocol stack model and security. On the other hand, RAN2 has to work on the AS protocol design for Ambient IoT. In order not to preclude an important function we suggest to consider the option to perform security on AIoT AS layer. This baseline assumption can be revisited in accordance with the outcome in SA2 and SA3.
Proposal 4: Consider the option to perform security on AIoT AS layer.

Table 2: Options for AIoT security acc. to Topology 1
	#
	Option
	Termination points
	Note

	1
	Application layer
	Terminates in AIoT device and AF.
	Possible but would be out of scope of 3GPP.

	2
	AIoT layer
	Terminates in AIoT device and AIoT function of AMF with AIoT functionality.
	Possible and would be in scope of 3GPP.

	3
	AIoT AS layer
	Terminates in AIoT device and RAN reader (i.e. BS).
	Possible and would be in scope of 3GPP.


2.6 Connection-less data transmission
In cellular radio systems such as NR a connection-based concept is applied. That means, on radio interface an RRC connection needs to be established first between the UE and gNB before a service can be provided by the network to the UE. Based on the established RRC connection the radio resources for an ongoing service in the serving cell can be reconfigured to the UE acc. to the required QoS or cell load.
For Ambient IoT we think such a connection-based concept like in NR is not needed due to following reasons:

· For the considered use cases there are no QoS requirements to fulfill.
· Infrequent UL/DL data transmission of a low amount of data is assumed.

· UL/DL data transmission is dependent on the available energy at the AIoT device.

· No RRC states are assumed.

· Mobility of AIoT devices is not considered.

In order to keep the design of AIoT devices simple, we suggest to consider only connection-less data transmission between BS/intermediate UE and IoT device.

Proposal 5: Consider only connection-less data transmission between BS/intermediate UE and AIoT device.
2.7 Energy harvesting based data transmission
For the use cases considered in the Ambient IoT study, it can be assumed that only a low amount of data need to be transmitted between the BS/intermediate UE and the AIoT device, e.g. below 1000 bits per message. Furthermore, it can be assumed that the UL data transmission is controlled by the BS/intermediate UE, e.g. based on UL grants (dynamic and/or configured grants) sent to the AIoT device. However, due to energy constraints of an AIoT device there are following issues to consider with regards to UL/DL data transmission:
1. The AIoT device may not have enough energy to receive the data transmission from the BS/intermediate UE.
2. The AIoT device may not have enough energy to transmit UL data acc. to the received UL grant to the BS/intermediate UE.
How an AIoT device performs energy harvesting is out of scope of the Ambient IoT study. But in order to solve the above issues, the impact of energy harvesting to UL/DL data transmission should be studied and mechanisms should be considered to allow UL/DL data transmission depending on the available energy at the AIoT device. For instance, in case of UL data transmission the segmentation of data depending on the available energy at the AIoT device can be considered as an option:
a. This allows the AIoT device to transmit UL data in accordance with its available energy.

b. Upon reception of the information about segmented UL data the BS may trigger transmissions of remaining UL data by increasing the power of the carrier wave.
We understand that data segmentation adds some complexity to AIoT devices. But considering the fact that different device types are considered in the study, the support of data segmentation can be subject to the device’s capability.

Proposal 6: Study the impact of energy harvesting to UL/DL data transmission and consider mechanisms to allow UL/DL data transmission depending on the available energy at the AIoT device.
2.8 Proximity determination

Referring to the SID [1] the feasibility and required functionalities for proximity determination will be studied. Initial discussion on this topic took place at last RAN1#116 meeting but without any agreements. And as result of discussion at RP#103 plenary meeting it has been clarified that proximity determination refers to the determination of whether BS or intermediate UE and ambient IoT device are near each other or not.

We think that proximity determination may have some RAN2 impacts depending on how proximity may be determined (e.g. based on a signal or message sent by BS/intermediate UE and/or AIoT device, which protocol layer initiates the proximity determination). Therefore, it should be clarified whether RAN2 to start study on the feasibility and required functionalities for proximity determination in parallel to RAN1 or wait for RAN1 progress on this topic.
Proposal 7: Clarify whether RAN2 to start study on the feasibility and required functionalities for proximity determination in parallel to RAN1 or wait for RAN1 progress on this topic.
2.9 Provisioning of unique cell identifier to AIoT device
In cellular radio systems the network coverage is provided by a number of cells and each cell is identified by a unique identifier that is explicitly broadcast in the cell. This concept allows amongst other to allocate radio resources and to support mobility of the UEs on cell level. However, in the Ambient IoT study the mobility of the AIoT devices is not considered. Furthermore, to our understanding the use cases considered in the study do not require the explicit provisioning of a unique cell identifier to the AIoT devices. Therefore, we suggest not to consider the explicit provisioning of a unique cell identifier to the AIoT devices in the study. This does not mean that a cell concept cannot be applied for Ambient IoT. But at least it can be transparent to the AIoT devices. For the UL/DL data transmission between BS/intermediate UE and AIoT devices we think the identities of the involved BS/intermediate UE and AIoT devices should be sufficient.
Proposal 8: Consider not to support the explicit provisioning of a unique cell identifier to AIoT device.
3 Conclusion

In this contribution we have discussed general aspects to consider for the Ambient IoT study and made the following proposals:
Harmonized protocol design

Proposal 1: Strive for a harmonized protocol design for BS/intermediate UE and AIoT device that meets the design targets with regards to the supported device types, deployment scenarios, traffic types and spectrum deployments.

Use cases

Proposal 2: Confirm the following use case combinations: 1) inventory only; 2) command only; 3) inventory + command.

Traffic types

Proposal 3: Confirm that only DO-DTT and DT traffic types are part of the Ambient IoT study. DO-A is not part of the RAN study and will be considered only in the assessment phase of the harmonized air interface design. Inform SA2 accordingly.
Security
Proposal 4: Consider the option to perform security on AIoT AS layer.

Connection-less data transmission

Proposal 5: Consider only connection-less data transmission between BS/intermediate UE and AIoT device.

Energy harvesting based data transmission

Proposal 6: Study the impact of energy harvesting to UL/DL data transmission and consider mechanisms to allow UL/DL data transmission depending on the available energy at the AIoT device.

Proximity determination

Proposal 7: Clarify whether RAN2 to start study on the feasibility and required functionalities for proximity determination in parallel to RAN1 or wait for RAN1 progress on this topic.

Provisioning of unique cell identifier to AIoT device
Proposal 8: Consider not to support the explicit provisioning of a unique cell identifier to AIoT device.
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5 Annex A

Reference: SA1 TS 22.369 [2]
	5.2.6
Security and privacy

The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 

The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.

Based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a group of Ambient IoT devices. 


6 Annex B
Reference: 6.4 Solution #4: Simplified system for AIoT [3]
	6.4.1.5
Protocol Stack
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Figure 6.4.1.5-1: protocol stack example for Topology1
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Figure 6.4.1.5-2: protocol stack example for Topology2
6.4.2
Procedures

6.4.2.1
Inventory procedure


[image: image3.emf]7 Discover and may authenticate the AIoT devices

1. inventory Operation 

Request 

6. AS signaling to discover AIoT device

 (AIoT device Information)

8. Inventory Operation result

AMF/AIoT 

function

AIoT Device

RAN 

Reader(s)/UE 

reader(s)

NEF AF

2. Authorize AF request

Select AIoT function

3. inventory Operation Information 

4 discover and select 

Readers

5. Request to discover AIoT Device

9.Inventory Operation result

Authentificatio

n function


Figure 6.4.2.1-1: Inventory Service Flow

1.
AF sends Inventory Operation Request with the following information: target area for the operation, client which requests the operation, match information which is used to filter and discover the target AIoT devices for the operation.

2.
The NEF authorizes the AF request. If the AF request is authorized, The NEF discovers the AIoT function using the information in Inventory Operation Request, e.g. using the target area for the operation to discovery the AIoT function from NRF. If the target area for the operation matches the AIoT service area of the AIoT Function, the NRF returns the information for the AIoT function to the NEF. 

3.
The NEF forwards the Inventory Operation information to each the selected AIoT function.

4.
AIoT function discovers and selects reader (i.e. UE reader(s) and/or RAN reader(s)) to perform Inventory Operation according to the Inventory Operation information. e.g. using the target area for the operation to discovery the readers. If the target area for the operation matches the AIoT service area supported by the readers, those readers can be selected for execute the inventory operation.

Editor's note:
It is FFS how to discover and select UE readers.

5.
For each of the selected reader, the AIoT Function sends Inventory with the Inventory Operation information.

6.
The select reader executes the inventory operation towards the target AIoT Devices.

7.
The AIoT device which matches to the match information will responses the AIoT device information (e.g. the device ID) to the reader and the AIoT device authentication procedure may be triggered. The step7 can be repeated for multiple AIoT devices.

NOTE:
How the AIoT device authentication performed is left to SA3.

8-9.
AIoT Function report the successfully discovered AIoT device(s) to the AF vie NEF.

6.4.2.2
Command procedure
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Figure 6.4.2.2-1: Command Service Flow

1.
AF sends a command request along with the following information: target area for the operation, client which requests the command operation, match information which is used to filter and discover the target AIoT devices for the operation container.

NOTE 1:
The command procedure in this solution assumes the command content is transparent to the CN and can be carried by some container between the AIoT device and AF.

2.
The NEF authorizes the AF request. If the AF request is authorized, The NEF discovers the AIoT function using the information in the Operation Request. How AIoT function is discovered and select is as described in step2 in clause 6.4.2.1.

3.
The NEF forwards the Operation information to each the selected AIoT function.

4.
AIoT function discovers and selects reader (i.e. UE reader(s) and/or RAN reader(s)) to perform the Operation according to the Operation information. How reader is discovered and selected is as described in step4 in clause 6.4.2.1.

5-7.
Discover the target AIoT devices. How to discover and authenticate the AIoT devices is similar as that within the inventory operation procedure. The AIoT device may also authenticate the reader during the procedure. 

NOTE 2:
How the reader is authenticated by the AIoT device and how AIoT device is authenticated is left to SA3.

8-9.
The reader sends the Operation container to each of the target AIoT devices. 

10-11. 
AIoT Function report the operation result to the AF vie NEF/ASAF.
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