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Introduction

In the previous RAN2 meeting, the following agreements were achieved for keystream reuse issue at LTM fast recovery [1]. This paper further discusses the issues and solutions.
＜RAN2#124 : Agreement＞
· Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view).
· Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated).

Discussion

2.1 Keystream reuse issue at LTM fast recovery
In the last meeting, RAN2 recognized that keystream reuse may be caused at LTM fast recovery [1]. When the UE transmits RRCReconfigurationComplete message with COUNT value “N” to the LTM target cell, COUNT value “N+1” is stored in bearer. If the transmission is failed and T304 expires, then LTM fast recovery procedure triggered. After the cell selection, the UE attempts cell switch to selected cell. Then the UE revert to source PCell configuration including state variable (rf. TS38.331[2]). Therefore, the UE transmits RRCReconfigurationComplete message with COUNT value “N” to the new target cell, and keystream reuse is caused [3].
Observation 1: Keystream reuse issue may be caused at LTM fast recovery after LTM cell swich failure. 
In case of CHO, this issue is solved by NW implementation [4]. It means that the NW always configures security key update to all the candidate cells applied fast recovery. However, the same approach can’t reuse for LTM because LTM does not support security key update. Therefore, to solve keystream reuse issue while supporting LTM fast recovery, UE should keep PDCP state variable TX_NEXT after LTM cell switch failure (like DAPS HOF).

Proposal 1: To solve keystream reuse issue for LTM fast recovery, UE should keep PDCP state variable TX_NEXT after LTM cell switch failure.

5.3.5.8.3
T304 expiry (Reconfiguration with sync Failure) or T420 expiry (Path switch failure)
The UE shall:

1>
if T304 of the MCG expires; or

…
2>
if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to clause 5.3.10.3:
…
3>
for each SRB:

4>
if the masterKeyUpdate was not received:

5>
configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5];
…
2>
else:
3>
revert back to the UE configuration used in the source PCell;
…
NOTE 1:
In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
2.2 PDCP SN gap
It can solve keystream reuse issue that UE keeps PDCP state variable TX_NEXT. However, this causes PDCP SN gap. 
Observation 2: It causes PDCP SN gap to Keep PDCP state variable TX_NEXT.
If PDCP SN gap is caused, gNB must wait for expiring PDCP t-reordering timer. This is undesired delay and should be avoided to realize low-interruption mobility for LTM.
Observation 3: PDCP SN gap causes delay to wait for expiring PDCP t-reordering timer, and this delay should be avoided to realize low-interruption mobility for LTM.

To avoid this delay, UE should inform gNB this situation, and gNB should handle PDCP SN gap. Therefore, we proposed following approaches.
Proposal 2: If UE keeps PDCP state variable TX_NEXT, it should be informed to gNB by RRCReconfigurationComplete message.

Proposal 3: To realize the proposal 2, RAN2 should discuss following 2 options:

　Option 1: 1 bit indication in PDCP header is introduced.

　Option 2: New PDCP control PDU is introduced.

Proposal 4: Receiving the indication of Proposal 3, gNB should performs either following 2 behaviours:

　Option 1: t-reordering timer is expired.

　Option 2: PDCP packets until indicated COUNT value is considered as received. (e.g., update RX_DELIV)
Conclusion 

Based on the discussion in the previous sections, we made the following observations and proposals:
Observation 1: Keystream reuse issue may be caused at LTM fast recovery after LTM cell swich failure. 
Observation 2: It causes PDCP SN gap to Keep PDCP state variable TX_NEXT after LTM cell switch failure.
Observation 3: PDCP SN gap causes delay to wait for expiring PDCP t-reordering timer, and this delay should be avoided to realize low-interruption mobility for LTM.
Proposal 1: To solve keystream reuse issue for LTM fast recovery, UE should keep PDCP state variable TX_NEXT after LTM cell switch failure.
Proposal 2: If UE keeps PDCP state variable TX_NEXT, it should be informed to gNB by RRCReconfigurationComplete message.

Proposal 3: To realize the proposal 2, RAN2 should discuss following 2 options:

　Option 1: 1 bit indication in PDCP header is introduced.

　Option 2: New PDCP control PDU is introduced.

Proposal 4: Receiving the indication of Proposal 3, gNB should performs either following 2 behaviours:

　Option 1: t-reordering timer is expired.

　Option 2: PDCP packets until indicated COUNT value is considered as received. (e.g., update RX_DELIV)
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