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[bookmark: OLE_LINK39][bookmark: OLE_LINK38][bookmark: OLE_LINK37]Introduction
In previous meetings, we identified an issue about potential keystream reuse when UE performs fast recovery to an LTM candidate [1]. According to Chair’s Note [2], RAN2 assumes that we stick with the agreement to support Fast LTM recovery and attempt to resolve this issue (or investigate whether it could be tolerated), but there was no concrete solution agreed. In this contribution, we continue the discussion of LTM keystream reuse issue.
Discussion
[bookmark: OLE_LINK8]The problem
As described in [1], the transmission of RRCReconfigurationComplete massage in LTM may fail. In this case, UE is supposed to revert to source configurations, including the COUNT value. If LTM fast recovery is configured (i.e., attemptLTM-Switch = True) and the selected cell for re-establishment is also an LTM candidate, UE initiates LTM to that cell and sends RRCReconfigurationComplete to the selected cell at the end. In this case, the two RRCReconfigurationComplete messages have different content but use the same COUNT value, which results in a keystream reuse problem, as illustrated below.
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Figure 1. Keystream reuse in LTM

[bookmark: OLE_LINK2][bookmark: OLE_LINK13]In addition to LTM failure, UE experiencing handover (reconfiguration with sync) or conditional handover (CHO) failure (if co-existence agreed) may also select a LTM candidate for re-establishment.
[bookmark: OLE_LINK7]Observation 1: In addition to LTM failure, UE experiencing handover or conditional handover (CHO) failure (if co-existence agreed) may also select a LTM candidate for re-establishment.
Notice that in previous meeting, some companies suggested tolerating keystream reuse in such case. However, we believe that the issue should be resolved if fast recovery with LTM is to be supported.
[bookmark: OLE_LINK29][bookmark: OLE_LINK1]Proposal 1: Confirm that fast recovery with LTM candidate is supported, and the corresponding keystream reuse issue should be resolved.
The solution
To avoid keystream reuse in the abovementioned case, we see two options:
(1) [bookmark: OLE_LINK9][bookmark: OLE_LINK5]No reverting back to source PCell configuration: Upon T304 expiry for LTM, UE does not revert back to UE configuration used in the source PCell (including COUNT). Then there is no keystream reuse since the second RRCReconfigurationComplete is transmitted using incremented COUNT value. Note that the LTM execution (as recovery) is not affected since a complete configuration (either provided directly or obtained by applying candidate configuration on top of reference) is applied upon LTM execution.
(2) [bookmark: OLE_LINK3]Allowing security key change: In handover and CHO failure, if network configures masterKeyUpdate, there is no keystream reuse issue. For LTM, however, as we agreed that security key change is no supported, we need to revert such agreement.
[bookmark: OLE_LINK4]For handover and CHO failure (if co-existence is supported), a simple way to avoid keystream reuse issue is to allow LTM candidate for fast recovery only if masterKeyUpdate is configured. For LTM failure, we suggest online discussion and choose between the two options.
[bookmark: OLE_LINK30]Proposal 2: For handover and CHO failure (if co-existence is supported), LTM candidate for fast recovery is allowed only if masterKeyUpdate is configured.
[bookmark: OLE_LINK10]Proposal 3: For LTM failure, to support fast recovery with LTM candidate, choose between the solutions: (1) No reverting back to source PCell configuration, and (2) allowing security key change in LTM.
Conclusion
[bookmark: OLE_LINK40][bookmark: OLE_LINK11]We have the following observation:
Observation 1: In addition to LTM failure, UE experiencing handover or conditional handover (CHO) failure (if co-existence agreed) may also select a LTM candidate for re-establishment.
It is proposed to discuss and decide on the following proposals:
Proposal 1: Confirm that fast recovery with LTM candidate is supported, and the corresponding keystream reuse issue should be resolved.
[bookmark: OLE_LINK12]Proposal 2: For handover and CHO failure (if co-existence is supported), LTM candidate for fast recovery is allowed only if masterKeyUpdate is configured.
Proposal 3: For LTM failure, to support fast recovery with LTM candidate, choose between the solutions: (1) No reverting back to source PCell configuration, and (2) allowing security key change in LTM.
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