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1. Overall Description
RAN2 has identified a possibility of key stream reuse during failure recovery of an LTM cell switch via another LTM candidate cell, as illustrated below:

Figure 1: A scenario keystream reuse issue is caused after LTM cell switch failure
Similar scenarios have been identified in Rel-16 for the case of CHO, and RAN2 had concluded that the issue can be resolved by network implementation (e.g., ensuring that CHO failure recovery via another CHO candidate will not be made unless the candidate’s CHO configuration contains the masterKeyUpdate, thereby ensuring that even though the PDCP COUNT is reused, the kgNB will be different).
In the case of Rel-18 LTM, as the use case is limited to intra-CU mobility, there is no security update during the LTM cell switch. Thus, the same approach as above cannot be taken.
The scenario above is expected to be very uncommon (e.g., RA has succeeded but not the transmission of the HO complete message) and even more uncommon as compared with the CHO case (as the LTM cell switch is executed upon the reception of the LTM cell switch command and not determined by the UE based on the monitoring of the CHO conditions).  LTM RACH less HO based on configured grants (which are provided as part of the LTM candidate configuration) is also possible, which further increases the probability of success to send the reconfiguration complete message in time. 
RAN2’s understanding regarding the main risk of key stream reuse is the possible exposure of UP or CP data by an eavesdropper.  Even though the RRCReconfigurationComplete message may contain several IEs, most of these IEs are not expected to be included of LTM as compared with the legacy HO or CHO case. Thus, in the very unlikely case that the information gets exposed, the eavesdropper will gain no useful/confidential information about the UE or the network from the message. 
Considering the above, RAN2’s understanding is that allowing key stream reuse in such an uncommon case is acceptable, especially considering that information that may end up being exposed contains no confidential/useful information. 

2. Actions:
RAN2 respectfully asks SA3 to perform the following actions:
· Take the above information into consideration considering that the scenario is uncommon
· Review whether possible information exposure will disclose any important information about the network or UE 
· Advise whether the key stream reuse in the case of LTM failure recovery can be allowed.

3. Date of Next RAN2 Meetings:
TSG-RAN2 Meeting #125-bis	15 – 19 Apr	Changsha, China
TSG-RAN2 Meeting #126	20 – 24 May                       	Fukuoka, Japan
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