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Introduction
In RAN2-124, the issue of keystream reuse during fast LTM recovery was discussed [1]:
	R2-2313310    Keystream reuse issue caused by fast recovery after LTM cell switch          Fujitsu, CATT    discussion   Rel-18   NR_Mob_enh2-Core
DISCUSSION
P1/P2
-     NEC think this issue should be resolved think it need to be resolved both for DRB and SRB, think some data may be sent with the complete message.
-     Xiaomi think this may not be a problem. Think that PDCP data recovery behaves like this and there is no issue. vivo think there is no technical issue, and this could be tolerated in this release.
-     Intel think the PDCP transmissions in this case may have different contents, and thus will violate SA3 req and there is an issue.
-     CATT agrees this is an issue, and should be resolved, cannot be addressed by the network. Prefers P3 alt2
-     Apple think that if we assume that the source is a candidate then we have resolved this.
 
Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated).
Session Chair: Expect to discussion solutions next meeting (simplicity is important)




This contribution addresses this issue, taking the Chair’s recommendation to keep the support of fast LTM recovery in Reel-18 and also aim for a simple solution.
Discussion
The key stream reuse issue in the case of LTM failure recovery is well described in R2-2313310 [2], as illustrated in the figure below:

Figure 1: A scenario keystream reuse issue is caused after LTM cell switch failure (taken from [2])
[bookmark: _Hlk158965371]In our understanding, this is a very uncommon scenario (e.g., RA succeeding but UE not able to send the reconfiguration complete message). Additionally, the LTM command switch is sent by the network, unlike the CHO case where the UE does the determination to execute the HO when the CHO conditions are fulfilled.  LTM RACH less HO based on configured grants (which are provided as part of the LTM candidate configuration) is also possible, which further increases the probability of success to send the reconfiguration complete message in time. 

Observation 1: The scenario where the key stream reuse can occur in the case of LTM failure recovery is very uncommon.
The main risk of key stream reuse is the possible exposure of UP or CP data, and in this case, the contents of the RRCReconfigurationComplete message. Even though the RRCReconfigurationComplete message has several IEs (E.g., measurement availability indication, needForGaps ,flightpathInfoAvailabiity, etc.,), most of these IEs are not relevant for the LTM cell switch case as in the case of legacy HO or CHO (except possibly for the measurement availability indication, which just indicates availability of measurements related to RLF/HOF, and this is just an indication, not the actual measurement). Thus, no important/confidential information (both from the UE and network point of view) is exposed in the unlikely case an eavesdropper was able to understand/decode the message.

Observation 2: The RRCReconfigurationComplete message in the case of LTM cell switch is not expected to contain most of the optional IEs. Thus, even if the information is exposed, an eavesdropper will not get any useful/confidential information about the UE or the network.

Considering the above, we propose to send an LS to SA3 ([3]) asking if the key stream reuse problem can be ignored in the case of LTM failure recovery. 

Proposal 1:	Send an LS to SA3 asking if key stream reuse for the case of LTM failure recovery can be tolerated. Draft LS is provided in [3].

If the SA3 response is negative, then a possible solution will be the one recommended in [2], where we adopt similar solution as the DAPS bearer case during DAPS HOF, where the PDCP SN is not reverted. The network can be able to solve the issue of the SN gap that this will create via implementation. For example, the reception of the reconfiguration complete message in a PDCP packet with a SN of N+1 instead of the expected SN of N can be interpreted by the network that this was due to LTM failure recovery. Additionally, the UE may include the measurement availability IE to indicate the availability of RLF/HOF report, which can also be further used by the network to determine not to wait for a packet with SN N.

Proposal 2:	If SA3’s response regarding allowing key stream reuse in the case of LTM failure recovery is negative, then the following to be adopted to prevent key stream reuse in the case of LTM: 
· After LTM cell switch failure, UE will not revert the PDCP SN for SRB1. 
· It is left up to network implementation to understand the reason behind the UL PDCP SN gap for SRB1 created this way.
Conclusion
In this contribution, the following observations and proposals are made regarding the issue of key stream reuse during LTM failure recovery:

Observation 1: The scenario where the key stream reuse can occur in the case of LTM failure recovery is very uncommon.
Observation 2: The RRCReconfigurationComplete message in the case of LTM cell switch is not expected to contain most of the optional IEs. Thus, even if the information is exposed, an eavesdropper will not get any useful/confidential information about the UE or the network.

Proposal 1:	Send an LS to SA3 asking if key stream reuse for the case of LTM failure recovery can be tolerated. Draft LS is provided in [3].
Proposal 2:	If SA3’s response regarding allowing key stream reuse in the case of LTM failure recovery is negative, then the following to be adopted to prevent key stream reuse in the case of LTM: 
· After LTM cell switch failure, UE will not revert the PDCP SN for SRB1. 
· It is left up to network implementation to understand the reason behind the UL PDCP SN gap for SRB1 created this way.
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