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1. Introduction
During last RAN2 meeting, the key stream reuse security issue of LTM was shortly discussed based on R2-2313310[1], and the following agreements were made [2]
 Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 
In this paper, we provide our further consideration and solution for this issue.
2. Discussion
Currently, upon T304 expiry, the UE would revert back to UE configuration used in the source PCell, including state variables. However, in case of LTM, since only intra-CU without key update is supported, if the UE performs a second LTM to recover from a failure of the first LTM failure, the same key would be used to cipher different packets using the same COUNT value, which results in the so called “key stream reuse” issue.
The key stream reuse risk exists for SRB, e.g., SRB1. This because when performing the first LTM cell switch procedure, the UE would transmit to the first target cell a first RRCReconfigurationComplete message, and when performing the second LTM cell switch procedure, the UE would transmit to the second target cell a second RRCReconfigurationComplete message, and the content of the RRCReconfigurationComplete message may be different.
The key stream reuse risk may also exist for DRBs. Because there may be data from DRB transmitted togetther with RRCReconfigurationComplete message, and the data packets using the same PDCP COUNT value transmitted during the first LTM procedure and second LTM procedure may be also different, e.g., due to discard of PDCP SDU and PDCP PDU due to expiry of discard timer.
Observation 1: the key stream reuse risk for LTM exists for both DRB and SRBs
In the past, the RAN2 design always follow the rule of avoiding key stream reuse issue defined by SA3. We understand that RAN2 itself cannot decide to tolerate this for LTM. Instead, the decision should be made by SA3. And we think RAN2 should try to specify a solution to avoid the key stream reuse issue as long as it is possible.
To avoid the key stream reuse issue, the most straightforward way is to continue the PDCP state variables for the SRBs and DRBs. In this way, the PDCP COUNT value is continued, and therefore solve this issue. For RLC entities, the handling is the same as legacy, i.e., RLC state variable and buffer are reverted back.
Proposal 1: to avoid the security issue of LTM, upon T304 expiry, the UE reverts back to the source PCell configuration but continue the PDCP state variables for the DRBs and SRBs.
Additionally, for SRB1, we need to handle the buffer in PDCP properly. For example, during the first LTM procedure, a PDCP SDU and corresponding PDU using COUNT #31 for the first RRCReconfigurationComplete message is stored in the PDCP buffer, and may not be forwarded to the RLC layer yet. And during the second LTM procedure, another PDCP SDU and corresponding PDU using COUNT #32 for the second RRCReconfigurationComplete message is in the also stored in the PDCP buffer. During the second LTM procedure, upon reception of UL grant initial uplink grant, both of the first PDCP PDU #31 and the second PDCP PDU #32 may be transmitted to the target cell, i.e., the target cell of the second LTM procedure will receive two RRCReconfigurationComplete messages.
To avoid this, the UE needs to perform PDCP SDU discard procedure for SRB1 to clear the PDCP buffer for the SRB1 upon T304 expiry.
Proposal 2: to avoid two RRCReconfigurationComplete messages sending to the target cell during the second LTM execution, the UE also performs PDCP SDU discard for SRB1 upon T304 expiry.
3. Conclusion
In this paper, we discuss on security issue of LTM, and have the following observation and proposals:
Observation 1: the key stream reuse risk for LTM exists for both DRB and SRBs
Proposal 1: to avoid the security issue of LTM, upon T304 expiry, the UE reverts back to the source PCell configuration but continue the PDCP state variables for the DRBs and SRBs.
Proposal 2: to avoid two RRCReconfigurationComplete messages sending to the target cell during the second LTM execution, the UE also performs PDCP SDU discard for SRB1 upon T304 expiry.
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