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1. Introduction
[bookmark: _Hlk118141910]This paper is for the following RIL issues:
	V121:
[Description]: LTM MAC CE is not encrypted
[Proposed Change]: Consider the LTM cell switch MAC CE is not encrypted, the case that low layer indicates an undefined configuration identity should be considered. Thus, it is better to avoid such case in the procedure.
[bookmark: OLE_LINK1]The proposed change is: Add the description “and the value of the LTM candidate configuration identity indicated by lower layer is included in VarLTM-Config”

V122:
Description]: LTM MAC CE is not encrypted, similar as V121
[Proposed Change]: Consider the LTM cell switch MAC CE is not encrypted, the case that low layer indicates an undefined configuration identity should be considered. Thus, it is better to add the error case in the procedure.
The proposed change is: Add the error case as below
1> if the LTM cell switch is triggered by an indication from lower layers and the value of the LTM candidate configuration identity indicated by lower layer is not included in VarLTM-Config:
2> send an indication to lower layer to indicate the LTM candidate configuration identity is unknown;


2. Discussion
2.1. [bookmark: _Hlk117151813][bookmark: _Hlk142662859]Unknown target configuration ID in LTM cell switch command 
[bookmark: _Hlk148607856]Currently, security is not applied to MAC CE. To address the security concern for LTM cell switch command, it was agreed that target configuration ID instead of target cell id should be included in the LTM cell switch MAC CE. In this case, since the mapping relationship between target configuration ID and target cell id is configured to UE via RRC message which is encrypted, the attacker couldn’t acquire the pre-configured RRC configurations of candidate cells, hence the target configuration ID in the fake LTM cell switch command MAC CE may be an unconfigured configuration ID. 
Observation 1: The target configuration ID in the cell switch command may be an unconfigured configuration ID when the attacker sends a fake LTM cell switch command to UE.
According to the current MAC and RRC specification, upon the reception of LTM cell switch command, MAC layer will indicate the target configuration ID in the MAC CE to RRC layer and RRC layer will perform LTM cell switch execution upon receiving the indication, i.e., the RRC layer will apply the LTM configuration related to the target configuration ID. And the MAC layer will wait for the requirement from RRC layer to perform MAC reset and process the measured or received TA. 
Observation 2: According to the current MAC spec, upon the reception of LTM cell switch command, UE MAC will wait for RRC indication to perform MAC reset and other process behaviour.
However, there is no handling of error/fake LTM cell switch command in current RRC or MAC spec, e.g. the target configuration ID in the LTM cell switch command MAC CE is unconfigured. In the MAC specification, handling of unknown, unforeseen, and erroneous protocol data is specified. For example, if a received MAC PDU containing an LCID or eLCID value which is not configured, the MAC entity shall at least discard the received subPDU. In our understanding, similar handling can be adopted for the case unknown/unconfigured target configuration ID is included in the cell switch command MAC CE, in this case, UE’s RRC and MAC layer should discard/ignore the LTM cell switch command MAC CE. The corresponding TP is provided in Annex.
Proposal 1: LTM cell switch should not be executed if the received LTM cell switch command includes invalid information, e.g. unconfigured target configuration ID. 
Proposal 2: When RRC layer identifies an unconfigured target configuration ID included in the LTM cell switch command, it will indicate the information to MAC layer. 
Proposal 3: RAN2 to adopt the corresponding TP provided in Annex. 
3. Conclusion
In this contribution, we provide our view on the security issue for LTM cell switch command MAC CE. We have the following observations and proposals:
Observation 1: The target configuration ID in the cell switch command may be an unconfigured configuration ID when the attacker sends a fake LTM cell switch command to UE.
Observation 2: According to the current MAC spec, upon the reception of LTM cell switch command, UE MAC will wait for RRC indication to perform MAC reset and other process behaviour.
Proposal 1: LTM cell switch should not be executed if the received LTM cell switch command includes invalid information, e.g. unconfigured target configuration ID. 
Proposal 2: When RRC layer identifies an unconfigured target configuration ID included in the LTM cell switch command, it will indicate the information to MAC layer.
Proposal 3: RAN2 to adopt the corresponding TP provided in Annex. 
Annex
Text proposal for Rel-18 TS 38.331 v18.0.0:
START OF the CHANGE
[bookmark: _Toc156129774]5.3.5.18.6	LTM cell switch execution
Upon the indication by lower layers that an LTM cell switch procedure is triggered, or upon performing LTM cell switch following cell selection performed while timer T311 was running, as specified in 5.3.7.3, the UE shall:
1>	release/clear all current dedicated radio configuration associated with the cell group for which the LTM cell switch procedure is triggered except for the following:
-	the logicalChannelIdentity and logicalChannelIdentityExt of RLC bearers configured in RLC-BearerConfig and the associated RLC entities, their state variables, buffers, and timers;
-	the UE variables VarLTM-Config, VarLTM-ServingCellNoResetID, and VarLTM-ServingCellUE-MeasuredTA-ID.
2>	if the LTM cell switch is triggered on the MCG:
-	the MCG C-RNTI;
-	the AS security configurations associated with the master key;
-	for each SRB/DRB in current UE configuration which is using the master key:
-	keep the associated PDCP and SDAP entities, their state variables, buffers and timers;
-	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;
2>	else, if the LTM cell switch is triggered on the SCG:
-	the AS security configurations associated with the secondary key;
-	for each SRB/DRB in current UE configuration which is using the secondary key:
-	keep the associated PDCP and SDAP entities, their state variables, buffers and timers;
-	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;
1>	release/clear all current common radio configuration associated with the cell group for which the LTM cell switch procedure is triggered;
1>	use the default values specified in 9.2.3 for timers T310, T311 and constants N310, N311 associate to cell group for which the LTM cell switch procedure is triggered;
1>	if the value of field ltm-NoResetID contained within the LTM-Candidate IE in VarLTM-Config indicated by lower layers or for the selected cell in accordance with 5.3.7.3 is not equal to the value of ltm-ServingCellNoResetID within VarLTM-ServingCellNoResetID:
2>	for each logicalChannelId and logicalChannelIdExt that is part of the current UE configuration for the cell group for which the LTM cell switch procedure is triggered:
3>	after the end of this procedure, re-establish the corresponding RLC entity as specified in TS 38.322 [4], after applying the LTM configuration in ltm-CandidateConfig within LTM-Candidate IE in VarLTM-Config;
2>	for each drb-Identity value that is part of the current UE configuration:
3>	if this DRB is an AM DRB:
4>	after the end of this procedure, trigger the PDCP entity of this DRB to perform data recovery as specified in TS 38.323 [5], after applying the LTM configuration in ltm-CandidateConfig within LTM-Candidate IE in VarLTM-Config;
2>	replace the value of ltm-ServingCellNoResetID in VarLTM-ServingCellNoResetID with the value of ltm-NoResetID in the LTM-Candidate in VarLTM-Config indicated by lower layers or for the selected cell in accordance with 5.3.7.3;
1> if the LTM-Candidate IE in VarLTM-Config indicated by lower layers or for the selected cell in accordance with 5.3.7.3 contains the field ltm-UE-MeasuredTA-ID:
2>	replace the value of ltm-ServingCellUE-MeasuredTA-ID in VarLTM-ServingCellUE-MeasuredTA-ID with the value received within ltm-UE-MeasuredTA-ID;
1>	if ltm-ConfigComplete is not included within the LTM-Candidate IE in VarLTM-Config indicated by lower layers or for the selected cell in accordance with 5.3.7.3:
2>	consider ltm-ReferenceConfiguration in VarLTM-Config, associated with the cell group for which the LTM cell switch procedure is triggered, to be the current UE configuration for the fields and configurations which have been released and to be released by the actions above in this procedure;
NOTE 1:	When the UE considers the reference configuration to be the current UE configuration, the UE should store fields and configurations that are part of the reference configuration but should not execute any actions or procedures triggered by the reception of an RRCReconfiguration message which are described in clause 5.3.5.3.
1>	if the LTM cell switch is triggered by an indication from lower layers and the value of the LTM candidate configuration identity indicated by lower layer is included in VarLTM-Config:
2>	apply the RRCReconfiguration message in ltm-CandidateConfig within LTM-Candidate IE in VarLTM-Config identified by the LTM candidate configuration identity received from lower layers according to clause 5.3.5.3;
1> if the LTM cell switch is triggered by an indication from lower layers and the value of the LTM candidate configuration identity indicated by lower layer is not included in VarLTM-Config:
2> send an indication to lower layer to indicate the received LTM candidate configuration identity is unknown;
1>	else (LTM cell switch triggered upon cell selection performed while timer T311 was running):
2>	apply the RRCReconfiguration message in ltm-CandidateConfig within LTM-Candidate IE in VarLTM-Config related to the LTM candidate configuration identity for the selected cell (i.e., in accordance with 5.3.7.3) according to clause 5.3.5.3;
1>	release the radio bearer(s) and the logical channel(s) that are part of the current UE configuration but not part of the LTM candidate configuration either indicated by lower layers or for the selected cell in accordance with 5.3.7.3, or the LTM reference configuration (in case the LTM candidate configuration does not include ltm-ConfigComplete).
NOTE 2:	When ltm-ConfigComplete is not included for an LTM candidate configuration, before an LTM cell switch is triggered a UE implementation may generate and store an RRC reconfiguration message by applying the received LTM candidate configuration on top of the LTM reference configuration, and the stored RRC reconfiguration message is applied when the LTM cell switch is triggered.
END OF the CHANGE


