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1. Introduction
[bookmark: _Hlk118141910]In the last meeting, the following agreements were made for the issue of keystream reuse during LTM fast recovery.
	· [bookmark: _Hlk117090237]Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
· Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 


In this paper, we will discuss several approaches to avoid keystream reuse during LTM fast recovery and try to find the approach with minimal impact on the system performance. 
2. Discussion
2.1. [bookmark: _Hlk117151813][bookmark: _Hlk149925043]Scenarios for key stream reuse
As discussed in [1],  key stream reuse will happen when the UE performs LTM fast recovery after a failed LTM cell switch. This is because the same PDCP COUNT value for the same security key will be used to transmit the RRCReconfigurationComplete message to cell X (the target cell of LTM cell switch) and cell Y (the target cell of LTM fast recovery).
In our view, key stream reuse is caused by using the same PDCP COUNT value for the same security key to transmit different data. Therefore, this issue can also occur when LTM fast recovery is performed after a failed L3 handover without key change. Since we have already agreed that L3 handover can coexist with LTM, this scenario for key stream reuse should also be considered. 


Figure 1: Scenario for keystream reuse

Observation 1: Keystream reuse will happen when LTM fast recovery is performed after a failed LTM cell switch or a failed L3 handover without key change.
In addition to SRB1, DRB may also be carried in MSG3 for RACH-based LTM or together with the RRCReconfigurationComplete message in the UL grant provided by the network for RACH-less LTM. Therefore, both SRB and DRB may have the issue of keystream reuse. For AM DRB, with RLC retransmission and PDCP data recovery, the same data will be transmitted in cell X and retransmitted in cell Y using the same PDCP COUNT value , so there is no security issue. For UM DRB, different data using the same PDCP COUNT value  will be transmitted in cell X and cell Y, and this should be resolved.
Observation 2: Both SRB and UM DRB may have the issue of keystream reuse during LTM fast recovery. 
Proposal 1: Solutions to resolve the key stream reuse issue should be applicable to both SRB and UM DRB.
2.2. Solutions for key stream reuse
· Solution 1: Resolve the issue by network implementation.
CHO fast recovery has the same issue of keystream reuse as LTM fast recovery [2], and it was ultimately agreed to resolve it by network implementation.
TS 38.331
NOTE 1:	It is left to network implementation to how to avoid keystream reuse in case of CHO based recovery after a failed handover without key change.

CHO supports both intra-CU and inter-CU scenarios and allows for security key changes. Therefore, the network can always change the security key for CHO to avoid the key stream reuse issue when attemptCondReconfig is configured. 
However, in Rel-18, only intra-CU LTM is supported and security key changes are not supported, so the issue of keystream reuse cannot be solved by network implementation unless LTM fast recovery is not supported. 
Observation 3: key stream reuse during LTM fast recovery cannot be resolved by network implementation. 
· Solution 2: Maintain the state variables for SRB and revert back to the UE configuration used for UM DRB in the source cell, including state variables and data stored in transmission and reception buffers in PDCP and RLC entities.  
Solution 2 is similar to the solution in DAPS during fallback to the source cell in case of failed DAPS handover. Since both the state variables and data for UM DRB are reverted, UE will send the same DRB data using the same PDCP COUNT value in cell X and cell Y, so key stream reuse for UM DRB is solved. For SRB1, maintaining the state variables would result in the UE sending the RRCReconfigurationComplete message in cell Y using PDCP COUNT value = N + 1, creating a "gap" for PDCP COUNT value = N in the receiving PDCP entity. As a result, the RRCReconfigurationComplete message for cell Y will only be submitted to the high layer after the reordering timer has expired, which may bring some latency for the following signaling interaction between UE and cell Y.
Observation 4: Maintaining the state variables for SRB after the LTM cell switch or L3 handover failure will create a “gap” for the PDCP COUNT value sequence and bring some latency for signaling interaction.

· Solution 3: Maintain the state variables for both SRB and UM DRB. 
Unlike solution 2, solution 3 maintains the state variables for both SRB and UM DRB after LTM or L3 handover failure, ensuring that a new PDCP COUNT value will be used to transmit the SRB or UM DRB data to the target LTM fast recovery cell. Solution 3 will create a “gap” in the PDCP COUNT value sequence for both SRB and UM DRB, resulting in some latency both for the signaling interaction and data transmission.

· Solution 4: Network prepares security keys for each LTM candidate cell and provides security parameters to UE for the LTM candidate cell(s). UE only changes the key in case of LTM fast recovery after a handover failure without key change.
In this solution, for LTM fast recovery after an LTM cell switch failure or L3 handover failure without a key change, UE is required to change the security key according to the security parameters to avoid keystream reuse. However, in other cases of LTM cell switch, the security key remains unchanged. 
The network can determine whether UE has changed the security key during LTM cell switch by comparing the target cell ID indicated by the network and the actual cell ID accessed by UE. If the two IDs are different, it means that LTM fast recovery after LTM cell switch or L3 handover failure has been performed and the security key has been changed.
With solution 4, there are no negative effects on system performance compared with solution 2 and 3. Therefore, we recommend adopting solution 4 to resolve the key stream reuse issue.
Proposal 2: To avoid keystream reuse, the network should prepare security keys for each LTM candidate cell and provide security parameters to UE for the LTM candidate cell(s). UE only changes the security key when LTM fast recovery is performed after handover failure without a key change.
3. Conclusion
In this contribution, we have discussed potential approaches for resolving the issue of keystream reuse during LTM fast recovery. We have the following observations and proposals:
Observation 1: Keystream reuse will happen when LTM fast recovery is performed after a failed LTM cell switch or a failed L3 handover without key change.
Observation 2: Both SRB and UM DRB may have the issue of keystream reuse during LTM fast recovery. 
Observation 3: key stream reuse during LTM fast recovery cannot be resolved by network implementation. 
Observation 4: Maintaining the state variables for SRB after the LTM cell switch or L3 handover failure will create a “gap” for the PDCP COUNT value sequence and bring some latency for signaling interaction.
Proposal 1: Solutions to resolve the key stream reuse issue should be applicable to both SRB and UM DRB.
Proposal 2: To avoid keystream reuse, the network should prepare security keys for each LTM candidate cell and provide security parameters to UE for the LTM candidate cell(s). UE only changes the security key when LTM fast recovery is performed after handover failure without a key change.
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