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1 Introduction 
[bookmark: _Hlk142317762]In the last RAN2 meeting (RAN2 #124 [1]), several agreements were reached that resolved all major open issues on the topic, and the topic is considered completed from RAN2’s point of view.RAN2 #124 agreements:
· For the handling of the used sk_Counter:
UE removes the selected sk-Counter upon security update and UE select the first sk-counter.
· It is up to the NW to guarantee a valid SCPAC configuration after SCG release/PCell change/PSCell change.
· Complete configuration flag for complete subsequent CPAC candidate configuration is supported. Assume the full configuration procedure is not used for SCAPC.
· The subsequent execution condition is provided as an additional list for each candidate of execution condition to evaluate other candidate as captured in current CR.
· The maximum number of maxSecurityCellSet-r18 is 9 (i.e. maxNrofCondCells+1).
· The maximum sk-Counter number that can be configured for each cell set is 8.
· Inter-node RRC message is used for reference configuration transfer (as captured in running CR).
· In this release, assume to use the same target configuration for CPA and CPC (always).
· The legacy signalling CondReconfigToAddModList-r16 and CondReconfigToRemoveList-r16 can be used to update the candidate configuration for subsequent CPAC (similar to the legacy CPAC).
· P1: The SK-counter list parameter introduced in RRC-Reconfiguration can support the required signalling procedure with UE for the security life cycle management indicated in SA3.
· P2: From RAN2 perspective the proposed solution from SA3 for key-mismatch is sufficient.
· P3: For the SA3 proposed NW behaviour related to Master-key update impact to SK-counters, The GNB implementation need to ensure that SK-counter-list is also replaced at UE whenever Master-Key-Update is triggered towards UE.  No specification changes needed.
· It can be up to the NW implementation on whether and how to include the candidate PSCell(s) that have been prepared by other candidate SN(s) in the SN Addition Request message if the MN has received the response from other candidate SN(s), e.g. for other candidate SN(s), the MN can include only the prepared PSCell(s) in the associated recommend cell list(s). No change to the existing recommend cell list is expected.
· For intra-SN subsequent CPAC in MN format, the source SN informs the MN to generate the MN RRCReconfiguration message for intra-SN subsequent CPAC configuration. The detailed indicator is up to RAN3, e.g. implicit or explicit indicator.


· For intra-SN subsequent CPAC in MN format, the source SN sends the prepared PSCell ID(s), the candidate SCG configuration(s) and associated execution condition(s) to the MN, to let the MN generate the final MN RRCReconfiguration message for intra-SN subsequent CPAC configuration. The detailed inter-node RRC signalling is up to the RRC CR discussion.
· RAN2 confirms that both MN format and SN format can be used for intra-SN subsequent CPAC. And It’s up to the source SN to decide which format to be used.
· It’s up to RAN3 to discuss and decide the procedure for intra-SN subsequent CPAC in MN format.
· It’s up to RAN3 to decide whether to introduce a separate flow chart and procedural text for intra-SN subsequent CPAC with MN involvement procedure.
· The granularity to update the sk-counter configuration is per sk-counter list that is associated with a cell set ID.
· Rely on NW to guarantee the validity of servingSecurityCellSetID after normal PSCell change, i.e. NW update the sourceSecurityCellSetID if the SecurityCellSetID of target PScell is different.
· UE releases the stored sk-counter configuration and the entries within VarServingSecurityCellSetID if all SCPAC configurations are released.
· UE stops evaluating the subsequent CPC execution conditions upon MCG failure and SCG failure.
· UE maintains the subsequent CPAC configurations upon MCG failure and SCG failure and relies on explicit signalling to release.
· Follow LTM on SCPAC candidate cell configuration application.
· Assume that common procedure is used for SCPAC execution for the candidate provided as MN format and SN format.



[bookmark: _Hlk110670114]In this contribution, we discuss some maintenance related issues on this topic.

2 Handling of PDCP and RLC reset at the UE upon Subsequent CPC (SCPC) execution
Upon Subsequent CPC execution at the UE, if the CPC execution results in a change of the serving SN, the SN key changes. In such a case, for each SN-terminated bearer that is kept after the CPC execution, the integrity and/or ciphering algorithm and key of the PDCP entity should be updated and PDCP re-establishment performed for the PDCP entity, and RLC re-establishment performed for the associated RLC entity (or entities).
[bookmark: _Hlk159061689]Proposal 1. Upon Subsequent CPC (SCPC) execution at the UE, if the CPC execution involves change of the serving SN, for each SN-terminated bearer that is kept at the UE after the CPC execution:
· The integrity and/or ciphering algorithm of the PDCP entity may be updated if indicated in the CPC target configuration, 
· The key of the PDCP entity is updated, 
· PDCP re-establishment is performed for the PDCP entity,
· RLC re-establishment is performed for the associated RLC entity (or entities).  
Upon Subsequent CPC execution at the UE, if the CPC execution does not involve a change of the serving SN, the SN key does not change. In such a case, for each SN-terminated bearer that is kept after the CPC execution, the associated RLC entity (or entities) is re-established based on the reestablishRLC IE indicated by the network, and if the bearer is an AM DRB, PDCP data recovery is performed based on the recoverPDCP IE indicated by the network.
[bookmark: _Hlk159061706]Proposal 2. Upon Subsequent CPC (SCPC) execution at the UE, if the CPC execution does not involve change of the serving SN, for each SN-terminated bearer that is kept at the UE after the CPC execution:
· RLC re-establishment is performed for the associated RLC entity (or entities) based on the reestablishRLC IE indicated by the network, 
· If the bearer is an AM DRB, PDCP data recovery is performed based on the recoverPDCP IE indicated by the network.
The corresponding changes in the running RRC CR are provided in the TP in the Annex.    
3 [bookmark: _Hlk159061593]Coexistence of inter-SN and intra-SN SCPAC configurations
For simplicity of handling at the UE, we think that a single reference SCG configuration and a single reference MCG configuration should be configured for this case.
Proposal 3. A single reference SCG configuration and a single reference MCG configuration is provided to the UE in case of coexistence of inter-SN and intra-SN subsequent CPAC configurations. 
We can follow the principles that have been agreed in previous meetings: (a) MN can request a reference SCG configuration from any of the involved SNs (the source SN or a candidate SN), (b) MN provides a reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells.  
Proposal 4. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, the following principles can still be followed: (a) MN can request the reference SCG configuration from any of the involved SNs (the source SN or any candidate SN), (b) MN provides the reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells belonging to it. If the SN does not receive a reference SCG configuration from the MN, the SN generates full SCG configurations.
Proposal 5. As in Rel-17 CPAC, MN indicates to an SN the maximum number of conditional configurations that the SN can initiate preparation for (inter-SN or intra-SN subsequent CPC).     
4 [bookmark: _Hlk159061634]Other RRC corrections
In the two cases of inter-SN and intra-SN CPC execution, the handling of RLF timers and constants during the application of complete configuration for the MCG and the SCG needs to be corrected.
[bookmark: _Hlk159061785]Proposal 6. Upon inter-SN CPC execution at the UE, during the application of the complete configuration, the default values for the RLF timers and constants T310, T311, N310, and N311, for the MCG and SCG are used. 
Upon intra-SN CPC execution at the UE, during the application of the complete configuration, the default values for the RLF timers and constants T310, T311, N310, and N311, for the SCG are used.
The corresponding changes in the running RRC CR are provided in the TP in the Annex.
4 Conclusions
Based on the above discussions, we recommend that RAN2 discuss the following observations and proposals.

Handling of PDCP and RLC reset at the UE upon Subsequent CPC (SCPC) execution
Proposal 1. Upon Subsequent CPC (SCPC) execution at the UE, if the CPC execution involves change of the serving SN, for each SN-terminated bearer that is kept at the UE after the CPC execution:
· The integrity and/or ciphering algorithm of the PDCP entity may be updated if indicated in the CPC target configuration, 
· The key of the PDCP entity is updated, 
· PDCP re-establishment is performed for the PDCP entity,
· RLC re-establishment is performed for the associated RLC entity (or entities).  
Proposal 2. Upon Subsequent CPC (SCPC) execution at the UE, if the CPC execution does not involve change of the serving SN, for each SN-terminated bearer that is kept at the UE after the CPC execution:
· RLC re-establishment is performed for the associated RLC entity (or entities) based on the reestablishRLC IE indicated by the network, 
· If the bearer is an AM DRB, PDCP data recovery is performed based on the recoverPDCP IE indicated by the network.
Coexistence of inter-SN and intra-SN SCPAC configurations
Proposal 3. A single reference SCG configuration and a single reference MCG configuration is provided to the UE in case of coexistence of inter-SN and intra-SN subsequent CPAC configurations. 
Proposal 4. In the case of coexistence of inter-SN and intra-SN subsequent CPAC configurations, the following principles can still be followed: (a) MN can request the reference SCG configuration from any of the involved SNs (the source SN or any candidate SN), (b) MN provides the reference SCG configuration to an SN so that the SN can generate delta SCG configurations for the prepared candidate PSCells belonging to it. If the SN does not receive a reference SCG configuration from the MN, the SN generates full SCG configurations.
Proposal 5. As in Rel-17 CPAC, MN indicates to an SN the maximum number of conditional configurations that the SN can initiate preparation for (inter-SN or intra-SN subsequent CPC).     
Other RRC corrections                
Proposal 6. Upon inter-SN CPC execution at the UE, during the application of the complete configuration, the default values for the RLF timers and constants T310, T311, N310, and N311, for the MCG and SCG are used. 
Upon intra-SN CPC execution at the UE, during the application of the complete configuration, the default values for the RLF timers and constants T310, T311, N310, and N311, for the SCG are used.
5 Annex: TP for the running RRC (TS 38.331) CR 
[bookmark: _Toc156129741]5.3.5.13.8	Subsequent CPAC execution
Upon the conditional reconfiguration execution for subsequent CPAC, the UE shall:
1>	if the selected subsequent CPAC candidate configuration is stored in MCG VarConditionalReconfig:
[bookmark: _Hlk150962964]2>	release/clear all current dedicated radio configuration except for the following:
-	the MCG C-RNTI;
-	the AS security configurations associated with the master key and the secondary key;
-	for each SRB/DRB in current UE configuration:
-	keep the associated RLC, PDCP and SDAP entities, their state variables, buffers and timers;
-	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;
-	the UE variables VarConditionalReconfig and VarServingSecurityCellSetID.
2>	release/clear all current common radio configuration;
2> use the default values specified in 9.2.3 for timers T310, T311 and constants N310, N311, for the MCG and the SCG.
1>	else:
2>	release/clear all current dedicated radio configuration associated with the SCG except for the following:
-	the AS security configurations associated with the secondary key;
-	for each SRB/DRB in current UE configuration which is using the secondary key:
-	keep the associated RLC, PDCP and SDAP entities, their state variables, buffers and timers;
-	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;
-	the UE variables VarConditionalReconfig.
2>	release/clear all current common radio configuration associated with the SCG;
2> use the default values specified in 9.2.3 for timers T310, T311 and constants N310, N311, for the SCG.
1>	use the default values specified in 9.2.3 for timers T310, T311 and constants N310, N311 for the cell group for which the subsequent CPAC cell switch procedure is triggered;
1>	if the securityCellSetId is included in the entry in VarConditionalReconfig containing the RRCReconfiguration message:
2>	if servingSecurityCellSetId is not included within VarServingSecurityCellSetID; or
2>	if the value of the securityCellSetId is not equal to the value of servingSecurityCellSetId within VarServingSecurityCellSetID:
3>	consider the first sk-Counter value in the sk-CounterList associated with the securityCellSetId within the VarConditionalReconfig as the selected sk-Counter value, and perform security key update procedure as specified in 5.3.5.7;
3>	remove the selected sk-Counter value from the sk-CounterList associated with the securityCellSetId within the VarConditionalReconfig;
3>	if the current VarServingSecurityCellSetID includes servingSecurityCellSetId:
4>	replace the value of servingSecurityCellSetId within VarServingSecurityCellSetID with the value of securityCellSetId associated with the selected cell;
3>	else:
4>	store the servingSecurityCellSetId within VarServingSecurityCellSetID with the value of securityCellSetId associated with the selected cell;
1>	if the selected subsequent CPAC candidate configuration is stored in the SCG VarConditionalReconfig:
2>	for each drb-Identity value included in RadioBearerConfig associated with the secondary key (S-KgNB) as indicated by keyToUse that is part of the current UE configuration:
3> after the end of this procedure, re-establish the corresponding RLC entity as specified in TS 38.322 [4] after applying the selected subsequent CPAC candidate configuration that is stored in the SCG VarConditionalReconfig; 
3> if this DRB is an AM DRB:
4> after the end of this procedure, trigger the PDCP entity of this DRB to perform data recovery as specified in TS 38.323 [5], after applying the selected subsequent CPAC candidate configuration that is stored in the SCG VarConditionalReconfig; 
3>	trigger the PDCP entity of the AM DRB to perform PDCP data recovery as specified in TS 38.323 [5];
3>	re-establish the corresponding RLC entity as specified in TS 38.322 [4];
Editor's Note: FFS how the L2 reset (PDCP re-establishment, PDCP recovery, and RLC re-establishment) is indicated by the network in case of subsequent CPAC.
1>	else:
2>	for each drb-Identity value included in RadioBearerConfig associated with the secondary key (S-KgNB) as indicated by keyToUse that is part of the current UE configuration:
3>	if a different keyToUse value is configured; or
3>	if a new sk-Counter value has been selected due to the conditional reconfiguration execution for subsequent CPAC:
4>	after the end of this procedure, trigger the PDCP entity of the bearer to perform PDCP reestablishment as specified in TS 38.323 [5], after applying the selected subsequent CPAC candidate configuration that is stored in the MCG VarConditionalReconfig;
4> after the end of this procedure, re-establish the corresponding RLC entity as specified in TS 38.322 [4] after applying the selected subsequent CPAC candidate configuration that is stored in the MCG VarConditionalReconfig;
3>	else (if a new sk-Counter value has not been selected due to the conditional reconfiguration execution for subsequent CPAC):
	4> after the end of this procedure, re-establish the corresponding RLC entity as specified in TS 38.322 [4] after applying the selected subsequent CPAC candidate configuration that is stored in the MCG VarConditionalReconfig; 
	4> if this DRB is an AM DRB:
		5> after the end of this procedure, trigger the PDCP entity of this DRB to perform data recovery as specified in TS 38.323 [5], after applying the selected subsequent CPAC candidate configuration that is stored in the MCG VarConditionalReconfig; 
4>	trigger the PDCP entity of the AM DRB to perform PDCP data recovery as specified in TS 38.323 [5];
4>	re-establish the corresponding RLC entity as specified in TS 38.322 [4];
1>	if scpac-ConfigComplete is not included within the VarConditionalReconfig for the selected cell:
2>	if the subsequent CPAC candidate cell configuration is stored in MCG VarConditionalReconfig:
3>	consider scpac-ReferenceConfiguration in MCG VarConditionalReconfig to be the current UE configuration;
2>	else:
3>	consider scpac-ReferenceConfiguration in SCG VarConditionalReconfig to be the current SCG configuration;
NOTE 1:	When the UE considers the reference configuration to be the current UE configuration, the UE should store fields and configurations that are part of the reference configuration but should not execute any actions or procedures triggered by the reception of an RRCReconfiguration message which are described in clause 5.3.5.3.
1>	apply the stored condRRCReconfig of the selected cell(s) and perform the actions as specified in 5.3.5.3;
1>	release the radio bearer(s) and the associated logical channel(s) that are part of the current UE configuration but not part of the subsequent CPAC candidate configuration for the selected cell, or the subsequent CPAC reference configuration (in case the subsequent CPAC candidate configuration does not include scpac-ConfigComplete).
NOTE 2:	When scpac-ConfigComplete is not included for the selected cell, before a subsequent CPAC execution, a UE implementation may generate and store an RRC reconfiguration message by applying the received subsequent CPAC candidate configuration on top of the subsequent CPAC reference configuration, and the stored RRC reconfiguration message is applied for subsequent CPAC execution.
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