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Introduction
Rel-18 LTM is considered as completed at RAN2#124 meeting. But there are still some remaining issues, e.g. 	handling of key stream re-used in case of fast LTM recovery.  
In this contribution, we discussed the key stream reuse issue at fast LTM recovery.
Discussions 
At RAN2#124 meeting, RAN2 discussed the key stream reuse issue at fast LTM recovery and made the following agreements [1]:
	· Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
· Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 

Session Chair: Expect to discussion solutions next meeting (simplicity is important)


At fast LTM recovery, a key stream reuse issue may happen in the following cases:
Step 1: The UE uses the PDCP COUNT value N for SRB1 in the source cell, when the UE receives the cell switch command from the source cell, the UE performs LTM cell switch and transmits the RRCReconfigurationComplete message to the target cell#1 with the PDCP COUNT value N+1;
Step 2: If the LTM cell switch fails, the UE reverts back to the source cell configuration including PDCP state variable, i.e., the PDCP COUNT value of SRB1 is reverted back to the value N;
Step 3: If fast LTM recovery is configured and the UE selects another candidate cell to perform LTM cell switch, the UE uses the PDCP COUNT value N+1 again, to transmit the RRCReconfigurationComplete message to the target cell#2.
Since the security key + RB ID + COUNT value is not changed for the two transmissions at different LTM cell switches, the key stream is reused. But the content in two RRCReconfigurationComplete messages may be different, which would violate the SA3 requirement and cause the security risk. Besides, the same issue may happen in the DRB transmission considering that the UE may transmit the UL data together with the RRReconfigurationComplete message.
At fast LTM recovery, a key stream reuse issue may happen for both SRB and DRB considering that the UE may transmit the UL data together with the RRReconfigurationComplete message.
RAN2 has discussed the similar issue at Rel-16 CHO and decided it is left to the NW implementation to handle this issue, e.g. the NW always configures masterKeyUpdate for CHO candidate cell if fast CHO recovery is configured. However, this solution can not be applicable to LTM since the security key update is not allowed at LTM.
The solution for fast CHO recovery (e.g. the NW always configures masterKeyUpdate for CHO candidate cell if fast CHO recovery is configured) can not be applicable to fast LTM recovery since the security key update is not allowed at LTM.
Besides, the SRB1 is always used to transmit the RRCReconfigurationComplete message. Thus it is impossible to solve this issue by changing the RB ID for each candidate cell. Another solution is to avoid using the same PDCP COUNT value for data transmission. In this way, the state variable continuation solution (similar to the method used in DAPS HO) can be considered when the UE reverts back to the source cell configuration, i.e. keep PDCP state variables in the target cell. 
If fast LTM recovery is configured, the UE keeps PDCP state variables of each radio bearer in the target cell when reverting back to the UE configuration used in the source PCell in case of handover failure.
According to proposal 1, in step 2 above, when the UE falls back to the source cell, the PDCP state variables used in the target cell are kept, i.e. the PDCP COUNT value is N+1. Then, in step 3, the UE shall transmit the RRCReconfigurationComplete message to the target cell#2 with the COUNT value N+2. There would be a PDCP SN gap in the receiving PDCP entity at the NW side since the PDCP packet with the COUNT value N+1 is not received, which may increase PDCP reordering delay in the receiving PDCP entity. 
If PDCP state variables are kept when the UE reverts back to the source cell, when the UE transmits the RRCReconfigurationComplete message to the new target cell, there will be a PDCP SN gap in the receiving PDCP entity at the NW side since the last PDCP packet is not received. It may increase PDCP reordering delay.
[bookmark: _GoBack]Currently, the receiving PDCP entity can send the received PDCP packet to the upper layer upon t-Reordering timer  expires, regardless of the PDCP SN gap. So we think it’s not a critical issue. It can be up to the NW implementation to set t-Reordering timer to a small value. An alternative way is that it can be up to the NW to directly delivery the first received PDCP packet to the upper layer after sending the LTM cell switch command to the UE, regardless of the PDCP SN gap.
It can be up to the NW implementation to handle the PDCP SN gap problem in the receiving PDCP entity, e.g. set the t-Reordering timer to a small value, or directly delivery the first received PDCP packet to the upper layer after sending the LTM cell switch command.  
According to the proposals above, a corresponding TP is provided in the Annex.
Conclusion and Proposals
In this contribution, we discussed the key stream reuse issue at fast LTM recovery with the following observations and proposals:
Observation 1: At fast LTM recovery, a key stream reuse issue may happen for both SRB and DRB considering that the UE may transmit the UL data together with the RRReconfigurationComplete message.
Observation 2: The solution for fast CHO recovery (e.g. the NW always configures masterKeyUpdate for CHO candidate cell if fast CHO recovery is configured) can not be applicable to fast LTM recovery since the security key update is not allowed at LTM.
Observation 3: If PDCP state variables are kept when the UE reverts back to the source cell, when the UE transmits the RRCReconfigurationComplete message to the new target cell, there will be a PDCP SN gap in the receiving PDCP entity at the NW side since the last PDCP packet is not received. It may increase PDCP reordering delay.

Proposal 1: If fast LTM recovery is configured, the UE keeps PDCP state variables of each radio bearer in the target cell when reverting back to the UE configuration used in the source PCell in case of handover failure.
Proposal 2: It can be up to the NW implementation to handle the PDCP SN gap problem in the receiving PDCP entity, e.g. set the t-Reordering timer to a small value, or directly delivery the first received PDCP packet to the upper layer after sending the LTM cell switch command.
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Annex - TP for fast LTM recovery
TS 38.331 v18.0.0
[bookmark: _Toc60776784][bookmark: _Toc156129722]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure) or T420 expiry (Path switch failure)
The UE shall:
1>	if T304 of the MCG expires; or
1> if T420 expires; or,
1> if the target L2 U2N Relay UE (i.e., the UE indicated by targetRelayUE-Identity in the received RRCReconfiguration message containing reconfigurationWithSync indicating path switch as specified in 5.3.5.5.2) changes its serving PCell before path switch:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;
2>	if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to clause 5.3.10.3:
3>	reset MAC for the target PCell and release the MAC configuration for the target PCell;
3>	for each DAPS bearer:
4>	release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];
3>	for each SRB:
4>	if the masterKeyUpdate was not received:
5>	configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5];
4>	release the PDCP entity for the target PCell;
4>	release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	trigger the PDCP entity for the source PCell to perform SDU discard as specified in TS 38.323 [5];
4>	re-establish the RLC entity for the source PCell;
3>	release the physical channel configuration for the target PCell;
3>	discard the keys used in target PCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>	resume suspended SRBs in the source PCell;
3>	for each non-DAPS bearer:
4>	revert back to the UE configuration used for the DRB or multicast MRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities ;
3>	revert back to the UE measurement configuration used in the source PCell;
3>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the failure information procedure as specified in clause 5.7.5 to report DAPS handover failure.
2>	else:
3> if UE is configured with attemptLTM-Switch:
4>	revert back to the UE configuration used in the source PCell except for the PDCP state variables of each radio bearer;
3>	else:
34>	revert back to the UE configuration used in the source PCell;
3>	if the associated T304 was not initiated upon cell selection performed while timer T311 was running, as defined in clause 5.3.7.3:
4>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in clause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>	else if T304 of a secondary cell group expires:
2>	if MCG transmission is not suspended:
3>	release dedicated preambles provided in rach-ConfigDedicated, if configured;
3>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated, if configured;
3>	initiate the SCG failure information procedure as specified in clause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;
2>	else:
3>	if the UE is in NR-DC:
4>	initiate the connection re-establishment procedure as specified in clause 5.3.7;
3>	else (the UE is in (NG) EN-DC):
4>	initiate the connection re-establishment procedure as specified in TS 36.331 [10], clause 5.3.7;
1>	else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>	reset MAC;
2>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
NOTE 2:	In this clause, the term 'handover failure' has been used to refer to 'reconfiguration with sync failure'.
[bookmark: _Toc156129846][bookmark: _Toc60776864]5.4.3.5	Mobility from NR failure
The UE shall:
1>	if the UE does not succeed in establishing the connection to the target radio access technology:
2>	if the targetRAT-Type in the received MobilityFromNRCommand is set to eutra and the UE supports Radio Link Failure Report for Inter-RAT MRO EUTRA:
3>	store handover failure information in VarRLF-Report according to 5.3.10.5;
2>	if voiceFallbackIndication is included in the MobilityFromNRCommand message; or
2>	if the mobility from NR procedure is for emergency services fallback as specified in TS 23.502 [43]:
3>	attempt to select an E-UTRA cell:
4>	if a suitable E-UTRA cell is selected; or
4>	if no suitable E-UTRA cell is available and an acceptable E-UTRA cell supporting emergency call is selected when the UE has an ongoing emergency call:
5>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure';
4>	else:
5>	revert back to the configuration used in the source PCell;
5>	initiate the connection re-establishment procedure as specified in clause 5.3.7;
NOTE:	It is left to UE implementation to determine whether the mobility from NR procedure is for emergency services fallback as specified in TS 23.502 [43].
2>	else:
3> if UE is configured with attemptLTM-Switch:
4>	revert back to the UE configuration used in the source PCell except for the PDCP state variables of each radio bearer;
3>	else:
34>	revert back to the configuration used in the source PCell;
3>	initiate the connection re-establishment procedure as specified in clause 5.3.7;
1>	else if the UE is unable to comply with any part of the configuration included in the MobilityFromNRCommand message; or
1>	if there is a protocol error in the inter RAT information included in the MobilityFromNRCommand message, causing the UE to fail the procedure according to the specifications applicable for the target RAT:
2>	if the targetRAT-Type in the received MobilityFromNRCommand is set to eutra and the UE supports Radio Link Failure Report for Inter-RAT MRO EUTRA:
3>	store handover failure information in VarRLF-Report according to 5.3.10.5;
2>	revert back to the configuration used in the source PCell;
2>	initiate the connection re-establishment procedure as specified in clause 5.3.7.









