3GPP TSG-RAN WG2 Meeting #125                         R2-2400209
Athens, Greece,  Feb. 26th – Mar. 1st, 2024

Agenda Item:
7.4.1.3.1
Source: 
Transsion Holdings
Title:  
Discussion on key stream reuse during LTM fast recovery
Document for:
Discussion and Decision
Introduction

According to the previous RAN2 meeting [1], there were consensus had been reached:
	124
Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)

Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 


In this contribution, we will provide our views based on last meeting agreements. 
Discussion
Key stream reused during LTM fast recovery
RAN2 had introduced fast LTM recoery at RAN2#121b[2] and locked down the procedure at RAN2#123[3]. While the LTM cell swithc had been triggered and T304 is expired, the UE shall reverts back to source PCell/PScell configuration and performs cell selection. If the selected cell is configued LTM cell and attemptLTM-Switch had been set, the UE will performs LTM cell switch to this selected cell, otherwise, the RRC re-establishment would be trigged. In Rel-18 LTM, the secrity key is matained after cell swtich, that is, there is no need to update master key, such that, the UE will reuses the reverted configurations containing the COUNT value that was used to generate RRCReconfiguration message to be send to the indicated target cell, as RAN2 had identified this issue form the last RAN2 meeting.
Observation 1 RAN2 confirmed that the key stream is reused during fast LTM recovery procedure. 
As we had made consensues from the last meeting, the fast LTM recoery is strongly needed and which is must to be took into account on dealing with key stream reuse problem. Below are pros and cons of solutions that can be used to handling this issue:

PDCP state variables continution: the UE continues to use the last updated PDCP state variables for fast LTM recovery, when the UE has identified that the selected cell is configured LTM cell and attemptLTM-Switch had been set.
Pro: Low spec impact.
Cons: The UE needs to introduce another new parameter(s) to store value(s) of the last PDCP state variables.
PDCP re-establishment: the UE performs PDCP re-establishmen at fast LTM recovery.
Pro: Low spec impact.
Cons: The UE will discard all SRB PDUs and SUDs, update keys and integrity/ciphering algorithm, initial state valueables to initial value...etc, which results in latency and extra processes.
Regarding RAN2 Rel-18 is entering into maintainance phase, in order to lower the work loading, RAN2 to adapt PDCP state variable continution for fast LTM recovery. 
Proposal 1  RAN2 to adapt PDCP state variable continution for fast LTM recovery.

Conclusion

Based on the outcome of the above discussion, we would like to suggest the following proposals:

Observation 1 RAN2 confirmed that the key stream is reused during fast LTM recovery procedure. 
Proposal 1  RAN2 to adapt PDCP state variable continution for fast LTM recovery.
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