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1. Introduction
The selective activation of CG has been discussed with focusing on the selective SCG activation so far. In RAN2#122, there were some agreements below including the terminology to be used in the specification [1].

	For SN-initiated SCG selective activation, candidate SN generates execution conditions for subsequent CPC.
FFS if it shall be possible to do something like MN-initiated CPA/CPC where Candidate SN generate execution conditions for subsequent CPC
The UE shall skip the condition evaluation for a candidate which is a current PScell.
The reference configuration is provided to all candidates involved in preparation, FFS which node initially generates it. Assume it can be provided in MN initiated and in SN initiated procedures.  
Will not spend specific efforts for supporting nested configurations for candidate cell configuration.
Rapporteur take initiative on naming offline

Terminology is “Subsequent CPAC”



Among the FFS issues, we firstly discuss the execution condition for the MN-initiated Subsequent CPAC and propose to conclude the issue in this meeting. We also provide our views on how the UE determines whether to perform SN security key update and PDCP re-establishment for subsequent CPC.
2. Discussion
2.1	Execution condition for MN-initiated Subsequent CPAC
In RAN2#121bis-e, it had been agreed that the MN generates the execution condition for the initial CPAC in the MN-initiated Subsequent CPAC, while for subsequent CPC, still there are two options on the table:
· Option 1: Source MN generates the execution conditions for all subsequent CPC.
· Option 2: Candidate SN may generate execution conditions for subsequent CPC.
This was discussed again in RAN2#122. Many companies including us proposed to go for the Option 1, while some companies still considered the Option 2 is useful. Finally, there still was no conclusion with FFS.
	For SN-initiated SCG selective activation, candidate SN generates execution conditions for subsequent CPC.
FFS if it shall be possible to do something like MN-initiated CPA/CPC where Candidate SN generate execution conditions for subsequent CPC



The essential point in proposing the Option 1 is that this is the MN-initiated procedure, i.e. reusing MN-initiated CPC with removing RRC Reconfiguration procedure for the subsequent CPC (as shown in Fig.1). This would mean that the intention of the feature should be to apply the MN-initiated CPC for the subsequent CPC as well. If the candidate SN generates execution condition, the MN loses its control for the subsequent CPC. It is very natural to go for the Option 1.
Having proposed that, the discussion should be concluded in this meeting so that all the necessary specification work can be completed on time. One compromise solution is to give the MN flexibility for generation of execution conditions. The MN can select to apply the Option 1 or Option 2 and the decision is indicated to the candidate SN in the SN Addition Request. Note that actual Xn message and IE are up to RAN3 to decide. 
Based on the discussions, we propose that RAN2 firstly try to check if the Option 1 is acceptable. If not, the compromise solution should be selected.

Proposal 1: RAN2 to agree that the MN generates the execution conditions for all subsequent CPCs.
Proposal 1a: If the P1 is not agreed, RAN2 to agree that the MN selects which node (MN or candidate SN) generates the execution conditions for the subsequent CPCs and indicates to the candidate SN if the candidate SN is allowed to generate the execution condition.
[image: ]
Fig.1: Comparison of MN-initiated procedures in Rel-17 and Rel-18 (expectation)

2.2	Security key handling in subsequent CPC
Conventionally, in case of inter-SN PSCell change, the UE derives new secondary key KSN, performs PDCP re-establishment and RLC re-establishement for DRBs and SRBs based on explicit indication sk-Counter and reestablishPDCP in RRCReconfiguration message. In case of intra-SN PSCell change, the UE maintains (does not change) KSN, performs PDCP SDU discard for SRB3 and PDCP recovery for DRBs based on explicit indication discardOnPDCP and recoverPDCP from RRCReconfiguration message. 
For subsequent CPC, according to LS from SA3, SN Counter based solution for fresh key derivation is used and the SN counter is changed upon every SN change.
	Following is the solution details from security perspective:
1. The MN provides to the UE the SN Counter values for each SN, and the UE stores these values along with the CPC.
2. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. The UE changes the SN Counter upon every SN change. 


Additionally, according to TS 33.501 [3], the derivation of secondary security key only depends on SN counter, i.e. independent of ID of PSCell and does not update for intra-SN PSCell change:
	[bookmark: _Toc19634933][bookmark: _Toc26876001][bookmark: _Toc35528768][bookmark: _Toc35533529][bookmark: _Toc45028910][bookmark: _Toc45274575][bookmark: _Toc45275162][bookmark: _Toc51168420][bookmark: _Toc82095968]A.16	Derivation of KSN for dual connectivity
This input string is used when the MN and UE derive KSN during dual connectivity. The following input parameters shall be used:
-	FC =0x79,
-	P0 = Value of the SN Counter as a non-negative integer,
-	L0 = length of the SN Counter value (i.e. 0x00 0x02).
The input key KEY shall be KeNB when the MN is an ng-eNB and KgNB when the MN is a gNB.



Therefore, since network is unable to predict the UE’s moving trajectory and it was agreed that nested configurations is not supported, it is impossible to generate configuration for the secondary security key management and PDCP handling properly for each subsequent CPC, because the source PSCell and target PSCell may be from same or different SNs as example in Fig. 2. 
Observation. For subsequent CPC, secondary security key update and PDCP re-establishment are only performed for inter-SN PSCell change. 

There can be some candidate options for consideration:
In Rel-17 TEI, gNB-ID-Length is broadcasted in system information for CGI reporting for the management of flexible gNB-ID. With the gNB ID length and NR Cell IDs, the UE can know the gNB ID. If both the source PSCell and target PSCell can broadcast the gNB ID length information, the UE can determine whether the source PSCell and target PSCell belong to the same gNB or not. But gNB-ID-length now is for SON purpose, this option requires it also to be broadcasted and used for subsequent CPC.
Another alternative is similar to L2 reset handling for LTM. A cell group ID for each candidate PSCell is provided to the UE in the conditional reconfiguration. If the cell group ID of the source PSCell and the target PSCell are the same, the UE performs SN security key update, and PDCP re-establishment for DRBs and SRBs. Otherwise, the UE does not update SN security key, and perform PDCP SDU discard for SRB3 and PDCP recovery for DRBs.
Compared with the two options above, we prefer the later one, which is independent from the CGI report feature, more flexible, and no additional overhead on system information.
Proposal 2: UE determines whether the subsequent CPC is intra-SN or inter-SN to decide whether to perform SN security key update and PDCP re-establishment. The determination could be based on cell group ID configured for each candidate PSCells.
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Fig. 2: Example of subsequent CPC

3. Conclusion
In this contribution we discussed the issues on the MN-initiated subsequent CPAC and how the UE decides on whether to perform SN security key update and PDCP re-establishment, and have the following proposals:

Proposal 1: RAN2 to agree that the MN generates the execution conditions for all subsequent CPCs.
Proposal 1a: If the P1 is not agreed, RAN2 to agree that the MN selects which node (MN or candidate SN) generates the execution conditions for the subsequent CPCs and indicates to the candidate SN if the candidate SN is allowed to generate the execution condition.

Observation. For subsequent CPC, secondary security key update and PDCP re-establishment are only performed for inter-SN PSCell change. 
Proposal 2: UE determines whether the subsequent CPC is intra-SN or inter-SN to decide whether to perform SN security key update and PDCP re-establishment. The determination could be based on cell group ID configured for each candidate PSCells.

References
[1] RAN2#122 Chair notes
[2] S3-233200, LS on Security Solution for Selective SCG
[3] TS 33.501, Security architecture and procedures for 5G system

image1.png
Can Candi
S| St

Preparation for MN-initiated CPC pracedure

Condition met
for candidate
cell of SN1

CPC execution to SN1 using MN-initiated procedure

Preparation for MN-initiated CPC pracedure

Condition met
for candidate
cellof SN2

CPC execution to SN2 using MN-initiated procedure

a) Rel-17 MN-initiated inter-SN CPC

Preparation for MMinitisted CPC pracedure (for subsequent CPAC)

Condition met
for candidate
cellof SN1

CPC execution to SN1 using MN-initiated procedure

Condition met
for candidate
cel of SN2

CPC execution to SN2 using MN-initiated procedure

b) Rel-18 MN-initiated inter-SN CPC
for selective SCG activation




image2.png
Candidate SN1

(1 0)
Source SN (A) /

(uA\» D”?D/

Subsequent CPC
w/ SN key change





