3GPP TSG-RAN WG2 Meeting #121	R2-2301538
Athens, Greece, 27th February – 3th March 2023

Agenda Item:	8.9.2
Source:	ASUSTeK
Title:	Discussion on E2E security for supporting L2 UE-to-UE relay
Document for:	Discussion and Decision 
1	Introduction
According to TR 23.700-33-i00 [1], end-to-end (E2E) security is applied to support Layer-2 (L2) UE-to-UE Relay. In this document, we discuss the BEARER input parameter for the E2E security and E2E SLRB configuration to support L2 UE-to-UE Relay.
[bookmark: _Ref178064866]2	Discussion
2.1	End-to-end (E2E) security for L2 UE-to-UE Relay
Section 8.1 in TR 23.700-33-i00 [1] describes the following conclusions specific for L2 UE-to-UE Relay:
The following conclusions are specific for Layer-2 UE-to-UE Relay:
-	Per-hop links (i.e. PC5 link between Source UE and UE-to-UE Relay, as well as between UE-to-UE Relay and Target UE) needs to be established before E2E PC5 link establishment is performed. Sol#30 (clause 6.30.2.2) is used as basis for normative work.
According to the above conclusions, Sol#30 (clause 6.30.2.2) is used as basis for normative work on E2E PC5 link establishment. The figure in clause 6.30.2.2 [1] for describing the E2E PC5 link establishment is quoted below:


Figure 6.30.2.2-1: Layer-2 UE-to-UE Relay connection establishment
In Step 5, Target UE triggers the security procedure with Source UE, which means E2E security is applied to support L2 UE-to-UE Relay.
Observation 1 According to TR 23.700-33-i00 [1], E2E security is applied to support L2 UE-to-UE Relay.
2.2 	BEARER input parameter for E2E security
When transmitting a sidelink packet from Source UE to Target UE, it is supposed that the sidelink packet will be transmitted from Source UE to Relay UE on a 1st hop PC5 RLC channel and then transmitted from Relay UE to Target UE on a 2nd hop PC5 RLC channel. Basically, the sidelink packet shall be ciphered by Source UE and deciphered by Target UE using the E2E security key negotiated during the E2E security procedure shown in the above figure. If R16 sidelink security is followed, Source UE shall cipher the sidelink packet with the logical channel identity (LCID) of the 1st hop PC5 RLC channel as an input parameter to the ciphering function while Target UE shall decipher the received sidelink packet with the LCID of the 2nd hop PC5 RLC channel as an input parameter to the deciphering function. In case the LCID of the 1st hop PC5 RLC channel is different from the LCID of the 2nd hop PC5 RLC channel, the deciphered result would be incorrect.
Observation 2 For a sidelink packet transmitted from Source UE to Target UE via a L2 UE-to-UE Relay, the deciphered result of the sidelink packet would be incorrect if LCID is used as an input parameter to the ciphering/deciphering function and the LCID of the 1st hop PC5 RLC channel is different from the LCID of the 2nd hop PC5 RLC channel.
To avoid the above issue, there is a need to make sure the LCID of the 1st hop PC5 RLC channel is equal to the LCID of the 2nd hop PC5 RLC channel. To achieve this, the L2 UE-to-UE Relay needs to set the LCID of the 2nd hop PC5 RLC channel according to the LCID of the 1st hop PC5 RLC channel when establishing the 2nd hop PC5 RLC channel during the sidelink RRC reconfiguration procedure with Target UE i.e. E2E LCID is used for UE-to-UE relaying. As a result, two SL Radio Bearers mapping to the same PC5 RLC channel will share the same Bearer input parameter (i.e. E2E LCID), which violates the legacy security principle. To avoid this issue, there is a need to restrict 1:1 mapping between Remote UE SL Radio Bearers and PC5 RLC channels for relaying. However, this would on the other hand violate the intention of introducing the adaptation layer.
Observation 1 
Observation 2 
If E2E LCID is used as an input parameter to SL ciphering/deciphering function in UE-to-UE relaying as legacy sidelink communication, there is a need to restrict 1:1 mapping between Remote UE SL Radio Bearers and PC5 RLC channels for relaying, which violates the intention of introducing the adaptation layer.
To avoid this restriction, one potential solution is to use the RB ID of an E2E sidelink radio bearer (DRB/SRB) as the input parameter to the ciphering/deciphering function. 
Therefore, we propose the following:
Proposal 1 RB ID of each E2E sidelink radio bearer (DRB/SRB) is used as an input parameter to the ciphering/deciphering function for the E2E security between Source UE and Target UE in L2 UE-to-UE Relay. 
[bookmark: _Ref189046994]Details on E2E SLRB configuration and PC5 RLC channel configuration for L2 UE-to-UE Relay can refer to our contribution in [3].
3 	Conclusion
Based on the discussion in the previous sections, we have the following observations:
1. According to TR 23.700-33-i00 [1], E2E security is applied to support L2 UE-to-UE Relay. 
For a sidelink packet transmitted from Source UE to Target UE via a L2 UE-to-UE Relay, the deciphered result of the sidelink packet would be incorrect if LCID is used as an input parameter to the ciphering/deciphering function and the LCID of the 1st hop PC5 RLC channel is different from the LCID of the 2nd hop PC5 RLC channel. 
If E2E LCID is used as an input parameter to SL ciphering/deciphering function in UE-to-UE relaying as legacy sidelink communication, there is a need to restrict 1:1 mapping between Remote UE SL Radio Bearers and PC5 RLC channels for relaying, which violates the intention of introducing the adaptation layer.
Based on the discussion in the previous sections we propose the following:
Proposal 1 RB ID of each E2E sidelink radio bearer (DRB/SRB) is used as an input parameter to the ciphering/deciphering function for the E2E security between Source UE and Target UE in L2 UE-to-UE Relay. 
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