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1	Introduction
According to the agreements from R2-120 [1]:
	· RAN2 assumes that LTM (intra DU and inter DU) is network-controlled mobility where the control is from the source, i.e. measurements (L1 measurements) are configured in the UE from the source Cell, and the decision to switch cell is by the source cell, and enhancements considered for LTM before cell switch, e.g. pre-synchronization, TA handling, target beam mgmt (to the extent it is supported) may be by the source cell. RAN2 understands that this may require cooperation source DU CU target DU and/or OAM coord. RAN2 don’t see any blocking issue to share information between DUs but the support of this is in RAN3 domain. RAN2 see no necessity for a direct inter-DU-interface to support this. 
· LTM cell switch is supervised by a timer
· UE arrival in the target cell need to be indicated (somehow)



The open issues as captured in the meeting report [2] could be summarized as follows:
	· Procedure of LTM cell switch to be supervised by a timer.
· How to indicate UE arrival in the target cell. 
· Security concerns for LTM when using L1/L2 signalling in L1 measurement report or LTM trigger command



In this paper the above issues are being discussed. Specifically, how the cell switch can be supervised by a timer in order to identify potential failures, how the arrival to the target cell can be indicated, and how the cell switch can be triggered without exposing the target cell PCI. 

2	Cell Switch Triggering Operations
2.1	Cell Switch Failure Monitoring
Following the latest agreements in R2-120 the LTM procedure can be captured in the following MSC [3].
According to that:
· The UE sends a MeasurementReport message to the gNB. The gNB decides to use LTM and initiates LTM candidate preparation.
· The gNB transmits an RRCReconfiguration message to the UE including the configuration of one or multiple LTM candidate target cells. 
· The UE stores the configuration of LTM candidate target cell(s) and transmits an RRCReconfigurationComplete message to the gNB.
· The UE may perform DL synchronization and TA acquisition with candidate target cell(s) before receiving the LTM cell switch command.
· The UE performs L1 measurements on the configured LTM candidate target cell(s) and transmits lower-layer measurement reports to the gNB.
· The gNB decides to execute LTM cell switch to a target cell and transmits a MAC CE triggering LTM cell switch by including the candidate configuration index of the target cell. The UE switches to the configuration of the LTM candidate target cell.
· The UE performs a random access procedure towards the target cell, if TA is not available.
· The UE indicates successful completion of the LTM cell switch towards target cell.



Figure 1: Running CR - Signalling procedure for LTM
Following the description above, once the UE receives the Cell switch Command, it initiates the cell switch process. However, if for any reason the UE fails to successfully switch to the target cell the UE will not be able to recognize this. For such reason a timer to supervise the process like T304 is needed. It should be noted also that the starting point of the timer, as well as its duration will have impact on the interruption time due to failure and the recovery.
Observation 1: Cell switch procedure in LTM needs to be supervised by a timer in order to identify failures.
Proposal 1: Start T304-like timer upon the reception of the MAC CE with the cell switch command. Details on the exact operation of the timer, e.g., exact starting point are FFS.
Proposal 2: Configuration of the T304-like timer for LTM should be provided with the RRC Reconfiguration containing the LTM configurations. 
If a failure occurs, and under the assumption that the same paradigm is followed as in Baseline HO, the UE will have to perform re-establishment including cell reselection and decoding system information in order to identify the proper cell to re-establish to. This will increase the interruption time and signalling overhead, even though the UE may have already the configurations of cells that it could recover to. On the other hand, the RRC Configuration of the prepared cells is already available in the UE and the UE can take advantage of this to reduce the interruption time of the re-establishment of the connection.  

Observation 2: Early provision of RRC configurations to the UE can enable the reduction of the interruption time caused by re-establishment procedure in case of failures. 

For example, in case an RLF or a HOF occurs, the UE may apply it to reduce the interruption time, similar to Conditional Handover Recovery. A similar procedure could be used for LTM to allow faster recovery from PCell re-establishment procedure.

Proposal 3: If the UE has stored LTM command when RLF occurs, the UE can be configured to apply that first without triggering re-establishment procedure. 

2.2	LTM completion indication
The LTM completion step, i.e., UE arrival to the target cell has not yet been discussed much. To our understanding this discussion is linked to the discussion of which RRC Model will be used. Specifically, if RRC Model 1 is used, wherein the UE performs and RRC Reconfiguration that it is part of the RRC reconfiguration sent in step 10 of Figure 2, the UE has to send an RRC Reconfiguration Complete to the target cell. On the other hand, if Model 2 is used, wherein the UE switches cell by applying a new CellGroupConfig, the UE could theoretically skip the RRC Reconfiguration Complete since it does not apply a new RRC Configuration. But one way or another, the target cell still needs to know when the UE has completed the LTM procedure and is ready for data transmission in the target cell.
Figure 2 provides an elaborated view of the figure captured in the Running CR of the TS38.300 ([3]) wherein the gNB is decomposed in CUs and DUs to elaborate on the arrival to the target cell and how this is notified. As shown in the figure, three options can be considered for the LTM completion indication. 
· Option 1: RRC Message only. This process has the benefit that the CU is being informed by the UE, with a secure message about the success of the mobility process. This has also been used in Baseline Handover, as well as in Conditional Handover and DAPS, for the notification to the CU that the RRC Reconfiguration has been successfully performed. On the other hand, the content of the RRC Reconfiguration Complete message is not visible to the DU. Therefore, the target DU cannot perform any actions before the RRC Reconfiguration Complete message reaching the CU. 
· Option 2: MAC CE to the Target DU only. This process has the benefit that the transmission of the MAC CE message is faster than the transmission of the RRC Reconfiguration Complete message to the CU. In this case the DU is aware of the cell switch for the specific UE, since the latter has notified it. On the other hand, Ciphering and Integrity Protection is done using the RRC Reconfiguration Complete message. If RRC Reconfiguration Complete is not sent, the content should be included in the MAC CE, which in turn should provide this in the CU to bypass the ciphering an integrity protection which impacts the PDCP operation. 
· Option 3: Both RRC Message and MAC CE to the Target DU: This option assumes the transmission of both MAC CE and RRC Reconfiguration Complete to the target DU. This is the costliest in terms of signaling and does not offer any benefit compared to Option 1, since anyway the reception of the RRC Reconfiguration Complete message is required from the CU, to initiate the data transmission. 

Note that in Figure 2, the Target DU sends to the CU a message notifying the proper access/arrival of the UE to the DU, as done in the CHO [TS38.401 - 8.2.1.3	Inter-gNB-DU Conditional Handover or Conditional PSCell Change]. 
[image: ]
Figure 2: Target Cell Arrival options

Observation 3: An UL message (either RRC Reconfiguration Complete or a MAC CE routed by DU) needs to be sent to the CU to perform Integrity Check for the UE arrival at target cell. 
Proposal 4: Use Option 1 (i.e., RRCReconfigurationComplete) for the indication of the UE arrival at the Target DU (similar to CHO). 

2.3	Target Cell indication in MAC CE triggering LTM
In the running CR of the TS 38.300 ([3]) the following has been mentioned in Figure 1 describing the LTM procedure:
	6.	The gNB decides to execute LTM cell switch to a target cell and transmits a MAC CE triggering LTM cell switch by including the candidate configuration index of the target cell. The UE switches to the configuration of the LTM candidate target cell. 
The way in which this indication of the target cell configuration will take place is not yet defined. For this, two aspects should be taken considered: 
1) Protection of the target cell is indication (i.e., security aspect) 
2) Signaling overhead in the MAC CE (i.e., efficiency aspect)
Overhead is not expected to be the biggest concern (since there are both large MAC CEs already, and the MAC CE size would in any case be likely much smaller than the RRCReconfiguration size), but the protection of the LTM command is a relevant aspect to consider: The security aspect arises because MAC CEs are neither ciphered nor integrity protected: therefore, allowing for the sending transmission of plaintext MAC CE that changes the serving cell of the UE could be subject to denial-of-service (DoS) attack, wherein such commands are sent to UEs randomly, potentially causing RLFs or UP interruption. Therefore, it is necessary to avoid at least indicating details of target cell configuration within the MAC CE. Having, and some form of protection would help to avoid obvious attacks.
There are a few ways to address such problems (which are not mutually exclusive):
Providing ciphering or integrity protection for the MAC CE: If the MAC CE were ciphered, this would obviously resolve several problems. However, it may not be desirable to duplicate PDCP functionalities within MAC. One way to resolve this would be for the CU to provide cell-pair tokens that are integrity-protected and/or ciphered by PDCP within the MAC CE – then the UE would pass those to PDCP for validation, and if that is successful, it would trigger the LTM procedure.
Observation 4: It is not desirable to duplicate ciphering or integrity protection in MAC. However, reusing ciphered or integrity-protected PDCP PDUs as part of LTM MAC CE could help to resolve any security issues.
Proposal 5: LTM MAC CE can contain ciphered or integrity-protected PDCP PDU that UE PDCP verifies before triggering LTM procedure.

[image: ]
Figure 3. LTM procedure with PDCP PDU within MAC CE as security check
Using indirect indication (e.g., cell index within a configuration that does not tell the exact PCI) to the target cell – this protects from attacker knowing the exact configuration and provides similar security as SCell activation MAC CE. However, this does not protect from UE potentially receiving false MAC CEs.
Proposal 6: The LTM MAC CE uses indirect indication of the target cell (e.g., an index to a part of the target cell configuration in RRC). 
For deciding the cell index three options exist:
1) Source DU determines the cell index: In this option, the Source DU associates the PCI of the prepared target cell with the cell index, and it provides the association between the cell index and PCI to CU which in turn send it to the UE (and the other DUs, in case of Dynamic Switching).
2) CU determines the cell index: In this option the CU associates the PCI of the prepared target cell with the cell index, and it provides the association between the cell index and PCI to Source DU (and the other DUs, in case of Dynamic Switching) and to the UE
3) UE uses the ID of the target cell configuration (i.e., RRC configuration for L1/2 mobility) as cell index: In this option the CU informs the (source) DU about the ID of the target cell configuration.
Proposal 7: RAN2 to decide which of the options 1, 2, and 3 should be followed for indicating the target cell index in the LTM MAC CE.
3	Conclusion
This document has made the following observations:
Observation 1: Cell switch procedure in LTM needs to be supervised by a timer in order to identify failures.
Observation 2: Early provision of RRC configurations to the UE can enable the reduction of the interruption time caused by re-establishment procedure in case of failures. 

Observation 3: An UL message (either RRC Reconfiguration Complete or a MAC CE routed by DU) needs to be sent to the CU to perform Integrity Check for the UE arrival at target cell. 
Observation 4: It is not desirable to duplicate ciphering or integrity protection in MAC. However, reusing ciphered or integrity-protected PDCP PDUs as part of LTM MAC CE could help to resolve any security issues.

And proposed the following:
Proposal 1: Start T304-like timer upon the reception of the MAC CE with the cell switch command. Details on the exact operation of the timer, e.g., exact starting point are FFS.
Proposal 2: Configuration of the T304-like timer for LTM should be provided with the RRC Reconfiguration containing the LTM configurations. 
Proposal 3: If the UE has stored LTM command when RLF occurs, the UE can be configured to apply that first without triggering re-establishment procedure. 
Proposal 4: Use Option 1 (i.e., RRCReconfigurationComplete) for the indication of the UE arrival at the Target DU (similar to CHO). 
Proposal 5: LTM MAC CE can contain ciphered or integrity-protected PDCP PDU that UE PDCP verifies before triggering LTM procedure.
Proposal 6: The LTM MAC CE uses indirect indication of the target cell (e.g., an index to a part of the target cell configuration in RRC). 
Proposal 7: RAN2 to decide which of the options 1, 2, and 3 should be followed for indicating the target cell index in the LTM MAC CE.
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