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1. Introduction
In RAN2 #119bis-e meeting, the scenarios, as well as some general principles for NR-DC with selective activation cell of groups were discussed, and we agreed that both CPA and CPC should be supported in selective activation of cell groups.  
Later in RAN2 #120 meeting, delta configuration and security aspects were further discussed and made agreements on. 
In this contribution, we will further discuss:
· The left scenarios, e.g. SN-initiated subsequent CPAC, how “CPA” selective activation of cell groups works, etc. 
· Security aspects, e.g. What may be the potential RAN2 impact what should be further checked with SA3.
· The configuration details, e.g. Differentiation for CPA and CPC configuration, how to determine the reference configuration, etc. 
2. Discussion
2.1 Scenarios
According to the agreement so far for subsequent CPAC[1], there are aspects that need to be further discussed as follows:
	RAN2 #119bis-e Agreements:
Baseline procedure to support subsequent secondary cell group change (FFS if UE keeps all configurations or if those are indicated by the network, FFS support of nested configs):
a.	Step 1: when the execution condition of a CPC candidate PScell is met, a UE performs the execution of CPC towards this candidate PScell. 
b.	Step 2: After finishing the PSCell addition or change, the UE doesn’t release conditional configuration of other candidate PSCells for subsequent CPC, the UE continues evaluating the execution conditions of other candidate PScells. 
c.	Step 3: When the execution condition of a candidate PScell is met, the UE performs the execution of CPC towards this candidate PSCell.
[bookmark: _Hlk127474385]Confirm that “CPA” selective activation of cell groups will be supported for this WI objective


There are three issues needing to be discussed further:
· Issue 1: How the agreed ‘Baseline procedure’ works for SN-initiated CPC?
· Issue 2: Whether the scenario for subsequent secondary cell group change should be extended to cover more reasonable scenarios, e.g. ‘SCG release’?
· Issue 3: As ‘CPA selective activation of cell groups will be supported’, what is the CPA configuration used for, e.g. subsequent CPC or CPA?
We would discuss these three questions in the following section.
Issue 1: SN-initiated CPC
In RAN2 #120 meeting, the scenarios for MN-initiated CPC and SN-initiated CPC have been discussed but without consensus[2]:
	Scenario
-	LG would like to consider both scenarios. Intra SN inter SN. Apple agrees, IDT agrees. 
-	ZTE has some sympathy with this but don’t want to restrict
-	Chair: Seems not possible to agree to prioritize or limit. 


Based on the discussions, we understand we should both study MN and SN initiated CPC. We would like to further discuss some details about how the UE can keep the configuration for subsequent CPC evaluation/execution in SN initiated CPC scenario.
Let’s take the SN-initiated conditional PSCell Change procedure as an example, in the CPC preparation phase, the step 1 (source SN sending SN Change Required to MN) is as follows[3]:
	[bookmark: _Toc109124625][bookmark: _Toc52568345][bookmark: _Toc46492819][bookmark: _Toc37200953][bookmark: _Toc29248366][bookmark: _Toc109124627][bookmark: _Toc52568347][bookmark: _Toc46492821][bookmark: _Toc37200955][bookmark: _Toc29248368]10.5	Secondary Node Change (MN/SN initiated)
10.5.2	MR-DC with 5GC
SN initiated conditional SN Change
<omitted…>
1.	The source SN initiates the conditional SN change procedure by sending the SN Change Required message, which contains a CPC initiation indication. The message also contains candidate node ID(s) and may include the SCG configuration (to support delta configuration), and contains the measurements results which may include cells that are not CPC candidates. The message also includes a list of proposed PSCell candidates recommended by the source SN, including execution conditions, the upper limit for the number of PSCells that can be prepared by each candidate SN, and may also include the SCG measurement configurations for CPC (e.g. measurement ID(s) to be used for CPC).


[bookmark: _Ref115444403]Observation 1: For SN-initiated inter-SN CPC procedure, the source SN decides and sends candidate node ID(s) and the associated execution conditions to MN. And SCG measurement configuration may also be included for MN to interpret the execution conditions.
Also, in TS 38.331, it can be seen that what is provided by MN as follows[4]:
	CG-Config-v1700-IEs ::=             SEQUENCE {
    candidateCellInfoListCPC-r17        CandidateCellInfoListCPC-r17                    OPTIONAL,
    twoPHRModeSCG-r17                   ENUMERATED {enabled}                            OPTIONAL,
    nonCriticalExtension                CG-Config-v1730-IEs                                     OPTIONAL
}
CandidateCellInfoListCPC-r17 ::= SEQUENCE (SIZE (1..maxFreq)) OF CandidateCellInfo-r17

CandidateCellInfo-r17 ::=        SEQUENCE {
    ssbFrequency-r17                 ARFCN-ValueNR,
    candidateList-r17                SEQUENCE (SIZE (1..maxNrofCondCells-r16)) OF CandidateCell-r17
}

CandidateCell-r17 ::=            SEQUENCE {
    physCellId-r17                   PhysCellId,
    condExecutionCondSCG-r17         OCTET STRING (CONTAINING CondReconfigExecCondSCG-r17)               OPTIONAL
--  FFS whether the Optional flag is to be removed from condExecutionConditionSN-r17
}


In order to support the SN-initiated subsequent CPC procedure, we understand from the NW point of view, after the PSCell change, the target SN should be provided by MN with at least the following information that is also included in CandidateCellInfoListCPC-r17 from source SN to MN:
a. SSB frequency and physical cell ID for candidate PSCell(s). 
b. Associated execution conditions. 
With the above information, the target SN may decide whether to update the subsequent CPC configuration to UE e.g. reconfigure the execution conditions or release the candidate PSCell(s).
[bookmark: _Ref115444408]Proposal 1: After PSCell change, the target SN is informed by MN with the following information to decide whether an update for configuration of SN-initiated CPC is needed:
a. Candidate cell ID, i.e. SSB frequency and physical cell ID for candidate PSCell(s). 
b. Associated execution conditions. 
However, if the execution conditions are associated to the source SN-configured measurement configurations, a further issue needs to be discussed is that, whether/how the target SN can understand or identify the appropriateness of the measurement configuration from source SN. The following is an example:
· Source SN configure the CPAC configuration with an execution condition in which 
· MeasID=1 associated with MeasObject= cell 1
· In Target SN the configured serving cell measurement configuration is
· MeasID=1 associated with MeasObeject= cell 2
· MeasID=2 associated with MeasObeject= cell 1

I.e., MeasID associated MeasObject in target SN measurement configuration may be not aligned with measurement configuration from source SN. To resolve this issue, either the candidate configurations are based on a common measurement configuration, or Target SN should update the SCG measurement reconfiguration. Anyway, we think this issue should be further discussed.
[bookmark: _Ref127538283]Proposal 2: RAN2 to further discuss how to ensure the target SN has consistent understanding of the CPC execution conditions previously configured by source SN, which are based on source SN measurement configuration.
Issue 2+issue 3: SCG release and CPA selective activation
In Rel-17, CPC configuration is also released upon the release of SCG. Meanwhile, the CPA configuration has been released once the UE is changed from SA to DC, i.e. after PSCell addition procedure or CPA procedure. Therefore, there is no CPA configuration when the release of SCG happens.
However, in Rel-18, considering the concept of subsequent CPA/CPC, we think it is actually possible for the UE to keep the CPAC configuration after SN release for subsequent CPA evaluation/execution, and for subsequent CPC evaluation/execution when the UE is added with SN again. In this way, the UE is possible to go back to DC mode without reconfiguration/re-initiation of CPA, and can continue the CPC evaluation/execution while staying in DC mode.
[bookmark: _Ref127538276]Observation 2: It is not clear whether CPAC configurations can be kept after SN release happens.
On the other hand, in the following agreement, it is not clear what the kept CPA configuration is used for. 
Confirm that “CPA” selective activation of cell groups will be supported for this WI objective
There can be two different understandings:
a. After successful PSCell addition procedure (normal or conditional), UE is allowed to keep CPA configurations for further CPC evaluation/execution.
b. After successful PSCell addition procedure (normal or conditional), UE is allowed to keep CPA configurations for later subsequent CPA evaluation/execution when SN release happens.
We understand for the above option-a, it is straightforward to be supported so that the CPA configuration can be further utilized by UE for CPC, especially considering A4 events can be configured for both MN-initiated CPA or MN-initiated CPC. For option-b, there seem also benefits so that the UE is possible to go back to DC mode without reconfiguration/re-initiation of CPA. 
Based on the analysis above, we propose:
[bookmark: _Ref118470481]Proposal 3: RAN2 to confirm that after successful PSCell addition procedure (normal or conditional), UE is allowed to keep CPA configurations for the following two operations:
· Subsequent CPC evaluation/execution if applicable (e.g. execution condition is based on A4 event)
· Subsequent CPA evaluation/execution after SN release happens
Meanwhile, if it is confirmed that CPA configurations can be kept for CPC, a similar issue can be discussed, which is whether CPC configuration can be used for CPA as well when SN release happens. As we mentioned before, this is possible because A4 events can be configured for both MN-initiated CPA or MN-initiated CPC. Therefore,
[bookmark: _Ref118470482]Proposal 4: RAN2 to discuss that after successful PSCell change procedure (normal or conditional), whether UE is allowed to keep CPC configurations for the following operation:
· Subsequent CPA evaluation/execution after SN release happens, if applicable (e.g. execution condition is based on A4 event)
2.2 Differentiation for CPA and CPC configuration
In RAN2 #119bis-e meeting, the following proposal was discussed but without consensus:
Proposal 2: for a UE without SCG, a group of candidate cells can be configured with condition for CPA and different condition for subsequent CPC. 
It is not clear whether a same configuration can be used for both CPA or CPC, or different configurations should be used, e.g. with different execution conditions.
In Rel-17, the CPA and CPC configuration are using the same configuration structure wherein a config-ID, execution condition(s), and SCG configuration. Only SN initiated inter-SN CPC would be separately indicated by using a field condExecutionCondSCG-r17.
	CondReconfigToAddModList-r16 ::= SEQUENCE (SIZE (1.. maxNrofCondCells-r16)) OF CondReconfigToAddMod-r16

CondReconfigToAddMod-r16 ::=     SEQUENCE {
    condReconfigId-r16               CondReconfigId-r16,
    condExecutionCond-r16            SEQUENCE (SIZE (1..2)) OF MeasId                      OPTIONAL,    -- Need M
    condRRCReconfig-r16              OCTET STRING (CONTAINING RRCReconfiguration)          OPTIONAL,    -- Cond condReconfigAdd
    ...,
    [[
    condExecutionCondSCG-r17         OCTET STRING (CONTAINING CondReconfigExecCondSCG-r17) OPTIONAL     -- Need M
    ]]
}

CondReconfigExecCondSCG-r17 ::=  SEQUENCE (SIZE (1..2)) OF MeasId


The logic here is clear, for a CPAC configuration provided to a UE, it is for CPA when the UE is in Standalone and for CPC while in Dual-connectivity mode.
[bookmark: _Ref110864132][bookmark: _Ref118470460]Observation 3: In Rel-17, CPAC configuration is used for CPA or CPC based on whether UE is in DC mode or not when the CPAC configuration is received.
However, in Rel-18, for some scenarios, it should be further discussed how the CPAC configuration works, e.g., as we agreed “CPA” selective activation of cell groups will be supported, it should be questioned in this scenario, whether a same set of CPAC configurations can serve the UE or separate CPA and CPC configuration would be needed, as the UE would perform subsequent CPC after successful CPA?
[bookmark: _Ref110864133]Observation 4: It is not clear whether a same set of CPAC configuration(s) is used for UE or separate CPA and CPC configuration are needed, e.g. in subsequent CPC procedure after successful CPA procedure performed by the UE, without any reconfiguration.
In our understanding, there may be two possible solutions:
Solution 1: No differentiation of CPAC configuration, which means a same set of CPAC configurations can be used for CPA and/or CPC.
Solution 2: CPA and CPC configuration should be differentiated, so that the UE knows which configuration is for which subsequent procedure (CPA or CPC)
For solution 1, as we discussed before, A4 event can be configured for both CPA and MN initiated CPC. In case the MN thinks the same A4 threshold can be used for CPA and CPC, then the corresponding conditional reconfiguration can be applied for both CPA and CPC, i.e. Solution1. Otherwise, the corresponding conditional reconfiguration can be applied separately for CPA or CPC, i.e. Solution2.
[bookmark: _Ref110864116]Observation 5: If a same set of CPAC configuration(s) is used for CPA and CPC, only A4 events are possible for execution condition and the threshold value can only be the same.
In order to achieve more flexibility, we understand the differentiation is preferred in CPAC configuration to indicate it is for subsequent CPA or CPC. 
[bookmark: _Ref118470483]Proposal 5: At least for MN-initiated CPAC associated with A4 event, MN can indicate UE whether the conditional reconfiguration can be applied to only CPA, only CPC or both CPA and CPC.
2.3 Keeping and releasing for subsequent CPAC configuration
In RAN2 #119bis-e agreement, there is an FFS as follows:
Baseline procedure to support subsequent secondary cell group change (FFS if UE keeps all configurations or if those are indicated by the network, FFS support of nested configs):
The FFS is related to one of the most important question to answer, which is:
Question 1: How to enable non-release of CPAC configuration to coexist with Rel-17 framework?
For question 1, as the release of CPAC configuration would be performed by Rel-17 UEs after successful (conditional) PSCell addition/change, the Rel-18 UEs should only keep the configurations in case of some extra indications, e.g. indication configured by network. In this way, the backward compatibility can be guaranteed. 
On the other hand, even if the CPAC configuration can be kept by UE for further evaluation/execution, we should also specify the time point when it should be released, after all this kind of configuration may not be useful all the time. Considering the two aspects mentioned above, there are two possible schemes for the CPAC configuration maintaining and release:
Scheme 1: Indication to allow subsequent CPAC configuration is sent to UE in CPAC configuration procedure, and UE autonomously keep the configurations for subsequent CPAC procedure until NW explicitly releases them or certain condition is satisfied (e.g. when the associated PSCell has already been accessed).
Scheme 2: Indication to allow subsequent CPAC configuration is sent to UE after each successful (conditional) PSCell addition/change procedure, and then UE is allowed to keep the CPAC configurations for subsequent CPAC procedure.
Scheme 2 actually makes the subsequent CPAC procedure more controllable by network but requires more signalling between gNB and UE, although the signalling may be as simple as a one-bit indication or something. While scheme 1 makes it more flexible for the UE for subsequent CPAC procedure but specification works may be more than scheme 2. RAN2 can discuss which one is a better trade-off. Meanwhile, scheme 2 may lead to inter-operation issue e.g. when there is Rel-18 UE under Rel-17 gNB, the CPAC configuration is supposed to be released after successful CPAC procedure so the indication must be sent at the very beginning of CPAC initiation procedure.
Therefore, our preference is that we go for scheme 1.
Furthermore, an FFS was left in RAN2#119e meeting:
· FFS how many subsequent conditional changes are targeted (and what is the impact of such assumption).
We understand the motivation to define the upper bound for times of subsequent CPC procedure also serve the purpose of determining when the UE should release the subsequent CPAC configuration. In this sensing, both timer-based or counter-based solutions can be considered, for the UE to decide when to release the CPAC configuration, e.g. after a period of time or after reaching the maximum number allowed for subsequent CPAC. Combining the motivation and the scheme 1 and 2 as we analysed above, we propose:
[bookmark: _Ref127538287][bookmark: _Ref115444454]Proposal 6: Network send an indication to allow the UE to keep CPAC configuration after (normal/conditional) PSCell change. 
[bookmark: _Ref127538288]Proposal 7: CPAC configuration for subsequent CPAC would be kept by UE until:
· being modified or released explicitly by network, or
· other condition(s) to release CPAC configuration is met, e.g. Counter/timer-based condition.
2.4 Delta configuration 
According to the agreement in RAN2#120 meeting as below, the delta configuration is supported and companies argue about how to determine the reference configuration.
Delta configuration
A UE stores the reference configuration as a separate configuration.
The reference configuration is managed separately 
In our understanding, the reference configuration should be stable to make all the following delta configuration able to be achieved with the same understanding for target SNs and UE. However, how a UE determining an RRC configuration is a reference configuration should be studied, basically there are three options to determine the reference configuration:
· Option 1: The very first source PSCell configuration
· Option 2: A separate (pre-defined) PSCell configuration
· Option 3: Any PSCell configuration based on gNB indication, e.g. depend on which PSCell configuration the indication is associated which.
In RAN2 #120 meeting, companies argued about the pros/cons for different options, e.g. simpler for taking the very first source PSCell as the reference configuration, safer for taking a new separate configuration. 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]In our understanding, the reference configuration decide is related to another issue, which is NW configuring CPA configuration to the UE for following CPAC (as discussed in Proposal 3). It is not clear that whether delta configuration can apply to “CPA” selective activation, or full configuration is used. 
[bookmark: _Ref127538307]Observation 6: It is not clear whether delta configuration can apply to “CPA” selective activation.
IF we take the very first source PSCell configuration as the reference configuration, “CPA” selective activation may not be able to benefit from delta configuration, because the UE may not be in DC at when CPA configuration is provided (i.e. no source PSCell). Therefore, option 2 has its obvious benefit. For option-1, the signalling overhead can be minimized and it is also supported by a number of companies.
We think to achieve the flexibility and to make the update of the reference configuration more convenient, the preferred way could be option-3, i.e. introducing an indication in the configuration to indicate whether a configuration is a reference. Then, this reference configuration can be applied until the release/update condition for reference configuration is satisfied.
[bookmark: _Ref115444456][bookmark: _Ref127538309]Proposal 8: For delta configuration, UE should be indicated with CG configuration to be stored as the reference configuration. The network can indicate UE to store the configuration of current serving SCG or a separately provided CG configuration as reference configuration.
2.5 Security
In RAN2 #120 meeting, the security issues were discussed and an LS to SA3 was agreed to be sent[5]. The scenarios mentioned in the LS is as follows:
RAN2 expects e.g. the following scenarios to be supported:
- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1a controlled by SN #1;
- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1b controlled by SN #1.
As the LS is more targeting at the scenario of UE returning back to previous SN, we would like to discuss the security key update during subsequent CPAC from SN#1 to SN #2 to SN #3 (i.e. more general scenario without considering UE backing to previous SN).
[bookmark: _Hlk113527379][bookmark: _Hlk113527370]In NR-DC scenario, the key used for a particular DRB is derived based on two parameters sk-counter and keyToUse. In detail, keyToUse indicates whether the UE uses the master key (KgNB) or the secondary key (S-KgNB) for a particular DRB, and the secondary key is derived from the master key and sk-Counter[3].
When UE receives the sk-counter, the key derivation/update would be performed by the UE, as follows[4]:
	[bookmark: _Ref115444438]5.3.5.7 AS Security key update
The UE shall:
<omitted…>
1>	else if this procedure was initiated due to reception of the sk-Counter (UE is in NE-DC, or NR-DC, or is configured with SN terminated bearer(s)):
2>	derive or update the secondary key (S-KgNB or S-KeNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
2>	derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
2>	derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
NOTE 2:	If the UE has no radio bearer configured with keyToUse set to secondary and receives the sk-Counter without any RadioBearerConfig with keyToUse set to secondary, the UE does not consider it as an invalid reconfiguration.


[bookmark: _Ref118470465]Observation 7: In DC, for radio bearers which are configured with keyToUse set to secondary, secondary key would be derived/updated when UE is provided with sk-counter.
Moreover, from the network point of view, whether to update the secondary key (KSN) and provide sk-counter to UE can be based on different reasons, e.g. whenever MN would like to update the KSN, or when SN requests the MN to update the KSN if uplink and/or downlink PDCP COUNTs are about to wrap around for any of the SCG DRBs or SCG SRB[6]. From UE’s point of view, the UE does not need to maintain the counter value of sk-counter after it has computed the KSN since the MN provides the UE with the current sk-counter value when the UE needs to compute a new KSN. 
[bookmark: _Ref115444439]Observation 8: Whether to update the secondary key is up to network decision and the UE only needs to be provided with a fresh sk-Counter each time when the UE needs to compute a new secondary key.
According to the current mechanism, when we discuss the subsequent CPAC procedure, how this secondary key derivation/update procedure can work should be discussed. In normal PSCell change procedure or R16 CPC in NR-DC, for a PSCell change that does not require a KgNB chang, S-KgNB key refresh is not always required e.g. if the PDCP termination point of the SN is not changed[3]. Therefore, the network can decide whether to provide sk-counter to UE in configuration associated to a PSCell based on e.g. whether the PDCP termination point of the SN has changed compared to previous PSCell. However, in subsequent CPAC procedure, as the network has no idea how the subsequent CPAC procedure would be performed especially about the order in which UE accesses to different PSCells, sk-counter may need to be always provided in the conditional configuration for a PSCell no matter for intra-SN or inter-SN scenario, because the UE may access to an intra-SN PSCell-A at the first time, then change to an inter-SN PSCell-B, and then change to an inter-SN PSCell-C which is actually under the same SN of PSCell-A. Therefore, we observe and propose:
[bookmark: _Ref115444441]Observation 9: In normal PSCell change procedure, the network can decide whether to provide sk-counter to UE based on e.g. whether the PDCP termination point of the SN is changed.
[bookmark: _Ref113531842][bookmark: _Ref115444442]Observation 10: In subsequent CPAC procedure, the network has no idea in advance about the order in which UE accesses to different PSCells.
[bookmark: _Ref113533227][bookmark: _Ref115444457]Proposal 9: To support subsequent CPC procedure, sk-counter should be always provided in the conditional configuration for a PSCell, since the network cannot determine in advance whether a candidate cell will be used as the target cell for intra-SN CPC or inter-SN CPC.
The next issue is about the sk-counter increment. For the counter maintenance, the sk-counter should be monotonically incremented by MN for each additional calculated KSN as follows[6]:
	[bookmark: _Toc106197689][bookmark: _Toc51168178][bookmark: _Toc45274921][bookmark: _Toc45274334][bookmark: _Toc45028669][bookmark: _Toc35533326][bookmark: _Toc35528565][bookmark: _Toc26875814][bookmark: _Toc19634754]6.10.3.1 SN Counter maintenance
<omitted…>
The MN maintains the value of the counter SN Counter for a duration of the current 5G AS security context between UE and MN. The UE does not need to maintain the SN Counter after it has computed the KSN since the MN provides the UE with the current SN Counter value when the UE needs to compute a new KSN.
The SN Counter is a fresh input to KSN derivation. That is, the UE assumes that the MN provides a fresh SN Counter each time and does not need to verify the freshness of the SN Counter.
NOTE: An attacker cannot, over the air modify the SN Counter and force re-use of the same SN Counter. The reason for this is that the SN Counter is delivered over the RRC connection between the MN and the UE, and this connection is both integrity protected and protected from replay. 
The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 
<omitted…>


[bookmark: _Ref115444443]Observation 11: In legacy secondary key derivation/update, MN shall monotonically increment SN Counter for each additional calculated KSN.
In subsequent CPAC procedure, as we discussed in Observation 10, the UE may access to different PSCells in random order and the sk-counter used by UE may not be in an ascending order. However, in our understanding the MN still monotonically increment SN Counter for each additional calculated KSN in conditional configuration preparation phase and on the UE side, as long as the sk-counter(s) for different PSCells are one-to-one mapping to the SN counter on MN side and are not repetitive, there should not be any security problem. In RAN2 #120 meeting, companies agreed to move the related issue in a last minute as follows. A number of companies think it is reasonable to ask the point but due to a lack of time, and the intention to simplify the LS, it is not included. However, we think this is important to finalize the subsequent CPAC design for security and should be checked with SA3 anyway:
Remove: “the order in which the sk-counter values are used upon successive S-KgNB change depend on the order in which PSCells are selected by the UE (i.e. the sk-counter value used is not monotonically incremented as specified in TS 33.501).”
[bookmark: _Ref118463026][bookmark: _Ref115444444]Observation 12: In subsequent CPAC procedure, UE may use multiple sk-counter(s) which is not in an ascending order.
Observation 13: The question related to the issue that sk-counter value used is not monotonically incremented, is removed in the online discussion for finalizing the LS and mainly due to a lack of time but no technical reasons. 
[bookmark: _Ref127538324]Proposal 10: RAN2 to send an LS to SA3 to confirm whether there is security issue on:
· For one or more PSCells, UE using multiple sk-counters to derive/update secondary key in an order which is not monotonically incremented, with considering the sk-counters are not repetitive. 
3. Conclusion
[bookmark: _Hlk110351495]In this contribution, we discussed about the left scenarios, security aspects and the configuration details e.g. about delta configuration to support this subsequent cell group change in subsequent CPAC procedure. 
We have the following observations and proposals: 
For Scenario and general aspects:
Observation 1: For SN-initiated inter-SN CPC procedure, the source SN decides and sends candidate node ID(s) and the associated execution conditions to MN. And SCG measurement configuration may also be included for MN to interpret the execution conditions.
Observation 2: It is not clear whether CPAC configurations can be kept after SN release happens.
Observation 3: In Rel-17, CPAC configuration is used for CPA or CPC based on whether UE is in DC mode or not when the CPAC configuration is received.
Observation 4: It is not clear whether a same set of CPAC configuration(s) is used for UE or separate CPA and CPC configuration are needed, e.g. in subsequent CPC procedure after successful CPA procedure performed by the UE, without any reconfiguration.
Observation 5: If a same set of CPAC configuration(s) is used for CPA and CPC, only A4 events are possible for execution condition and the threshold value can only be the same.
Proposal 1: After PSCell change, the target SN is informed by MN with the following information to decide whether an update for configuration of SN-initiated CPC is needed:
a. Candidate cell ID, i.e. SSB frequency and physical cell ID for candidate PSCell(s). 
b. Associated execution conditions. 
Proposal 2: RAN2 to further discuss how to ensure the target SN has consistent understanding of the CPC execution conditions previously configured by source SN, which are based on source SN measurement configuration.
Proposal 3: RAN2 to confirm that after successful PSCell addition procedure (normal or conditional), UE is allowed to keep CPA configurations for the following two operations:
· Subsequent CPC evaluation/execution if applicable (e.g. execution condition is based on A4 event)
· Subsequent CPA evaluation/execution after SN release happens
Proposal 4: RAN2 to discuss that after successful PSCell change procedure (normal or conditional), whether UE is allowed to keep CPC configurations for the following operation:
· Subsequent CPA evaluation/execution after SN release happens, if applicable (e.g. execution condition is based on A4 event)
Proposal 5: At least for MN-initiated CPAC associated with A4 event, MN can indicate UE whether the conditional reconfiguration can be applied to only CPA, only CPC or both CPA and CPC.
Proposal 6: Network send an indication to allow the UE to keep CPAC configuration after (normal/conditional) PSCell change.
Proposal 7: CPAC configuration for subsequent CPAC would be kept by UE until:
· being modified or released explicitly by network, or
· other condition(s) to release CPAC configuration is met, e.g. Counter/timer-based condition.
For Delta configuration:
Observation 6: It is not clear whether delta configuration can apply to “CPA” selective activation.
Proposal 8: For delta configuration, UE should be indicated with CG configuration to be stored as the reference configuration. The network can indicate UE to store the configuration of current serving SCG or a separately provided CG configuration as reference configuration.
For Security:
Observation 7: In DC, for radio bearers which are configured with keyToUse set to secondary, secondary key would be derived/updated when UE is provided with sk-counter.
Observation 8: Whether to update the secondary key is up to network decision and the UE only needs to be provided with a fresh sk-Counter each time when the UE needs to compute a new secondary key.
Observation 9: In normal PSCell change procedure, the network can decide whether to provide sk-counter to UE based on e.g. whether the PDCP termination point of the SN is changed.
Observation 10: In subsequent CPAC procedure, the network has no idea in advance about the order in which UE accesses to different PSCells.
Observation 11: In legacy secondary key derivation/update, MN shall monotonically increment SN Counter for each additional calculated KSN.
Observation 12: In subsequent CPAC procedure, UE may use multiple sk-counter(s) which is not in an ascending order.
Proposal 9: To support subsequent CPC procedure, sk-counter should be always provided in the conditional configuration for a PSCell, since the network cannot determine in advance whether a candidate cell will be used as the target cell for intra-SN CPC or inter-SN CPC.
Proposal 10: RAN2 to send an LS to SA3 to confirm whether there is security issue on:
· For one or more PSCells, UE using multiple sk-counters to derive/update secondary key in an order which is not monotonically incremented, with considering the sk-counters are not repetitive. 
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