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1	Introduction
This contribution discusses the usage of broadcast and groupcast in sidelink positioning and related aspects including the design options for securing this mode of communication as per the agreements from the RAN2 #119bis-e in October 2022
Proposal 3 (modified): In order to enable sidelink positioning, SLPP/RSPP shall support at least the following functionalities:
1.  SL Positioning Capability Transfer
2.  SL Positioning Assistance Data exchange
3.  SL Location Information Transfer
4.  Error handling
5.  Abort
This agreement does not imply any specific signaling structure.

and RAN2 #120 meeting in November 2022:
Agreements:

Proposal 13 (modified)	RAN2 confirm that from RAN2 perspective, it is feasible to send at least the following positioning signaling for groupcast/broadcast (in addition to unicast):
•	SL positioning capability (5)
•	SL positioning assistance data (6)  

Location information is not excluded and can be further considered in normative work.

Proposal 14 (modified)	RAN2 to further discuss in normative work:
- the security issues (e.g. requirements for ciphering and / or integrity) on specific information of SL positioning capability and assistance data in groupcast/broadcast and consult to SA2 and SA3. 
- the use cases for applying groupcast/broadcast.
LS to SA2/SA3 to indicate the agreement, that we are aware of SA2’s security concern and inquire what security constraints would apply to transmission of SL positioning capability and distribution of assistance data by groupcast/broadcast.  Inquire of SA2 if they have identified groupcast/broadcast use cases.

2	Broadcast / Groupcast Use Cases
[bookmark: _Hlk126763232][bookmark: _Hlk126763207]In general, the key benefit of broadcast / groupcast is that a given UE can send an (SLPP) message to N other UEs at once, possibly without any communication session setup, rather than engaging in N baseline unicast sessions with said N UEs for individual message delivery. Various types of data can be disseminated this way at any stage of the positioning process, including SL positioning capability, assistance data as well as measurement results.

Observation 1: Various types of information including SL positioning capability, assistance data, and measurement results can be distributed efficiently at every stage of the positioning process by using broadcast / groupcast.

It is to be stated that broadcast / groupcast messages may not be delivered reliably to all addressed UEs. Unlike broadcast, groupcast also requires the management of group membership but this is arguably still preferable to the unicast alternative of 1-to-1 communications. 

More specifically, broadcast / groupcast is relevant for automotive and commercial use cases where there is a real need for enable scalable positioning (given the spectrum constraints) with low-latency signaling (given target UE mobility). In the automotive domain, a Roadside Unit (RSU) at an intersection could for example serve simultaneously tens of target UEs (vehicles and pedestrians). The commercial use cases often involve customer / staff / asset tracking which could again imply large numbers of target UEs and anchors (especially during mutual relative positioning) with the need for efficient communications. 

Observation 2: The one-to-many nature of broadcast / groupcast communications improves resource usage efficiency and reduces signaling overhead and latency which is particularly relevant in vehicular and commercial use cases.

2	SLPP Design
To be more specific on how SLPP can be broadcast / groupcast, we first investigate a possible SLPP design and clarify in more detail what is the minimum set of messages that shall support broadcast / groupcast.

In RAN2 #119bis-e, it has been agreed for SLPP to support the following functionalities similarly to LPP:

1.   SL Positioning Capability Transfer
2.   SL Positioning Assistance Data exchange
3.   SL Location Information Transfer
4.   Error handling
5.   Abort

2.1. SLPP Capability Transfer
[bookmark: _Hlk127212007]SLPP capability transfer procedure would enable exchange of information between the UEs related to their SL positioning capabilities such as support of certain positioning methods. Given that UEs would serve similar functionality as LMF in its absence, SLPP capability transfer would necessitate messages similar to LPP, namely the messages for requesting and providing the UE capability information, as illustrated in Fig. 1.




[bookmark: _Ref126916559]Fig. 1 – SLPP Capability Transfer Procedure

[bookmark: _Hlk127212564]Proposal 1: The SLPP Capability Transfer Procedure supports RequestCapabilities and ProvideCapabilities messages for requesting and provisioning UE SL positioning capability information, respectively.

For example, the capability transfer procedure would be required for determining the so-called server UE that would calculate the position estimate by using a specific SL positioning method. 
The Server UE must discovered and selected prior to the start of a SL positioning session as UEs participating in the positioning session will report to it their positioning measurements. The discovery, selection and indication of the server UE must be done sufficiently fast to enable efficient SL positioning to which end broadcast or groupcast messages can be advantageously used as observed above.
For example, a target UE that is to be localized may broadcast the SLPP RequestCapabilities message to all nearby UEs to request their SL positioning capability information including their ability to calculate location estimates. The neighboring UEs may respond by using broadcast or unicast. The target UE may advertise the determined server UE again via broadcast.
Hence, the UEs should be able to send a broadcast or groupcast SLPP RequestCapabilities message that includes whether a UE can calculate a location estimate, e.g. for a certain positioning method.
Observation 3: Determining the server UE requires a capability information exchange among multiple UEs.
Hence, the UEs should be able to send a broadcast or groupcast SLPP RequestCapabilities message. 
Proposal 2: In addition to unicast, the SLPP RequestCapabilities message can be broadcast and / or groupcast.
The specific use case of determining the server UE requires the following proposal.
Proposal 3: The SLPP RequestCapabilities message may include a request for the indication of UE capability to act as server UE, possibly for a particular positioning method.

2.2. SLPP Assistance Data Transfer
SLPP capability transfer procedure would enable exchange of assistance information between the UEs to support SL positioning. The procedure would include messages to request and provision of assistance data similarly to LPP as illustrated in Fig. 2.


[bookmark: _Ref126919118]Fig. 2 – SLPP Assistance Data Transfer Procedure

Proposal 4: SLPP Assistance Data Transfer Procedure supports RequestAssistanceData and ProvideAssistanceData messages for requesting and providing SL positioning assistance data information among UEs, respectively.

To reuse the above server UE example, the selected server UE can be advertised to its neighboring UEs by means of assistance data. 
To this end, broadcast / groupcast would be again beneficial. Also, assistance data broadcast can be used to inform potential target UEs about SL PRS transmissions of (pre)-configured anchors without setting up any formal SL positioning session as discussed in more detail in our accompanying RAN2 Tdoc R2-2300586. Similarly, as proposed in our RAN1 contribution R1- 2300042, the target UE might indicate SL PRS configuration to be used my multiple anchor UEs with a single broadcast message.
Given the above use cases, it would be efficient to provide assistance data in a broadcast or groupcast message.
Proposal 5: In addition to unicast, SLPP ProvideAssistanceData message can be broadcast or groupcast.

2.3. SLPP Location Information Transfer
Similarly to LPP, the location information transfer procedure is necessary in SLPP as well to enable the possibility to request and provide location measurements and / or location estimates among UEs. The procedure reuses the LPP structure as illustrated in Fig. 3.


Fig. 3 - SLPP Location Information Transfer Procedure

Proposal 6: SLPP Location Information Transfer Procedure supports RequestLocationInformation and ProvideLocationInformation messages for requesting and providing location measurement(s) and / or location estimate among UEs, respectively.

In certain SL positioning use cases, broadcast of location information would be necessary to establish higher awareness among the users of the network. To illustrate, in V2X, vehicles may periodically broadcast their location information to their surroundings to potentially avoid accidents, as in the case of Intelligent Transport Systems (ITS) applications. Such periodic dissemination of critical system information may be of critical system / application interest, or be even mandated by regulatory measures. 
Observation 4: There may be industry interest in and / or regulatory requirement to indicate UE location information via native 5G NR broadcast as seen in Intelligent Transport Systems (ITS) applications.
In public safety use cases, a victim of an earthquake broadcasting its location information to its surroundings can be much more efficiently detected by the search and rescue teams. In IIoT or commercial use cases, multiple devices connected to a central device may require the location information of the central device, which can be groupcast to these devices in an efficient way. 
In the light of these above use cases, SLPP ProvideLocationInformation message can be broadcast or groupcast in addition to unicast.
Proposal 7: In addition to unicast, the SLPP ProvideLocationInformation message can be broadcast or groupcast.

3	Ciphering Key Management for Broadcast / Groupcast

Regarding the issue for securing sidelink positioning broadcast, we make the following observations from TS 38.305. 

The LMF may deliver assistance data to target UEs for a particular location service by either using direct provisioning, or gNB-based broadcast via posSIB. In the latter case, the LMF interacts with gNBs reachable from any of the AMFs with signaling access to the LMF in order to provide assistance data information for broadcasting. The information can include positioning System Information Blocks (posSIBs) together with assistance information meta data and broadcast periodicity.

Importantly, the assistance data information for broadcast may optionally be segmented and / or ciphered by the LMF. The LMF may also interact with AMFs to provide ciphering key data information to the AMF as described in greater detail in TS 23.273.

Observation 5: The LMF is capable of ciphering assistance data information for gNB posSIB broadcast. 

For delivery of broadcast assistance data information, the NG-C interface transparently transports both the assistance data information from the LMF to gNBs for broadcasting and the feedback information on assistance information broadcasting from the NG-RAN node to the LMF. The NG-C interface is also used by an AMF to transparently transport ciphering keys via the gNB to UEs using a NAS message. The ciphering keys are used to decipher broadcast assistance data information if the broadcast assistance data information is ciphered.

[bookmark: _Hlk126767752]Observation 6: The AMF distributes LMF ciphering keys to UEs using secure NAS.

For the sake of design unity and complexity, it is therefore desirable to reuse the LMF capability for securing Uu assistance data provisioning even in sidelink positioning and keep it as the only node that is in charge of storing and managing ciphering keys.

Proposal 8: RAN2 to reuse the LMF-oriented concept for securing assistance data broadcast in Uu positioning as a baseline for secure broadcast / groupcast in sidelink positioning.

Proposal 9: RAN2 to agree that 
· the LMF stores / manages ciphering keys, and 
· [bookmark: _Hlk126769388]the AMF is used to transport ciphering key to sidelink UEs.

In collaboration with the AMF, the LMF can provision UEs over NAS with ciphering keys for securing broadcast and groupcast. For out-of-coverage UEs, the network has to resort to indirect methods of ciphering key provisioning such as 

· Pre-configuration - ciphering key(s) are proactively delivered from LMF via AMF while the UE is in coverage. 

· Forwarding / relaying - ciphering key(s) are on-demand forwarded (relayed) from the LMF by using intermediary in-coverage nodes. 

The proactive pre-configuration option allows deploying “default” ciphering keys as described in more detail in the next section in the context of PLMN-wide payload protection of broadcast / groupcast transmissions. The latter two reactive options enable on-demand ciphering key provisioning that may be beneficial, e.g. when adding new broadcast / groupcast members (see also next section for the concept of group-level payload protection).

Proposal 10: RAN2 to study ciphering key distribution options for out-of-coverage scenarios including pre-configuration and forwarding / relaying.

[bookmark: _Hlk126771109]In addition to the proposal of the LMF managing the ciphering keys, it must be further specified what entity would actually generate said keys for the LMF and deliver them to it. One option is that the LMF implements this task. As per the TS 29.559, a good candidate could be also the ProSe Key Management Function, a logical function handling network related actions required for the key management and the security material for 
· discovery of a 5G ProSe UE-to-Network Relay by a 5G ProSe Remote UE, and 
· establishing a secure PC5 communication link between a 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay.

This question however can be clarified only by SA3.

Proposal 11: RAN2 to send an LS to SA3 with a request to clarify which entity can generate ciphering keys for SL positioning, including the ProSe Key Management Function (PKMF) and the LMF.

3	Selective Payload Protection
As argued above, there is a need for lightweight positioning procedures devoid of excess signaling and characterized by low latency and general scalability. To this end, UEs should be able to readily receive broadcast / groupcast information, e.g. on UE capability or assistance data. This also includes the cases of passive monitoring of such transmissions without explicit session context. For example, vehicles on a highway should be able to quickly and efficiently monitor road-side unit (RSU) dissemination of assistance data for immediate overhead-free positioning.

[bookmark: _Hlk127177822]RAN2 has agreed to secure broadcast / groupcast transmissions and study the concrete measures to this end. To balance the need for universal protection as well as universal understandability of broadcast / groupcast in sidelink positioning, there must be some default protection of broadcast / groupcast that is understandable by all UEs in the same PLMN.

Observation 7: To ensure scalability and minimal overhead, secure broadcast / groupcast communications in sidelink positioning must offer a default payload protection that is decryptable by all sidelink-positioning capable UEs within a given PLMN. 

At the same time, there are applications that require specific group-level protection of broadcast / groupcast communications, for example law enforcement or first responders. 

Also, there may be the need for protecting specific information that is delivered over broadcast / groupcast. This may be any sensitive information that is associated strictly with a limited group of UE. For example, the exact UE coordinates may be distributed within assistance data only to authorized (server) UEs. Any precursor of exact location such as PRS measurement can be considered also sensitive and encrypted with ciphering keys that only need-to-know UEs avail of.

[bookmark: _Hlk127179978]Observation 8: Secure broadcast / groupcast communications must be able to provide selective protection for sensitive payload data which only a limited (pre-defined) UE group can decrypt.

Proposal 12: To protect sidelink positioning broadcast / groupcast, the LMF employs ciphering keys which are associated with a specific UE group, and distributed only to the members of this UE group to enable selective group-level protection. 

Proposal 13:  A default ciphering key is configured in all UEs capable of sidelink positioning to enable default PLMN-wide or similar protection.

In general, different type of broadcast / groupcast data can be encrypted by using multiple ciphering key to limit the access to this information only to authorized UEs.

Proposal 14: Explicit absolute location information is always encrypted such that at most only UEs directly involved in a given localization process (e.g. members of the same positioning session) can decrypt it. 

Clearly, to distribute UE-specific ciphering keys, some identity information must be considered, for example UE, session or group identity indication. 

Proposal 15: RAN2 to study how group-specific ciphering keys are distributed based on the indication of identity information such as UE / session / group identity. 

Proposal 16: RAN2 to discuss 
· other types of broadcast / groupcast payload that need to be protected by ciphering (including payload concerning capability information, assistance data, and PRS measurements for absolute positioning), as well as 
· their protection scope, that is, define which UEs must / must NOT / may / may NOT have access to this information.

4	Conclusion
This document has made the following observations and proposals:
Observation 1: Various types of information including SL positioning capability, assistance data, and measurement results can be distributed efficiently at every stage of the positioning process by using broadcast / groupcast.

Observation 2: The one-to-many nature of broadcast / groupcast communications improves resource usage efficiency and reduces signaling overhead and latency which is particularly relevant in vehicular and commercial use cases.

Observation 3: Determining the server UE requires a capability information exchange among multiple UEs.

Observation 4: There may be industry interest in and / or regulatory requirement to indicate UE location information via native 5G NR broadcast as seen in Intelligent Transport Systems (ITS) applications.

Observation 5: The LMF is capable of ciphering assistance data information for gNB posSIB broadcast. 

Observation 6: The AMF distributes LMF ciphering keys to UEs using secure NAS.

Observation 7: To ensure scalability and minimal overhead, secure broadcast / groupcast communications in sidelink positioning must offer a default payload protection that is decryptable by all sidelink-positioning capable UEs within a given PLMN. 

Observation 8: Secure broadcast / groupcast communications must be able to provide selective protection for sensitive payload data which only a limited (pre-defined) UE group can decrypt.



Proposal 1: The SLPP Capability Transfer Procedure supports RequestCapabilities and ProvideCapabilities messages for requesting and provisioning UE SL positioning capability information, respectively.

Proposal 2: In addition to unicast, the SLPP RequestCapabilities message can be broadcast and / or groupcast.

Proposal 3: The SLPP RequestCapabilities message may include a request for the indication of UE capability to act as server UE, possibly for a particular positioning method.

Proposal 4: SLPP Assistance Data Transfer Procedure supports RequestAssistanceData and ProvideAssistanceData messages for requesting and providing SL positioning assistance data information among UEs, respectively.

Proposal 5: In addition to unicast, SLPP ProvideAssistanceData message can be broadcast or groupcast.

Proposal 6: SLPP Location Information Transfer Procedure supports RequestLocationInformation and ProvideLocationInformation messages for requesting and providing location measurement(s) and / or location estimate among UEs, respectively.

Proposal 7: In addition to unicast, the SLPP ProvideLocationInformation message can be broadcast or groupcast.

Proposal 8: RAN2 to reuse the LMF-oriented concept for securing assistance data broadcast in Uu positioning as a baseline for secure broadcast / groupcast in sidelink positioning.

Proposal 9: RAN2 to agree that 
· the LMF stores / manages ciphering keys, and 
· the AMF is used to transport ciphering key to sidelink UEs.

Proposal 10: RAN2 to study ciphering key distribution options for out-of-coverage scenarios including pre-configuration and forwarding / relaying.

Proposal 11: RAN2 to send an LS to SA3 with a request to clarify which entity can generate ciphering keys for SL positioning, including the ProSe Key Management Function (PKMF) and the LMF.

Proposal 12: To protect sidelink positioning broadcast / groupcast, the LMF employs ciphering keys which are associated with a specific UE group, and distributed only to the members of this UE group to enable selective group-level protection. 

Proposal 13:  A default ciphering key is configured in all UEs capable of sidelink positioning to enable default PLMN-wide or similar protection.

Proposal 14: Explicit absolute location information is always encrypted such that at most only UEs directly involved in a given localization process (e.g. all or selected members of the same positioning session) can decrypt it. 

Proposal 15: RAN2 to study how group-specific ciphering keys are distributed based on the indication of identity information such as UE / session / group identity. 

Proposal 16: RAN2 to discuss 
· other types of broadcast / groupcast payload that need to be protected by ciphering (including payload concerning capability information, assistance data, and PRS measurements for absolute positioning), as well as 
· their protection scope, that is, define which UEs must / must NOT / may / may NOT have access to this information.
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