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	Agreements from RAN2 119bis-e

RAN2 confirms to use RRC signaling to configure NCR-MT to receive side control information. How the side control information itself is transmitted (i.e. via RRC or DCI or MAC CE) is up to RAN1 (RAN2 may discussion the initial RAN1 decision and revisit if needed).

NCR-MT supports RRC_CONNECTED and RRC_IDLE states, FFS on RRC_INACTIVE state (e.g. optional support or not support).

NCR-MT supports SRB0/1/2 and DRB is optional. FFS on maximum number of DRBs.

RRM functions supported by NCR-MR:
· Cell selection is mandatory
· Cell reselection, RLM, BFD, BFR are FFS



	SA3 LS Reply  to RAN2,RAN3 

SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:
To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.



	Following Agreements were made during last RAN3_117bis-e 
The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface. 
The discussion on RAN impact on validation function is pending to SA3 reply LS.
gNB-CU knows whether the connected gNB-DU supports NCR based on OAM configuration.
Down selection on all solutions which takes the feedback from SA3 and SA5 into account can be discussed in next RAN3 meeting.
The NCR-OAM connectivity requirement should be supported, further details can be discussed.



This contribution will discuss following aspects related to Management aspects of NCR.
· Identification, Validation and Authorization of NCR (including SA3 – LS Reply)
· Motivation for NCR Support for O&M 
Identification, Validation and Authorization of NCR (SA3- LS Reply)
As per SA3 (S3-223080). On the issue with Solution 2 (O&M based solution) is lack of Uu Security as it exposes the OAM indirectly to attacks over the air interface.  


Figure. From 38.867 -Call flow for solution 2 

Based on SA3 reply, RAN WGs have following way forward regarding Solution 2 (O&M Based solution)
#1) Investigate new provisions for NCR Uu Security such as NCR authorization indicator provided from AMF to gNB explicitly over the NG interface, as agreed in RAN3_117bis-e.
Or 
 #2) Discard on O&M based solution for authorization of NCR.
For #1) RAN2/3 SA/CT involvement would be necessary as new type of authorization would be required specifically for NCR through AMF and then through O&M.
Due to new requirements that may have specifications impact, we propose to discard Option 2 based on SA3 LS Reply.
Discard O&M based solution 2, to avoid any security risk or un-necessary new specification requirements.
LS Reply from SA3, mention that the meaning of Validation is not clear.

‘SA3 is not clear about what does "validation" mean’ as it is not mentioned in Solution 2 of TR38.867
But Solution 1 in same TR states the meaning of validation 
“If required, NCR validation is used to further check the validity of NCR, the details can be further discussed in normative phase. After AS security is established between the gNB and the NCR device, the NCR sends NCR credential information for NCR validation to the gNB via RRC message (e.g. UE Assistance Information). The NCR credential information are pre-allocated by the operator. After receiving the NCR credential information, the gNB validates the NCR device by checking its local stored information.”
However, the above definition provided in solution 1, doesn’t fully capture the intention of validation.
As per previous discussion RAN would like to ensure that not only NCR is authorized by AMF/O&M but is also connected to intended Cell/gNB and not deployed in the non-intended area (which can cause interference or other issues).
RAN2 inform SA3 that Validation means that not only NCR is “authorized” to be connected to Network but also connected to Valid Cell/gNB in appropriate area.

RAN3 have agreed that NCR authorization is provided from AMF to gNB Explicitly over the NG Interface.
RAN3 is converging to Solution 3 and 4 provided in 38.867.
Due to similarities between IAB Node and NCR, we propose to further down Selecting solution 3.

Solution 3, provided in 38.867 includes clause on further Authorization which may represent the validation part.

From 38.867 Solution 3.
1. During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message. 
2. NCR establishes RRC connection and NCR identification can be implemented by reporting an NCR indicator in Msg5 (in addition to sending any NCR-related radio capability) and/or by reporting an NCR indicator (implicitly or explicitly) in UE’s radio capability signaling. The gNB selects an AMF which supports NCR function, and forwards the NCR indicator to the AMF.
3. AMF and other CN entities do further authorization, and provides “NCR authorized” to the gNB.
Validation part of NCR can be included in “Further authorization” procedure described in Solution 3.

Motivation for NCR OAM Connectivity.
RAN3 made following agreement during RAN3 bis_117e “The NCR-OAM connectivity requirement should be supported, further details can be discussed.”

Certain aspects of OAM such as Switching ON/OFF of Forward link and beam control related procedures are discussed in RAN1 that would be controlled through RRC indications.
Few aspects related to OAM are not yet covered by TR 38.867 and not discussed in RAN WGs.
NCR repeater although work on L1 repeating from Backhaul to forward link, however C-link is also established for control and authorization purpose, in our opinion same C-Link can also be utilized to provide OAM related functionalities.
As NCR is a network node and not a user device, Operators would like to have OAM related functionalities supported for NCR.
Some of the critical functionalities that are required for NCR are below.
Alarms Reporting 
NCR would be required to report alarms for monitoring purposes, without such functionality Operator will not have visibility and control over repeater.
Apart from basic Alarms such as equipment malfunction, SW/HW component failure, Voltage/Current.
We recommend having functionality for reporting of NCR temperature or Overheating assistance information.
As RAN3 have already agreed on OAM Connectivity requirements, RAN2 to provide framework for OAM related functionalities like alarm reporting for NCR.
RAN2 provide enhancements for UAI to support Separate UAI Overheating assistance information for C-Link, NCR-MT and NCR-Forwarding for NCR.

Location information Reporting
Although, the Validation/Authorization part of Solution 3 would cover that NCR is only installed under coverage of intended cell or gNB.
If NCR misplaced and later installed at a location which is not intended, it may cause interference or EMF exposure related issues (for high power repeaters).
Hence, we propose that NCR repeater support location reporting, whether it would be an optional capability or mandatory capability can be discussed. 
NCR to support location information reporting to avoid interference and other issues even within authorized cell/gNB.

Conclusions
Proposals related to Authorization and validation of NCR.

1. Discard O&M based solution 2, to avoid any security risk or un-necessary new specification requirements.
RAN2 inform SA3 that Validation means that not only NCR is “authorized” to be connected to Network but also connected to Valid Cell/gNB in appropriate area.
Due to similarities between IAB Node and NCR, we propose to further down Selecting solution 3.
Validation part of NCR can be included in “Further authorization” procedure described in Solution 3 of TR 38.867
Proposals related to Motivation for OAM related functionalities for NCR.

As RAN3 have already agreed on OAM Connectivity requirements, RAN2 to provide framework for OAM related functionalities like alarm reporting for NCR.
RAN2 provide enhancements for UAI to support Separate UAI Overheating assistance information for C-Link, NCR-MT and NCR-Forwarding for NCR.
NCR to support location information reporting to avoid interference and other issues even within authorized cell/gNB.
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