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[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The LS (S3-223080) from SA3 was received. Below is the detailed reply information:
SA3 would like to thank the RAN3 for their LS on NCR Solutions.
SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:
To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  

Based on the above feedback information, we share our view on the way-forward for NCR management.
Discussion
For solution1, the identification and authorization/validation of NCR device are done at RAN side. The main concern from RAN2 is about the details for NCR validation. Unluckily, the LS reply from SA3 seems not helpful. Due to further clarification is needed from RAN2 again and considering the time left to finish the WI is limited, it is suggested to consider  below options for way-forward:
· Option1: deprioritize solution 1 for NCR management in TR 38.867.
· Option2: deprioritize NCR validation process in solution 1 for NCR management in TR 38.867 since the current understanding is the function of authorization and validation is different and there is no dependency.
· Option3: Further clarify SA3’s question to solution 1 for NCR management in TR 38.867 and send LS to SA3 again.
Proposal 1: Based on SA3’s reply to solution 1 for NCR management, RAN2 discuss to choose one way-forward from the below options:
· Option1: deprioritize solution 1 of TR 38.867 for NCR management.
· Option2: deprioritize NCR validation process in solution 1 of TR 38.867 for NCR management.
· Option3: Further clarify SA3’s question to solution 1 of TR 38.867 for NCR management and send LS to SA3 again.
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For solution2, the NCR is identified at RAN side and the authorization/validation is performed by local OAM. CN is not involved in the NCR management in this solution. SA3 expressed their view that the tamper may happen due to the lack of Uu security and it exposed the OAM indirectly to attacks over the air interface. Hence, we prefer to deprioritize solution 2 for NCR management in TR 38.867.
Proposal 2: Suggest RAN2 to deprioritize Solution 2 of TR 38.867 for NCR management.

For solution3, NCR identification is done at RAN side, and NCR authorization is done at CN side, similar to the handling of IAB-MT. RAN2 only has to specify an NCR indicator in Msg 5 or UE capability. We prefer to further specify solution 3 in the WI stage.
For solution4, NCR authorization is performed at CN side. The NCR authorization information is sent from the AMF to the gNB. Similarly to the handling of e.g. D2D, V2X, it seems appropriate for NCR authorization information to come from the UE subscription information in the 5GC (a trusted source of information). There is no any RAN2 issues identified right now. Hence, we prefer to further specify solution 4 in the WI stage.
Proposal 3: Suggest RAN2 to specify Solution3 and Solution4 of TR 38.867 for NCR management in work item.
Conclusion
According to the analysis in section 2, it is proposed:
[bookmark: _Ref69910645]Proposal 1: Based on SA3’s reply to solution 1 for NCR management, RAN2 discuss to choose one way-forward from the below options:
· Option1: deprioritize solution 1 of TR 38.867 for NCR management.
· Option2: deprioritize NCR validation process in solution 1 of TR 38.867 for NCR management.
· Option3: Further clarify SA3’s question to solution 1 of TR 38.867 for NCR management and send LS to SA3 again.
Proposal 2: Suggest RAN2 to deprioritize Solution 2 of TR 38.867 for NCR management.
Proposal 3: Suggest RAN2 to specify Solution3 and Solution4 of TR 38.867 for NCR management in work item.
Reference
[1]. S3-223080   Reply LS on NCR Solutions SA3




1
R2-2212144
