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1. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Introduction 
RAN2 received a reply LS from SA3:
	SA3 would like to thank the RAN3 for their LS on NCR Solutions.
SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:
To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  



In this contribution, we analyse different solutions and propose a reply to SA3.
2. Discussion
Solution 1:
Related text from SA3 LS:
	To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  




Solution 1 description from the TR and mention of word “validation”:
	Solution 1 from TR 38.867:
In this solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the solution 1 is illustrated in below figure:


Figure 8.1.1-1. Call flow for solution 1
Sequence of this solution: 
1. The NCR firstly accesses to RAN and CN as a normal UE, no additional impact to NG-C interface. For example, the operator can allocate specific slice for NCR, and further identify the NCR based on the slice information. After authorized the NCR, the CN provides dedicated Allowed NSSAI to the gNB. Based on this information, the gNB be aware the NCR is authorized. 
2. NCR identification can be implemented by reporting an NCR indicator in Msg5 (in addition to sending any NCR-related radio capability) and/or by reporting an NCR indicator (implicitly or explicitly) in UE’s radio capability signaling.
3. If required, NCR validation is used to further check the validity of NCR, the details can be further discussed in normative phase. After AS security is established between the gNB and the NCR device, the NCR sends NCR credential information for NCR validation to the gNB via RRC message (e.g. UE Assistance Information). The NCR credential information are pre-allocated by the operator. After receiving the NCR credential information, the gNB validates the NCR device by checking its local stored information.
The validation steps (e.g. step 12 and step 13) are optionally performed based on the operator’s requirement.



In our understanding, validation here implies some sort of device authentication. A device ID or NCR ID is required to be exchanged over the air interface and RAN should also have access to a database where this ID is stored. We think such a procedure should take place after AS security has been activated. But even then RAN is not a secure node and RAN2 should ask SA3 if RAN node can keep a database of a list of IDs associated with NCR.
Proposal 1: RAN2 to clarify with SA3 that “validation” implies device or NCR authentication.
Proposal 2: if above definition of validation is agreed by RAN2 then RAN2 to ask SA3 whether RAN node is allowed to store a list of NCR device IDs and perform an authentication procedure.
Solution 2:
We think SA3 has ruled out solution 2 based on following response:
	To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 



Proposal 3: RAN2 to not continue with solution 2.
Solution 3 &4:
NCR -MT should be authenticated during initial connection setup by the core network and if allowed to operate as NCR then this status is known to RAN. RAN verify based on information received from core network and NCR-MT in msg5.
Proposal 4: Support identification and authorisation based on IAB framework i.e., solution 3.

3. Conclusion
We propose RAN2 to agree on the following proposal:

Proposal 1: RAN2 to clarify with SA3 that “validation” implies device or NCR authentication.
Proposal 2: if above definition of validation is agreed by RAN2 then RAN2 to ask SA3 whether RAN node is allowed to store a list of NCR device IDs and perform an authentication procedure.
Proposal 3: RAN2 to not continue with solution 2.
Proposal 4: Support identification and authorisation based on IAB framework i.e., solution 3.
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