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1 Introduction
In RAN#97, there are some discussion on whether all four repeater management solutions listed in TR38.867 [1] are to be considered for work in the normative phase. Eventually, it has been agreed to further update the WID objective [2] on repeater management as follow to discuss the down-selection issue in RAN WG(s) in WI phase.
	Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]

· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


In this paper, we discuss the down-selection of NCR repeater management solutions.

2 Discussion  
The WID clearly states that “The selected solution shall provide inter-vendor interoperability.” However, RAN2 has studied and concluded that Solution 2 does not support inter-operator interoperability in TR 38.867[1].
Observation 1: 
Solution 2 is not able to support inter-vendor interoperability as required by WID. 
Also, as RAN3 asked about the security impact for solution 2 in Ls to SA3 [3], i.e. “is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5”?
SA3 has replied this in reply LS [4].
For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 

Observation 2: 
Solution 2 need further work from SA3 to protect NCR indication and OAM container. 
Proposal 1: 
Solution 2 for repeater management in TR 38.867 is deprioritized. 

Regarding solution 1, the NCR authorization is to be done by RAN only. There is no CN impact ( CN is not aweare of NCR).  RRC protocol may be used to support this authorization/authentication setep.(e.g, introduce some new RRC messages).

RAN3 has ask the following question for Solution 1:
Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 
SA3 has replied this in reply LS [4].

For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 

For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  
It is obvious that SA3 is not very clear about the solution itself and what is the expected security risk in this case. To clarify SA3’s doubt, RAN2 can further explain that the “validation” requires NG-RAN to use out-of-band means to obtain & store authentication material for NCR (e.g. pre-shared keys) w/o CN involvement, and the validation procedure is done via RRC after AS security setup. Then, we can expect a clearer answer from SA3 for the feasibility of Solution 1.
Compared to Solution 3 and Solution 4, one unique advantage of Solution 1 is that there is no CN impact. Since the security aspect of Solution 1 has not been cleared by SA3 yet, we can postpone the final down-selection to the Q1 of 2023.

Therefore, we propose:
Proposal 2: 
Further check with SA3 about Solution 1 by clarifying that the “validation” requires NG-RAN to use out-of-band means to obtain & store authentication material for NCR (e.g. pre-shared keys) w/o CN involvement, and the validation procedure is done via RRC after AS security setup.
Proposal 3: 
Postpone the down-selection among Solution 1/3/4, pending further checking with SA3. 

3 Conclusion
In this contribution, we have discussed the NCR management issue, and have the following observations:
Observation 1: 
Solution 2 is not able to support inter-vendor interoperability as required by WID. 
Observation 2: 
Solution 2 need further work from SA3 to protect NCR indication and OAM container. 
Then, we have the following proposals:

Proposal 1: 
Solution 2 for repeater management in TR 38.867 is deprioritized. 

Proposal 2: 
Further check with SA3 about Solution 1 by clarifying that the “validation” requires NG-RAN to use out-of-band means to obtain & store authentication material for NCR (e.g. pre-shared keys) w/o CN involvement, and the validation procedure is done via RRC after AS security setup.
Proposal 3: 
Postpone the down-selection among Solution 1/3/4, pending further checking with SA3. 
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