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1	Introduction
A new Work Item RP-222673 was approved at 3GPP RAN Meeting #97e on Rel-18 NR Network-controlled Repeaters. One of the objectives of this WI is to:
Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.
Section 8 of TR 38.867 specifies the four different solutions for NCR management (i.e. identification and authorization/validation) to be down-selected. In brief:
-	Solution 1: Identification and authorization/validation done in RAN.
-	Solution 2: Identification done in RAN and authorization/validation done via OAM.
-	Solution 3: IAB-MT-like solution, where AMF must explicitly indicate NCR support to gNB; NCR identification done in RAN and authorization done in CN.
-	Solution 4: D2D/V2X-like solution, where NCR authorization done by 5GC based on UE subscription info.
RAN2 delayed discussions on the down-selection objective in RAN2#119bis-e, pending feedback from SA3.
In SA3#108e-AdHoc, SA3 sent a reply LS (S3-223080 “Reply LS on NCR Solutions”) to RAN3 (cc’d: RAN2, SA2, SA5):
SA3 would like to thank the RAN3 for their LS on NCR Solutions.
SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:
To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  
RAN3 also discussed the down-selection of the NCR management solutions in RAN3#117bis-e, summarized in R3-225934. Although consensus was not reached on a specific solution, RAN3 agreed on the following: 
Summary
sol4 (6)： CT，CATT, E//, Intel, ZTE, CMCC
Sol3 (8)：QCM, Nokia, SS, DT, HW, ATT,BT, NEC
It is obvious that there is no consensus on the down selection between solution 3 and solution 4. 
To push forward the discussion progress, The following suggestion is provided by moderator and can be discussed by companies:
RAN3 is not going to down select solution 3 and solution 4 in this meeting. Instead, companies may check whether we can accept the intersection part of these 2 solutions, which is:
Proposal 1: The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface.
In this contribution we focus on the down-selection of the NCR management solutions, taking into account the above progress from SA3 and RAN3.
2	Discussion
2.1	Down-selection of NCR management solutions
SA3 was unable to provide a conclusive answer regarding the security of Solution 1. Nonetheless, we believe Solution 1 can be ruled out. RAN3 agreed in R3-225934 that NCR authorization is to be provided from the AMF to gNB explicitly over the NG interface. However, based on TR 38.867, in Solution 1 the gNB becomes aware of the authorization implicitly when the CN signals the Allowed NSSAI to the gNB. Solution 1 also requires new (unspecified) functionality to validate the NCR, which is not yet well-defined. This seems needlessly complicated relative to Solutions 3 and 4, which can recycle existing functionality.
Observation 1: The existing validation procedure of Solution 1 is not well-defined, and Solution 1 does not provide authorization indication from the AMF to the gNB over the NG interface as agreed by RAN3. 
Per SA3’s reply LS S3-223080, NCR management Solution 2 (OAM-based authorization/validation) may be ruled out immediately since it has security issues. Furthermore, per Table 8.2-1 of TR 38.867, Solution 2 does not support the inter-vendor interoperability requirements that were agreed in RAN#97e for the NCR WI RP-222673. 
Observation 2: NCR management Solution 2 does not meet requirements for security and inter-vendor interoperability.
We believe that Solution 3 is preferable since it can recycle legacy signalling similar to what is used for identifying and authorizing IAB-MT. Here, the key modification is to recognize NCR-MT as a distinct UE type through an NCR Indication signalled by the NCR-MT. From a RAN2 perspective, having a distinct NCR Indication could also be advantageous depending on the outcomes determined for NCR-MT side-control signalling and RRM.
Solution 4 also recycles legacy signalling. Here, the NCR-MT is treated like a legacy UE for identification and differentiated by the 5GC based on subscription. Solution 4 may also be considered alongside Solution 3, although it should be noted that during RAN3#117bis-e discussions (see R3-225934) some companies commented that Solution 4 could have practical limitations in cases where not every AMF in a network is capable of authorizing NCRs. Given this, additional progress may need to be made by RAN3 before down-selection between Solutions 3 and 4 can occur.
Proposal 1: Rule out NCR management Solutions 1 and 2 at this time, and down-select between Solutions 3 and 4 once RAN3 has made more conclusions. 
3	Conclusion
Based on the discussion in this contribution we made the following observations:
Observation 1: The existing validation procedure of Solution 1 is not well-defined, and it cannot provide authorization indication from the AMF to the gNB over the NG interface as agreed by RAN3. 
Observation 2: NCR management Solution 2 does not meet requirements for security and inter-vendor interoperability.
And proposed the following:
Proposal 1: Rule out NCR management Solutions 1 and 2 at this time, and down-select between Solutions 3 and 4 once RAN3 has made more conclusions. 







