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Introduction
[bookmark: _Hlk118269256]In reply LS S3-223080, SA3 did not answer whether Solution 1 is feasible or has any security issue due to SA3 is not clear about what does “validation” mean. 
	For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  


[bookmark: _Hlk118269405]In this contribution, we mainly discuss what does RAN validation mean and the corresponding RAN2 impact.
Discussion
NCR is essentially a relay that simply provides RF “amplification” to the end UE. As captured in the WID [2], NCR is transparent to the UE, i.e. user data is not visible to NCR nor NCR does not consume any data. 
	The objectives of NR NCR WI follow the recommendations defined in TR 38.867 and will focus on scenarios and assumption listed below:
· Network-controlled repeaters are inband RF repeaters used for extension of network coverage on FR1 and FR2 bands based on the NCR model in TR38.867
· For only single hop stationary network-controlled repeaters
· The NCR is transparent to the UE.
· Network-controlled repeater can maintain the gNB-repeater link and repeater-UE link simultaneously


[bookmark: _Hlk115133939]NCR is not expected to handle mobility. Repeater deployments are normally carefully planned – after identifying a coverage gap for a particular cell. Only single-hop "stationary" NCR is the scope of this work. 
Given that, NCR-MT authenticated as a normal UE (in solutions 1, 3 and 4) has an advantage of first setting up AS security in place and that all communications between NCR-MT and NW is secure. Hence a fake NCR offers no threat beyond a possible denial of service attack by manipulating RF, which in any case RF jamming cannot be protected against.
Observation 1: There is no additional threat from an NCR-MT if it is authenticated as a normal UE.  
[bookmark: _Hlk118269605]Typically, an NCR is used as a repeater if there is a coverage hole in a cell.  That is, the repeater is meant to provide the functionality for a particular cell where this coverage hole is identified.  Typically, these coverage holes are already identified and hence the NCR is deployed to provide a repeater function for a specific cell.  Hence the NCR-FWD backhaul cell is already known and pre-configured at the NCR when it is deployed.   The backhaul cell could be configured to the NCR after the NCR-MT connects to a cell or could be preconfigured in the NCR before deployment.  
[bookmark: _Hlk118269698]Observation 2: NCR is deployed to provide RF repeater function for a particular cell pre-configured in the NCR.
[bookmark: _Hlk118269911]Moreover, NCR-MT connected to a wrong cell (either maliciously or by error) can cause RF and interference problems. While IAB like CN can check whether NCR-MT should perform as an NCR, but it cannot verify whether the NCR is connected to the correct cell/gNB that has been pre-planned before. This verification has to be done at RAN level as this is transparent to the CN and there should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells). 
[bookmark: _Hlk118269980]This cannot be simply achieved by broadcasting “NCR support indication” by gNB. A general broadcast information allows any NCR-MT to join its network. However, as discussed earlier, the NCR device is deployed by operator to enhance coverage for a specific area of a cell/gNB, which indicates that this NCR device needs to connect this specific cell/gNB. Moreover, as discussed in the companion contribution [2], NCR-MT should only connect to the cell that can be used to control the NCR-FWD.
[bookmark: _Hlk118270097]Additionally, different NCR devices covering different areas may connect to different cells in the same gNB, if the same broadcasting information is used, NCR devices cannot tell the difference and may not be able to enhance the coverage for the specific planned cell. By verifying the NCR-MT, the network can make sure the connected NCR devices serves the required cell for coverage enhancement.
[bookmark: _Hlk118270192]Observation 3: Repeater deployments are carefully planned after identifying a coverage gap for a particular cell. An NCR connected to a wrong cell can cause RF and interference problems. 
Observation 4: This check has to be done at RAN-level as an IAB like CN authentication cannot verify whether it is connected to the correct cell or not. There should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells). Simply broadcasting “NCR support indication” cannot help NCR connect to the correct gNB.
To achieve authorization and connecting to the correct gNB (i.e. verification) purposes, both RAN and CN may have to be used, where CN is used to provide authorization as normal UE and an NCR-MT, while RAN verifies whether NCR-MT is connected to the right gNB. CN impacts can be minimized if NCR-MT is authenticated as a normal UE instead. On the other hand, this can also allow CN to authenticate NCR-MT based on subscription information (e.g. IMSI/SUPI).
Based on the above observations, verification is a separate procedure mainly motivated to guarantee the correct connection between NCR and served gNB/cell and avoid RF/interference problems.
Proposal 1: RAN2 introduces RAN verification, which is independent from CN authorization, for building correct connection between NCR and cell/gNB. 
The below figure shows how the combination of CN authorization and RAN verification works:


Figure 1: The proposed hybrid approach of RAN and CN level solution
For example, NCR-MT can be pre-configured (e.g., OAM) with a secret token that could be cell-specific. The token is sent by NCR-MT to the network over RRC after AS security is activated and can be used to verify whether it is connected to the right cell/gNB. The integrity protection of the RRC connection protects the token from eavesdropping and thus can prevent replay attacks. The network can also associate the token to this NCR-MT to prevent re-use by another NCR-MT. It also gives flexibility for RAN to do additional verification based on pre-configured tokens indicating which NCR-MT can be served under this cell/gNB. 
Proposal 2: NCR-MT sends its pre-configured token to gNB after security activation. gNB sends the NCR configuration after successful verification.
Conclusion
In this contribution, we discussed the importance of having RAN verification and potential RAN2 impact.
We have following observations and proposals:
Observation 1: There is no additional threat from an NCR-MT if it is authenticated as a normal UE.  
Observation 2: NCR is deployed to provide RF repeater function for a particular cell pre-configured in the NCR.
Observation 3: Repeater deployments are carefully planned after identifying a coverage gap for a particular cell. An NCR connected to a wrong cell can cause RF and interference problems. 
Observation 4: This check has to be done at RAN-level as an IAB like CN authentication cannot verify whether it is connected to the correct cell or not. There should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells). Simply broadcasting “NCR support indication” cannot help NCR connect to the correct gNB.
Proposal 1: RAN2 introduces RAN verification, which is independent from CN authorization, for building correct connection between NCR and cell/gNB. 
Proposal 2: NCR-MT sends its pre-configured token to gNB after security activation. gNB sends the NCR configuration after successful verification.
References
[1] S3-223080, Reply LS on NCR Solutions, SA3
[2] R2-2111374, Discussion on NCR Functionality and UE Capability, Intel Corporation
image1.emf
UE NCR gNB CN

NCR provisioned with 

unique secret token

Connection establishment (with or without NCR indication)

Token

Verify Token

Check NCR-MT 

subscription

Initial UE context + NCR Authorisation

NCR configuration

Data

security activation

gNB provisioned with 

unique secret token of 

NCR with cell information


Microsoft_Visio_Drawing.vsdx
UE
NCR
gNB
CN
NCR provisioned with unique secret token
Connection establishment (with or without NCR indication)
Token
Verify Token
Check NCR-MT subscription
Initial UE context + NCR Authorisation
NCR configuration
Data
security activation
gNB provisioned with unique secret token of NCR with cell information



