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1. Introduction
Four potential NCR management solutions have been discussed and captured in TR 38.867 [1] during the SI phase. In the meantime, an LS was sent to SA3 and SA5 to ask for confirmation on the feasibility of solution 1 and solution 2 [2]. SA3 discussed the LS and sent the feedback to RAN2/RAN3 in the last meeting. The reply LS from SA3 provides the following views [3]:
	To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  


In the meantime, RAN3 discussed NCR management and had the following agreements:
	The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface.
The discussion on RAN impact on validation function is pending to SA3 reply LS.


In this contribution, we will further discuss a way forward for NCR management based on the reply LS from SA3 and the progress in RAN3.
2. Discussion
The four solutions in the TR are summarized as below:
· Solution 1: The NCR firstly accesses to RAN and CN as a normal UE. Then an NCR dedicated slice is deployed to enable NCR authorization. And afterwards, another NCR validation is performed at RAN side.
· Solution 2: The NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. CN is absent in this solution.
· Solution 3: NCR authorization is done at CN side and NCR identification is done at RAN side, similar to the handling of IAB-MT. The NCR authorization information is sent from the AMF to the gNB.
· Solution 4: NCR authorization is performed at CN side, and the NCR is identified in the authorization process, e.g., based on the UE subscription. The NCR authorization information is sent from the AMF to the gNB.

We will analyze these solutions in the following:

Solution 2
According to the LS feedback from SA3, there is a security concern on solution 2 that the non-protected NCR indication info and the OAM container is vulnerable to attack. What’s worse, it exposes the OAM indirectly to attacks over the air interface. Besides, according to the RAN3 agreement, the NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface, which means the authorization is performed by CN. Considering these aspects, we propose to exclude Solution 2 for NCR management.
Proposal 1: For NCR management, Solution 2 in TR38.867 is excluded.

Solution 1
For solution 1, the authorization is performed based on the specific slice information for NCR. After authorizing the NCR, the CN provides dedicated Allowed NSSAI to the gNB. In legacy, Network Slicing is a concept to allow differentiated treatment depending on each of the customer requirements. It is not a specific mechanism for authorization. It is not fully trustable to rely on slicing to perform NCR authorization. In addition, even if this works, it requires the deployment of slicing feature which comes with a cost and may not always be possible. 
Observation 1: Authorization based on slicing may not be fully trustable and may not always be possible.
Proposal 2: NCR authorization is not based on slicing.
For another aspect of solution 1, it mentions an optional functionality named as NCR validation. As this is a new concept, it was included in the LS to SA3 for confirmation. Based on the reply LS, SA3 is not clear about what does "validation" mean. Furthermore, SA3 states that the feasibility of the additional validation steps and what kind of information is stored in RAN are also unclear. 
Some companies proposed that the RAN validation is needed because they think there is a need to prevent someone from stealing an NCR device and re-deploying it to an unexpected cell. However, this is not really valid due to the following reasons:
1) The anti-stolen issue is not specific for NCR and shouldn’t be discussed in standard:
As a network device, the placement of NCR is planned by the operator and is not likely to be moved, similar as other nodes as IAB or gNB. The anti-stolen issue shouldn’t be discussed in standard specifically for NCR. From technical point of view, broadcasting the NCR support indication in system information is enough to prevent the NCR from selecting a non-supporting cell for accessing. There is no need to consider other method to control NCR-specific access control. 
2) The CN should know the NCR is wrongly deployed, if that really happens:
On the other hand, even if an NCR is wrongly deployed, the CN and the OAM should know according current procedures. Because CN and OAM knows which cell the NCR is currently in service. 
In summary, we don’t see clear motivation of designing RAN validation on top of CN based authorization and also don’t see clearly how RAN validation procedure words in details, which will still need to be evaluated by SA3. Considering the non-clarity of RAN validation in both RAN and SA3 as well as the potential large specs effort, we should not pursue RAN validation in standard.     
Proposal 3: Not pursue RAN validation.

Solution 3&4
For solution 3&4, the authorization mechanisms are similar which are in line with latest RAN3 agreement and have no security concern as they are legacy mechanisms. The main difference between solution 3 and solution 4 is how to identify the NCR, i.e. via uu interface indication in solution 3 or via NG interface indication in solution 4. As far as we consider, both ways work. RAN2 can further down select between solution 3 and solution 4.
Proposal 4: For NCR management, RAN2 to down select between solution 3 and solution 4.

3.	Conclusion
This paper mainly discusses the way forward for NCR management. The following observation and proposals are provided,
Observation 1: Authorization based on slicing may not be fully trustable and may not always be possible.
Proposal 1: For NCR management, Solution 2 in TR38.867 is excluded.
Proposal 2: NCR authorization is not based on slicing.
Proposal 3: Not pursue RAN validation.
Proposal 4: For NCR management, RAN2 to down select between solution 3 and solution 4.
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