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1	Introduction
In the last RAN2#119e meeting, the following agreements related to selective activation and CHO including multiple target SCGs for CPA/CPC were achieved:
FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).

Observation: Current RAN2 Stage-3 specifications can support CHO including target MCG and target SCG in Rel-17.
CHO configuration referring to or including CPC/CPA configuration (intended to be applicable together) can be supported.
FFS: When triggering CHO, UE perform CPC/CPA configuration to start CPC/CPA evaluation, FFS if CHO evaluation and CPC/CPA evaluation is concurrent or sequential.

In the last RAN3#117e meeting, the following agreements related to selective activation and CHO including multiple target SCGs for CPA/CPC were achieved:
RAN3 considers SCG selective activation is prioritized in the Rel-18 work. It can be revisited based on RAN2 progress.
WA: RAN3 considers the Inter-CU and Intra-CU cases with equal priority, and studies both the F1 and Xn signaling aspects. It can be revisited based on RAN2 progress.
From RAN3 point of view, Rel-16/Rel-17 CPAC procedures are considered as start point for the Rel-18 work.
The following scenarios are depending on RAN2 progress.
· SCG failure handling enhancements to enable PSCell addition and PSCell change after SCG failure.
· Signaling support for inclusion of CPC configuration within a CPC or CPA configuration, in case CPC/CPA configuration is supported within CHO configuration.

In Rel.18, RAN3 will continue the work on the CHO with SCG at the target. The scope will be limited to the data forwarding optimizations. 
Regarding CHO with multiple SCGs at the target, RAN3 will wait for the progress in RAN2 before starting signalling design. At the next meeting, RAN3 will open discussion on the data forwarding aspects.
In this contribution, we give our further analysis on issues related to selective SCG activation and come up with possible solutions.
2	Discussion
2.1	Solutions
First we would like to clarify the main aim of selective SCG activation is to allow the UE to perform subsequent SCG change/switch without explicit reconfiguration in the form of CPC. Specifically, the UE should be able to conditionally apply an SCG configuration (the MN remains the same) after a first CPA/CPC execution. Here, we discuss RRC signalling to configure the UE to support SCG selective activation.
2.1.1	Subsequent CPC configurations included in initial CPC configurations
One possibility is to configure the UE with CPA/CPC configurations that include one or more CPC configurations for subsequent CPC. Upon executing a CPA/CPC configuration that includes one or more CPC configurations, the UE further evaluates executions conditions as in the included CPC configurations, thus allowing a subsequent CPC execution without any reconfiguration. The existing RRC signalling syntax is able to support including a CPC configuration inside a CPC configuration, but this is explicitly disallowed in Rel-17. 
Since this RRC signalling allows the UE to perform a single subsequent CPC after the first CPA/CPC execution, the underlying limit of this pre-configuration is 2-level format of conditional reconfiguration, which also align with that of another objective “CHO including multiple target SCGs for CPA/CPC”. 
Besides, there is no concrete clarification in TS 38.331 about whether a new conditional reconfiguration can be included in the conditional reconfiguration, e.g., including CPC/CPA configurations within a CHO configuration or including CPC configurations within a CPA/CPC configuration.
Observation 1: The existing RRC signalling syntax could support including one or more conditional reconfigurations inside a conditional reconfiguration, with the corresponding execution conditions, thus allowing a subsequent CPC execution.
Observation 2: Including CPC configuration inside a CPC configuration requires some limit, e.g. only 2 levels (CPC within CPA/CPC instead of CPC within CPC within CPC/CPA).
The support of CPC/CPA configuration including intra-SN CPC configurations (i.e. for CPC within the candidate target SN) does not require extra signalling. The support of CPC/CPA configuration including inter-SN CPC configuration requires additional network coordination. For example, if CPC preparation is initiated by the source SN as illustrated in Fig.1, a candidate target SN of the first CPC could use the CPC preparation procedure with, as source cell, the candidate target cells. Alternatively, if CPC is initiated by the MN as illustrated in Fig.2, upon receiving an SCG configuration from one candidate SN, the MN could request other candidate SNs to prepare the same or other target cells using the received SCG configuration as source configuration. 


Figure1: S-SN initiated preparation procedure for CPC configuration including a subsequent CPC configuration



Fig.2 MN-initiated preparation procedure for CPC configuration including a subsequent CPC configuration

Observation 3: The target SN of Rel-17 inter-SN CPC procedure could prepare intra-SN CPC configurations for subsequent CPC and include them in the RRC reconfiguration provided to the MN, only using existing inter-node signalling. 
Observation 4: Preparing subsequent inter-SN CPC configuration to be included in inter-SN CPC configurations requires enhancement of existing inter-node signalling, for the target candidate SN or the MN to prepare execution conditions and subsequent candidate target SN.
Finally, we consider the impact on the UE. Upon reception of CPC/CPA configuration including CPC configuration, the UE processes the conditional reconfiguration like in Rel-17. After the first CPA/CPC execution towards PSCell#0, the UE further evaluates the execution conditions for subsequent CPC, which is the same UE behaviour as if the UE has received a further RRC reconfiguration including the conditional reconfigurations.
Observation 5: Configuring the UE with CPC/CPA configurations including CPC configurations has no or minor impact on UE behaviour, i.e. the UE behaviour is unchanged compared with Rel-16.
2.1.2	Re-usable CPC configurations
An alternative to including CPC configurations in CPC/CPA configurations is to provide the UE with a list of pre-configurations, between which the UE can switch according to the execution condition associated to each configuration.
This is very different from Rel-17 because:
1)	 each conditional reconfiguration for CPC may be applied on top of the source configuration, when CPC is prepared, or after any other conditional reconfiguration for CPC
2)	each conditional reconfiguration for CPC needs to include execution conditions of the other CPC configurations
3)	each conditional reconfiguration for CPC may be applied more than once
However, the 3 above aspects require further study.
2.1.2.1	Execution conditions
One possibility is to have to only use execution conditions configured by the MN, so that the corresponding measurement events do not depend on the SCG configuration. Until now, MN-initiated SCG mobility is only for the purpose of load-balancing while here the intention would probably be for coverage, so some changes are probably required for this.
Another possibility is to only use intra-SN CPC and the SN can include in each CPC configuration the conditional events that match with the execution conditions for the other CPC configuration.
If execution conditions are configured by the SN and inter-SN CPC is to be supported, some inter-node coordination is necessary to ensure that candidate target SN include in their measurements configurations conditional events corresponding to candidate target cells prepared by other SNs. For instance, the MN could indicate to each candidate target SN the list of candidate cells controlled by other target candidate SNs, so that the candidate target SN configures conditional events for them. However, as additional candidate target SNs are configured, it may be necessary to require the previously prepared candidate target SN to provide additional execution conditions.
Observation 6: "Re-usable CPC configuration" requires configuring, in each CPC configuration, conditional events and executions conditions for all other CPC configurations.
2.1.2.2	Conditional reconfigurations
Another aspect is how to provide the SCG configurations to be executed, for which we consider alternatives:
Alternative a: “full parameter list”, i.e. all Need M fields are included, but the full MN configuration flag or MRDC release and add are not used.
Alternative b: “Delta configuration based on the source configuration”, i.e. every conditional SCG configuration is provided as delta configuration with respect to the UE configuration at the time the conditional reconfigurations are received by the UE.
Both alternatives can be used for intra-SN subsequent CPC and for inter-SN subsequent CPC. However, when the execution of conditional configuration is associated to the current serving SCG configuration, alternative a and alternative b could not apply because alternative a and alternative b have no relation with the current serving SCG configuration which UE previously applies for first CPA/CPC execution. Therefore, alternative a and alternative b could only work under the assumption that UE can execute subsequent CPC configuration regardless of the previous applied CPC/CPA configuration.
Besides, we further discuss the impacts of alternative a and b on L2. L2 is split into the following sublayers: MAC, RLC, PDCP and SDAP. As reconfigurationWithSync is included for the SCG, SCG MAC is anyway reset, like in Rel-17.
With alternative a “full parameter list”, it is necessary to release and re-setup SCG RLC entities, SN PDCP entities and SN SDAP entities.Inter-SN CPC execution requires PDCP re-establishment and RLC re-establishment due to key change while intra-SN CPC execution does not because key remains the same for Intra-SN PSCell change.
In TS 38.331, reestablishRLC in the RLC-BearerConfig IE and reestablishPDCP in the RadioBearerConfig IE are described as follows：
reestablishRLC
Indicates that RLC should be re-established. Network sets this to true at least whenever the security key used for the radio bearer associated with this RLC entity changes. For SRB2, multicast MRBs and DRBs, unless full configuration is used, it is also set to true during the resumption of the RRC connection or the first reconfiguration after reestablishment. For SRB1, when resuming an RRC connection, or at the first reconfiguration after RRC connection reestablishment, the network does not set this field to true.
reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to true whenever the security key used for this radio bearer changes. Key change could for example be due to termination point change for the bearer, reconfiguration with sync, resuming an RRC connection, or the first reconfiguration after reestablishment. It is also applicable for LTE procedures when NR PDCP is configured. Network doesn't include this field for DRB if the bearer is configured as DAPS bearer.
With alternative b “delta configuration based on the source configuration”: when PSCell#0 and PSCell#2 are controlled by the same SN and PSCell#1 is controlled by another SN, if the UE first executes CPC from source PSCell#0 to candidate PSCell#1 and then executes CPC from PSCell#1 to PSCell#2, there will be an issue if the delta configuration for PSCell#2, that is relative to PSCell#0 indicates no need of PDCP re-establishment because mobility from PSCell#0 to PSCell#2 is intra-SN PSCell change.
Observation 7: If reusable CPC configurations are not restricted to intra-SN CPC, even when the reconfiguration to be executed does not imply SN change, PDCP must be re-established or released and re-added.
2.1.2.3	SN security keys
In Rel-17, upon reconfiguration with sync of the SCG while CPC is configured, the UE and the MN release the CPAC configuration so the CPAC configuration can only be used once. In the Rel-17 CPC preparation procedure, the MN can provide different KSN to different candidate SNs via the SN Addition/Modification Request messages and include the corresponding sk-counter in the corresponding conditional reconfigurations (the same sk-counter value is included for candidate cells belonging to the same SN as a single KSN is provided to each candidate SN).
In the Rel-18, the CPAC configuration including the security-related parameters could be used more than once to support the subsequent CPC procedures. When the UE switches to a SN that the UE has never accessed, the KSN derived using KgNB and the sk-counter was not previously used but if the UE switches to a target cell controlled by another node and later goes to a cell controlled by the same SN while KgNB hasn't changed, the UE will derive the same KSN, which does not comply with security requirements according to TS 33.501.
Observation 7: If, after several CPC execution, the UE selects a previously selected PSCell, or even a cell controlled by the same gNB as a previously selected PSCell, according to current key derivation principles, the same KSN will be used, which does not comply with security requirements as specified in TS 33.501.
To avoid reusing the same KSN when the UE goes back to a previously used SN, the sk-counter or the KgNB should be changed. n this case, the UE need to know which candidate cells belong to the same SN, based on the same sk-counters provided in the CPAC configuration implicitly or based on the explicit indication from the MN. For example, the following methods could be used:
Method 1: Specify a rule for the UE (and the MN) to derive an updated sk-counter when the UE goes back to an SN which has been accessed.
In Rel-17, the UE does not need to maintain the SN Counter after it has computed the KSN since the MN provides the UE with the current SN Counter value when the UE needs to compute a new KSN. In Rel-18, since the MN is not expected to reconfigure the UE after each CPC or CPA procedure, the UE could remember the sk-counters previously used and, when executing CPC to a configuration with a sk-counter that has the same value as previously used, derived a new sk-counter value from the previous value, following a specified rule..
On the network side, the MN could provide updated KSN to the candidate target SNs for the subsequent accesses, or the MN could wait until the UE has executed CPC to provide KSN to the SN that the UE has actually accessed.
Method 2: Provide multiple sk-counter values to the UE for the same CPC configuration, to be used for subsequent access.
This is similar to method 1 except that no rule is specified to derive new sk-counter values, the UE uses the values provided by the MN. On the network side, the MN could provide a corresponding list of KSN values to the candidate target SNs for the subsequent accesses, or the MN could wait until the UE has executed CPC to provide KSN to the SN that the UE has actually accessed.
Method 3: Change the derivation method of KSN so that it can be derived directly by the SN from the previous KSN value.
In the current security mechanism, the KSN used by the SN is derived by the MN and sent to the SN. The input to derive the KSN is the KgNB , which is only known by the UE and by the MN. In Rel-18, when the UE accesses a SN that was previously accessed, the input to derive the new KSN could be the previous KSN used between the UE and the SN, since the previous KSN can be stored by the UE and by the SN.
In any case, all the above methods require SA3 to assess the feasibility and security.
Observation 8: To support inter-SN CPC, re-usable CPC configurations require SA3 to design a new mechanism to avoid key reuse if the UE moves back to the same SN.
2.2	Selecting a solution
We discussed two alternative solutions:
1)	"subsequent CPC configurations included in initial CPC configurations"
2)	"re-usable CPC configurations".
As discussed above:
-	it is easy to support 1) inter-SN CPC as initial CPC and only intra-SN CPC.
-	unless "re-usable CPC configurations" is limited to intra-SN CPC, it could be rather complicated to support:
-	each candidate target SN should provide execution conditions and conditional events for candidate target cells prepared by other candidate SNs;
-	SA3 needs to design a new mechanism to avoid reuse of KSN upon changing to the same SN again
The solution 1) is limited to one initial and one subsequent CPC execution, and then a reconfiguration is needed for later CPC execution. However, with solution 2), if a reconfiguration of the UE is needed, it will be necessary to also update all CPC configurations, which could make it necessary to contact all candidate target SNs again.
Hence the advantage of solution 2) over solution 1) may not be that significant.
We note that a combination of both methods is also possible, i.e. initial CPC configurations include re-usable CPC configurations, and this would be reasonably easy for subsequent intra-SN CPC. Supposing RAN2 would want to support solution 2) for inter-SN CPC, this would need SA3 input, so an LS should be sent as soon as possible.
So in order to progress the work, we make the following proposals:
Proposal 1: RAN2 does not consider support of re-usable CPC configurations for inter-SN CPC (otherwise, SA3 would need to design a new mechanism to avoid reuse of KSN upon changing to the same SN again and RAN2/RAN3 would need to design new inter-node signalling for each candidate target SN to configure execution conditions and conditional events for candidate cells prepared by other candidate target SNs).
Proposal 2: As this has no impact to network signalling and nearly no impact to the UE, support subsequent intra-SN CPC by including intra-SN CPC configurations (prepared by the candidate target SN of inter-SN CPC) in inter-SN CPC configurations. that are handled by the UE has if they were configured after the inter-SN CPC execution.
Proposal 3: Study the support of reusable intra-SN CPC configurations, i.e. SN CPC configurations that the UE does not release upon intra-SN mobility.
Proposal 4: If reusable intra-SN CPC configurations can be supported, consider:
-	their coexistence with Rel-17/Rel-16 CPC configuration
-	their inclusion in inclusion in Rel-17 CPC configurations (similarly to proposal 1)
Proposal 5: If proposal 1 is not agreed, send an LS to SA3 asking about the security aspects, to assess the security and feasibility.
3	Conclusion
[bookmark: OLE_LINK3]In this document, we have the following observations and proposals:
Proposal 1: RAN2 does not consider support of re-usable CPC configurations for inter-SN CPC
(otherwise, SA3 would need to design a new mechanism to avoid reuse of KSN upon changing to the same SN again and RAN2/RAN3 would need to design new inter-node signalling for each candidate target SN to configure execution conditions and conditional events for candidate cells prepared by other candidate target SNs).
Proposal 2: Support subsequent intra-SN CPC by including intra-SN CPC configurations (prepared by the candidate target SN of inter-SN CPC) in inter-SN CPC configurations. that are handled by the UE has if they were configured after the inter-SN CPC execution.
Proposal 3: Study the support of reusable intra-SN CPC configurations, i.e. SN CPC configurations that the UE does not release upon intra-SN mobility.
Proposal 4: If reusable intra-SN CPC configurations can be supported, consider:
-	their coexistence with Rel-17/Rel-16 CPC configuration
-	their inclusion in inclusion in Rel-17 CPC configurations (similarly to proposal 1)
Proposal 5: If proposal 1 is not agreed, send an LS to SA3 asking about the security aspects, to assess the security and feasibility.
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